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THE RISKS IN THE SYSTEM
OF ECONOMIC SECURITY OF ENTERPRISE

Abstract. The purpose of the scientific article is to make a comprehensive decision in risk management in the
system of economic security of the enterprise.

The following methods are used in the research: dialectical method, method of analysis and synthesis, scientific
abstraction, induction and deduction.

In the process of scientific research the following results are obtained: the system of economic security of the
enterprise is justified; the main sources of threats to the environment for the economic security of the enterprise are
identified; the sequence of the elements of risk management technology is shown; the principles and methods of risk
management in a particular situation are justified.

The authors’ conclusions can be used in the process of determining the sequence of actions by business entities
in the risk management model to ensure a reasonable combination of risk and benefit.
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PUCKH B CHCTEME SKOHOMUYECKOI BE3OINACHOCTH
HPEAITPUATHUA

Annotanmst. L{enpr0 HAyYHOH CTaThU ABILICTCS MPHUHATHE KOMIDIEKCHOTO PEIICHUS B VIIPABICHHN PHUCKAMH B
CHCTEME IKOHOMHICCKOI OC30IACHOCTH ITPEATIPHATHL

IIpu mpoBeneHMM HWCCIACAOBAHMI  HMCHOJIB30BAHBI CICAYIONIME METOBI: JHANCKTHYCCKUH METOM, METOX
aHaM3a M CHHTE3a, HAYYHOH aOCTPAKIUK, WHIY KUK H ACAY KIIHH.

B mporecce HAay4yHOrO HMCCIACAOBAHHA IIOAYYCHBI CICAYIOIMUE pE3yibTaTbl. OOOCHOBAHA CHCTEMaA
SKOHOMHYECKOH O€30MACHOCTH TPEANPHATHS, BBIABICHBI OCHOBHBIC HCTOUHHKH YTPO3 BHEIIHEH Cpeapl i
SKOHOMHYECKOH 0€30IaCHOCTH MPEANPHATHS; MOKA3aHA ITOCICAOBATEILHOCTD BHIIIOIHEHIS 3JIEMCHTOB TEXHOIOTHA
VIpaBJIeHUS pUCKAMHU;, 0OOCHOBAHBI HMPUHIUIIBI H METOBI YIIPABICHUS PHCKAMH B KOHKPETHOH CHUTYAIIH.

BeBoapl aBropa MOTYT OBITH HCIOJB30BAHBI B IIPOIIECCE ONMPEIACICHHS XO3SHCTBYIOIIMMH CyOBEKTAMH
TOCIICTIOBATCILHOCTH ICHCTBUH B MOJCTH YTPABICHUS PHCKAMH 111 OOCCICUCHUS Pa3yMHOTO COUYCTAHMS PUCKA H
BBITOJIBI.

KoueBbie c1oBa: 3KOHOMHYECKAT OE30MACHOCTh, YTPO3BI, PUCKH, TEXHOJIOTHS, METObl  YIPABJICHI
pHUCKaMH

In modern terms, the process of successful operation and economic development of enterprises
largely depends on improving their activities in the field of economic security.

Problems of economic security arise in front of each enterprise not only in times of crisis, but also
when working in a stable economic environment. However, the set of objectives to be solved in this case
has a significant difference.
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The economic security of an enterprise is the state of protection of the vital interests of the enterprise
from internal and external threats, formed by its management and personnel through the implementation
of legal, economic, organizational, engineering, technical and socio-psychological measures. It is also
possible to formulate the definition of the economic security of the enterprise as a state of the most
effective use of organizational assets in order to avoid threats and ensure the stable functioning of the
enterprise at present and in the future [1].

The economy of a single economic entity is exposed to a multitude of threats, determined by the
composition of resources and the types of carried out activities.

The main source of threats to the economic security of the enterprise is the external environment:

- negative transformations of the political situation;

- transformation of legal regulation affecting the conditions of economic activity (taxation, property
relations, contractual legislation);

- underdeveloped market infrastructure;

- damage to assets and fixed assets of the enterprise;

- use of unfair competition means;

- fraud;

- theft of material supply;

- unauthorized access of competitors to confidential information constituting a commercial secret;

- illegal actions of criminal structures;

- hacking and destruction of information support of enterprise operation - viruses, network attacks,
etc.

Economic security is a comprehensive risk management solution. Enterprises operate in different
conditions of a competitive environment, having a different internal environment, level of production
potential, staffing. In this regard, each enterprise has risks that are directly inherent only to this company
and related to the specifics of production, technological, commercial, financial and other activities. It is
important to timely identify and determine the probability and time of their occurrence, as well as possible
damage [2-4].

The same risks can occur in various areas of production and economic activities. Therefore, when
managing risks, the main thing is to identify possible areas of risk in relation to the enterprise under
investigation.

The purpose of developing any model of risk management is to ensure the successful operation of the
enterprise in terms of risk and uncertainty. This goal can be achieved by solving the following main
objectives:

- identification of possible economic risks;

- reduce financial losses associated with economic risks.

The risk management model is a sequence of actions that provide a reasonable combination of risk
and benefit. While risk management technology is the basis of any risk management model (Figure 1).
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Figure 1. Risk management technology

Risk management technology is unchanged and includes the following consistently performed elements:
risk establishment (determining the sources and types of risk); Risk assessment, analysis of factors and terms
affecting the probability of risk, the Extent of losses and damages, limiting (standard) risk levels, the choice of
methods and means for reduction and deduction of risk, situational risk control, comparison of risk with the
permissible (regulatory) level of risk, the implementation of measures for placing the risk, its adjustment in the
light of the emerging situation, covering the damage and eliminating other negative consequences of the
manifestation of risk, the accumulation and processing of retrospective information on risk situations and
manifestations of risk, development of recommendations for future [5-7].

The overall system of enterprise management includes the risk management system. Risk
management is a set of methods, techniques and activities that allow, to some extent, to predict the onset
of risk and to make decisions about the impact on it. At the same time, obtaining reliable and sufficient
information is especially important. And only it allows to make the correct decision about actions in the
conditions of risk. This information includes awareness of the availability and demand profile for goods
and capital, financial stability and solvency of customers, partners and competitors, prices, rates and
tariffs, insurance conditions, dividends and interest, the likelihood of damage.

Risk management, usually considered as the system of risk management and economic (primarily
financial) relations arising in the management process, includes the strategy and tactics of management
actions. As we know, the management strategy is the direction and means of using the funds to achieve the
goal, and tactics are specific methods and techniques that serve for the achievement of the goal in real
conditions. The task of management tactics is to choose the optimal solution, methods and techniques of
management that are most appropriate for a particular economic situation. In this connection, the
classification of the main methods of managing the enterprise's economic risks is presented in Table 1.
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Table 1. Classification of the main methods of managing the economic risks of the enterprise

Methods Content

Risk prevention - Acquisition of necessary information about the risk

- Strategic planning of the enterprise activity

- Active focused marketing

- Forecasting the development of the external environment
- Staff training and instruction

- Implementation of preventive measures

Avoiding of risk - Refusal of unreliable partners

- Search of guarantors

- Refusal from risky projects

- Dismissal of incompetent workers

Risk localization - Creation of subsidiaries for the implementation of risky projects

- Creation of special (with a separate balance sheet) structural units

- Conclusion of agreements on joint activities for the implementation of
risky projects

Diversification of risk - Distribution of risks between participants of individual projects (co-
executors)

- Diversification of sales and supplies

- Diversification of investments

- Diversification of activities

- Risk distribution over time

Reducing the impact of risk - Limitation

- Self-insurance (creation of reserves and reservations)
- Mutual insurance

- Insurance

In general, risk management methods are not complementary and alternative. Each enterprise, based
on the current economic situation, should make the most rational choice. Limitation in financial resources
of the enterprise generates the desire to reduce any costs. When funding activities related to risk
management, the cost of risk should be taken into account.

The mentioned methods contribute to reducing the overall value of risk of the enterprise. Some of
these methods guarantee a reduction in risk at the present time, and some in the future. Individual methods
can be described as measures of direct impact, and others - indirect.

Thus, risk management is a set of interrelated processes of preparing, accepting and organizing the
implementation of management decisions that make up the risk management process. The ultimate goal of
risk management in the context of economic security is the identification of the most vulnerable aspects in
the operation of the enterprise and the leveling of threats in this area [8-11].

On the basis of all of the above, it can be concluded that today, in Kazakhstan there are certain
problems in the ficld of ensuring economic security. In order to comply with the mechanism for its
provision by relevant authorities, as well as interested enterprises and citizens of the state, it is necessary
to use and strengthen their interconnection aimed at full and strict compliance with the laws regulating
activities to ensure economic security in the protection of vital economic interests of a person, society and
a state from internal and external threats.
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KOCIMOPBIHHBIH SKOHOMUKAJIBIK KAVIICI3AIK JKYIUECIHIETT
TOYEKEJIJIEPI

Angatna. FrUbIME Makanajia KapacTHIPBUIATHIH MOCEICHIH MaKCcaThl - KOCIIOPHIHHBIH SKOHOMMKAIBIK KayillCi3ik
KytteciHaeri Tayekenaepal Gackapyaa KemeHiK MentiM Kabsuiaay GombT Tabhuia bl

3epTTey KYpPrizy KesiHje Kelecl dJicTep KOIMAHBULABL JUaIeKTHKATBIK 9JiC, Taljay SHE CHHTE3 3JIiCi, FHUILIMI
abCTPaKITHS, MHTYKITHS JKOHE JTETYKITHSL.

FoomeivMu 3epTrey GappIChHIAa Keleci HATIKeNep albH/BL KACIIOPHIHHBIH SKOHOMUKATBIK KAYIICI3ArT HETi3eNni,
KACITIOPBIHHBIH, AKOHOMUKAIBIK KayilICI3/iTiHe acep €TeTiH CHIPTKHl OPTAHBIH HeTi3ri Kayill-KaTep Ke3[epi aHBIKTaIbL,
ToYeKeIIUTIKTeP/l 6ackapy TEXHOMOTTSICHIHBIH 3IEMEHTTEPIHIH OPBIHIATY JOMeKTUIIr KOPCeTUIl, TayeKenaepal 6ackapy by
HAKTHI KaF [alilarbl KaruJanapbl MeH JlicTepi HeT13elIl.

ABTOPJBIH TYKBIPBIMIAPHI IMApYaIBUIHIK KYPrisyIi cyOBEKTIIED ToyeKed MeH TaiiaHbl aKbUFa KOHBIMIBI YITITACTHIPY
YIIIH ToyeKeALTIKTepAL SacKapy IbIH Mo el GOUBIHITIA ic-opeKeTTep IiH JOMEKTUIIrH aHbIKTay1a aijaTaHyra Goabl.

Tyiiin ce3aep: SKOHOMUKATIBIK Kayillci3/IiK, Kayi-KaTepiep, TayeKeaep, TEXHOIOTHS, TayeKemaepi 6ackapy amicTepi.
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