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THE APPLIANCE OF Natural Language Processing TOOLS
FOR IMPLEMENTATION OF STATISTICAL ANALYZER
FOR PAGES WITHIN SECURE web SEARCHING

Abstract. The complex of program based on Natural Language Processing (NLP) tools and statistical
algorithms for text analysis are described. Implemented web analyzer for pages can be casily embedded on server
side of Internet Server Provider (ISP) for processing query of users, so that in consequence to limit access on
inappropriate web-sites. The large number of remote custom parameters allows to increase, or decrease sensitivity of
searching process. Security of web space is provision of parental control tools, and web analyzer for secure
searching. In order to solve powerful statistical tools was implemented, substring searching algorithms, and NLP
toolkit for analysis of input texts.
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Introduction. Information security is not only complex of cryptographic problems solutions for
providing confidentiality, integrity of data for their protection from third non-authorized parties, but it also
security of Internet space including development of parental control tools, web analyzer for secure search
of pages in the network. For solution of that problems it is required implementation of powerful statistical
tools, substring searching algorithms, toolkit of Natural Language Processing (NLP) for analysis of input
texts. Before implementation of program’s complex there are studied the materials on theory of proba-
bility were studied, in particular probabilistic models, methodology of constructing probability of word
occurrences in the text, Fourier probability (Fourier distribution), Dirichlet distribution, Back-off smoo-
thing, Bernoulli distribution and also substring searching algorithms.

Formulation of problem. The purpose of project is programmatically implement high speed Natural
Language Processing toolkit for the analysis of input text (for example, from web-pages) on malicious
information contents upon using follows: Fourier Probability (Fourier Distribution), Dirichlet Distribution,
Back-off smoothing, Frequency (count of each n-gram occurrences into input text), POS Tagging (Knuth
Morris Pratt O(nm)/O(n+m) prefix-function algorithms), Levenshtein Distance for text correction,
PorterStemmer (for processing plural forms of words in single form, base of words (with/without prefixes)
with using prefix function of Knuth Morris Pratt O(nm)/O(n+m) algorithms). Program complex would
allow using as statistical methods and toolkit of Natural Language Processing to reach high quality text
analysis on presence of words set from restricted category, additionally following complex of programs
would let to achieve high quality implementation of web analyzers (web filters) and function of parental
control. Most of antivirus product solutions using in their analyzers information about site with the helps
of polls, complaints from users. Such approach does not guarantees filtering of all unwanted for viewing
web-pages and even more so could block legitimate resources. Developed program complex with Natural
Language Processing toolkit would allow to achieve precise analysis of text and to make work of web-
pages analyzer more qualify. Research work in following area is important for information security as
high-performance tool of web-pages processing and tools of parental control.

— 120 ——



ISSN 1991-3494 M 2. 2018

Constructing mathematical model for research object. Fourier probability (Fourier distribu-
tion). Fourier probability is used to calculate probability of occurrence n-gram (often two grams, one
gram) at predetermined text. Statistical appliance of Fourier probability could be used to measure
frequency of n-grams (higher the probability of n-gram than more words occurring or repeated in the text).
Fourier probability can be obtained for each n-grams in text or for the defined n-gram [1].

Fourier probability calculating by following formula:

P(wilw; — 1) = c(wigw)/Ewic(w; — 1w;) ,

let the P(w;|w; — 1) be probability of two-gram occurrence than P(w;) would be probability of appearing
cut one gram and P(w;_q) probability of appearing wrote in reverse order two gram.

Example: Matt Jarvis headed the Hammers in front as they threatened to extend Arsenal's winless
league run to five games. But Podolski leveled with a shot on the tum two minutes later for the impressive
FA Cup finalists. Olivier Giroud's classy finish and Podolski's driven second sealed the win as Arsenal
moved up to fourth. Impressive goal have been made on the ending of a second time. However the Cup
finalists where not, yet determined, but of course the main competitor for Cup semi-final is still be
determined in few weeks.

P(w;lw; — 1) = c(w;—yw;)/Ew;e(w; — 1w;)
P(Cup finalists) = p(Cup|.) p(finalists Cup) p(. |finalists) =
c(.Cup)/Ew.(w)c(Cup Finalists)/Ew.(Cup w) c(finalists .)/Ew.(finalists w),

where c(. Cup) - count of how many times word ‘Cup’ meets in the text. Ew.(.w) - total amount of
sentences. ¢(Cup Finalists) - count of how many times strict context ‘Cup finalists’ occurs in text.
‘Cup’, “finalists’, “finalists Cup’ are not considered. Ew,.(Cup w) - count of how many n-bigrams meets
(bigrams, trigrams and so on). In other words, count how many times structure ‘Cup’ + any word occurs.
c(finalists.) - Count how many times meets only the “finalists”. Ew,(finalists w) - count of amount n-
grams finalists + any word occurs. P(Cup finalists)=1/5%2/3*2/1=0.2*0.67*2=0.268.

It should be noted that in Fourier probability probability of n-gram could be higher than 1 (not as in
base probability theory where it must be not higher than 1 or where it must be not negative). High value of
Fourier probability for n-gram means that distribution (amount of occurrences in the text) for that
particular n gram is high [2].

Dirichlet distribution. In comparison with Fourier distributions which is precise for calculation of n-
gram occurrence (two grams or higher) [3]. Dirichlet distribution more applicable for one-grams and
requires less computational operations and not requires reverse P(w;|w; — 1) operations. For example,
c(. Cup) - count of how many times word ‘Cup’ meets in text, Ew,.(Cup w) - count of how many times n-
bigrams are meet (bigrams, trigrams and so on). By other words it is required to compute how many times
structure ‘Cup’ + any word meets. Ew, — full probability beginning with counting when first coincidence
meets, E P(k, B (Betta)) = By, where E is sum. As with the case of Fourier probability in that occasion
Dirichlet distribution differs from common probabilities where probability can be not higher than one.
Note that in Dirichlet distribution probability of n-gram can be higher than 1 (not as in common
probability theory where probability can be not higher than 1 or can be not negative). More higher
complete probability of Dirichlet distribution for n-gram means that distribution - occurrence in the text
for following particular n-gram is high [4.5].

Dirichlet distribution allows to store all events and correlate their outputs (probabilities) to k.

P(k,B(Betta)) = By,

where P is probability and for all k (amount of all events from 1........ k), B (probability of each event),
By, (probability of all events from By...................By (for all By).

Example: Manchester City’s players are the best paid in world sport according to a survey by
Sporting intelligence. The City first team receive an average annual wage of 5337M GBP a year-
equivalent of 102.634 GBP a week. That is slightly more than their counterparts at the New York Yankees
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and LA Dodgers baseball teams. slightly there is a possibility that Manchester plavers will be going to
next season.

c(Manc hester)

P(Manchester) = p(Manchester|.) = R 2/4,
where c(. Manchester) — amount of occurrences ‘Manchester’, Ew,.(.w) - full amount of sentences. In
Dirichlet distributions EP(k,B(Betta)) = Ey,(,8) = By, considering E — is sum, P(k,B(Betta)) -
probability of word B(Betta) in k sentence, E), 3y = By - probability of word B(Betta) in k sentence.
Back-off smoothing. Backoff smoothing is the process of adding artificial probability for defined n-
gram. If the frequency for particular n-gram is high in text except others n-grams, than its probability
significantly less than that word. Than in following cased it is required to apply Bernoulli distributions or

Backoff smoothing.
Ewc(wilw;—1)

For all PwwiD)

u P(k, B(Betta)) = By,

Dirichlet distributions a +=~0.90 (or at least 0.00001) or higher values must be added in order to
artificially increase probability, but this is conduction in case if probability of word aims to almost 0, for
example 0.00001.

Example: Mat Jarvis headed the arsenals cup hammers in front as they threatened finalists to extend
Arsenals winless cup finalists cup finalists finalists cup league run to five games. but Podlski.

As it was seen from other examples probability of word ‘cup’ and ‘cup finalists’ very high as the
frequency of ‘cup’, ‘cup finalists’ higher than others n-gram words have. It means occurs more often -
appears twice as others n-grams.

c(.Cup)
EWCL(E:]E’C)(?%”P- ) c(cup.)
Ew, (cup w)

P(Cup)P(Cup) = p(Cup|.) p(. |Cup) = = 0.140625

¢(. Finalists)
Ew.(w)c(Finalists.)
Ew.(w)
Ew,.(Finalists w)

c¢(Finalists .)
P(Finalists )P(Finalists ) = p(Finalists|.) p(. |Finalists) =

= 1.30645161290323

P(Cup Finalists ) = p(Cup|.) p(. |Finalists Cup)P(. Finalists) =
c(. Cup)
Ewc( WE);/(C(‘ZZ;;?)(I fisis. ) c¢(Finalists .)
C

} P(Cup Finalist
Ew_.(Finalists w) (Cup Finalists)

= (0.0634920634920635

Obviously see probability of P(Cup ), P(Finalists ), P(Cup Finalists) significantly higher than
P (run), by her own, P(run) is almost 0, P(run) =0.0714285714285714.

Therefore, Back-off smoothing must be added in order to make its probability on the level of
P(Cup), P(Finalists ), P(Cup Finalists).

Results of Back-off smoothing (results of implemented solution) are follows. As obviously see that
after  appliance of Back-off smoothing P(run) now appear on the level of
P(Cup), P(Finalists ), P(Cup Finalists).

P (run) result without appliance of Back-off smoothing:
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¢(.Run)
Ew.(w)c(Run.)

Ew.(w)
Ew.(Run w)

c(Run.)

= (0.0714285714285714

P(Run) = p(Run|.) p(. |Run) =

P (run) result with appliance of Back-off smoothing:

¢(.Run)
Ew.(w)c(Run.)

Ew.(w)
Ew.(Runw)

¢(Run.)
= 0.145161290322581

P(Run) = p(Run|.) p(. |[Run) =

Receiving of theoretical and appliance results with usage of computer technologies.

Frequency (KMP Search) =lolx|
matt jarvis headed the hammers in front as they threatened to extend arsenal's winless
league run to five games.

but podolski levelled with a shot on the turn two minutes later for the impressive fa
cup finalists. olivier giroud's classy finish and podolski's driven second sealed the
win as arsenal moved up to fourth. impressive goal have been made on the ending of |

KIMP search O(m+n) prefix  Release info(About)  Completed By Zhatkanbayev Almas
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cdistributiond() | ™ dsplfloat rst [ dspl double rstt label5 labelf lsbel7 lebeld
Note that k(occurrence factor(indicates how much time n-gram occurres(meets) in text1,
and Bk(is n-gram - 1 For all n-gram -1 in text1[i] up to length of text1 (text1.Length)
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results in Chart representation)
For each n-gram-1 calculcate occurrense of

Ewc(.w)=E(Ewe(.w-1)/c(. n-gram-1)) where E is sum of all text1[i-1]
including condition of amount of each n-gram -1 (words) up to amount of text1

Frequency(Detail Report) - with current p(k,B(Betta)), occurrence time, found at position. Testing on ‘win’ one gram
<Frequency: ‘'winless': 1,Found at:79>Frequency: ‘win": 2,Found at:286> If to seek in my detail Report it will show po- l ‘
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\ \
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|
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Figure 1 — Statistical program complex for calculation Dirichlet Distribution, Back-off smoothing, frequencies,
KMP substring search algorithm

Measurement of time between implementations of KIMP O(N+M), KMP O(NM) during prefix-function calculation,
KMP substring search algorithm on length of text equals to 192 symbols

Ne KMP version Time processing
1 KMP O(nm) 0IM:57C:30MC (~117 ¢)
2 KMP O(n+m) 0.01MC

Conclusion. Considering that all complex of programs based on native implementation and speed of
text processing is sufficiently high, thus following web-analyzer of pages can be easily applied on the
server side of Internet service provider for processing requests of users so that to do limit access on
inappropriate sites finally. Also, high amount of adjustable parameters would allow to increase, or
decrease search threshold sensitivity level. Example of frequencies output of all words in the sentences
from all or part of text collected about drugs article is a Wikipedia online encyclopedia. Considering
educational context of article, it is seen that frequencies of word drugs not a high.
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Example: Pharmaceutical drugs are often classified into drug classes — groups of related drugs that
have similar chemical structures, the same mechanism of action (binding to the same biological target), a
related mode of action, and that are used to treat the same disecase. The Anatomical Therapeutic Chemical
Classification System (ATC), the most widely used drug classification system, assigns drugs a unique
ATC code, which is an alphanumeric code that assigns it to specific drug classes within the ATC system.
Another major classification system is the Bio-pharmaceutical Classification System. This classifies drugs
according to their solubility and permeability or absorption properties.

asl Form1 = =

EMP search O(m+n) prefix Release info(About) Completed By Zhatkanbayev Almas

omit omit harmaceutical drugs are often classified into drug classes—groups &
of related drugs that hawe similar chemical structures, the same mechanism
of action {binding to the same biclogical target), a related mode of action,

and that are used to treat the same disease.[E][verfication needed][7] The

Brotamiral Tharana din Chamins | Maccifimstinn Custam (AT Hha mack he
Idn_lg
Drichlet Distribution Eackoff(smoothing) {obligatory) [ | Frequency FreqReport
onegramtwogram: . aetBackoffUPD(
distribution() Drichlet dstri(
FEEL AL [] Fourier Probability -~
cdistribution2( [] Bemouli Distribution w
cdistribution 30 bachkoff smoothina
cdistribution4fy | [_| dsplfloat rsk [ ] dspl double rst 711 711 99 99
P =) p( ) p{D=c{ WEwc{wic{ WEwc{ wic{ W/ Ewc{ w)
sear
labels Frequency |tabPage?
2 1
- o 10
<Frequency: 'omit": 2.Found at:5><Frequency: hamaceutical”: 1.Found at:10=<Frequency: 'drugs™: ~
4.Found at:640=<Frequency: "are”: 2,Found at:237><Frequency: ‘often™ 1.Found at:34=<Frequency: ., < >
"l mmFim A" 1 Cmisemd = - AN o Crm i smemma e Semdn™s 1 D smid =4 R 1w o Cemmi smimma e e 1m ™ 7 D e =4 DA

Figure 2 — Form 1 of statistical program complex for calculation Dirichlet Distribution, Back-off smoothing, frequencies,
KMP substring search algorithm

o Form?2 = =

25 B Series1

0 urchase lower priced prescription drugs from

Figure 3 — Form 2 of statistical program complex for calculation Dirichlet Distribution, Back-off smoothing, frequencies,
KMP substring search algorithm
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A. A. Karkanoaes
Kazaxckuit HannOHAILHBIN yHUBEPCHTET M. anb-Dapadbu, Amvarsl, Kazaxcran

NPUMEHEHHUE CPEACTB Natural Language Processing 1JIJ1 PEAJIM3AIIUA
CTATHCTHUYECKOI'O AHAJIM3ATOPA CTPAHUI JVIAA BE3OITACHOT O Beo-IIOUCKA

Annotanusa, B craTrhe OMHCHIBACTCA KOMIUICKC MPOTPAMM, OCHOBAHHBIM HA HHCTpYMCHTApuax OOpaboTku
Ecrecteennoro SI3sika (Natural Language Processing, NLP) u cTaTHCTHYECKHX aIrOpPHTMOB I aHAIN3A TEKCTA.
PeanmzoBaHHbI BeO-aHAMM3aTOP CTPAHHUII MOKHO JIETKO NEPCHECTH HA CEPBEPHYIO YaCTh MHTEPHET IPOBAWACPOB
11 06paboTKH 3aTPOCOB MOJB30BATENCH, YTOOBI BIIOCICACTBHH OTPAHMYMBATE JOCTYI HA HETPHEMIICMbIC CAMTHI.
BoxnpImoe KOIMIECTBO HACTPAWBACMBIX MAPAMETPOB MO3BOJHT YBEIMUMBATH, CHIDKATH UyBCTBHTEIHBHOCTH IOHMCKA.
Be30macHOCTh HHTEPHET MPOCTPAHCTBA — 3TO 0OECTICUCHHUE CPEICTB POJUTEIBCKOTO KOHTPOILL, BEO-aHATH3ATOPA I
6e30macHOTO TOWCKA. JJI1 PEIneHMs Peann30BaHbl MOIIHBIC CTATHCTHYCCKHE CPEICTBA, AJTOPHTMBI IOWCKA IO -
CTPOK, HHCTpyMeHTapuu NLP 14 ananusa BXOAHBIX TEKCTOB.

Kmouernie ciioBa: odpadorka Ecrectsennoro S3eka (Natural Language Processing, NLP), pacnpenciacHue
Oypoe, pacnpeacncane dupuxne, Back-off criaxusanune, Back-off smoothing, Knuth Morris Pratt O(nm)/O(n+m)
algorithms (KMP), mouck.

A. A. Karranbaen
On-Dapadu areigarsl Kaszak yrrTeIk yHEBEpCHTETIO AmMmatsl, Kazakcran

KAYHICI3 BEb BAEY YIITH CTATHCTHKAJIBIK BETTI TAJLAAY KYPAJIBIH \ICKE ACBIPY
YIHIIH Natural Language Processing KYPAJIJIAPBIH TIAUJTAJTAHY

Annoramusa. Maxkanaga Natural Language Processing (NLP) kypanmapeiHa HETi3ACATCH OaFmapiaMaapIblH
SKUBIHTBIFBI JKOHE MOTIHZI Tangay YIIIH CTATHCTHKAJIBIK anropurmzacp cumarramraH. OpblHIamFaH BeO-Tapak aHa-
JIM3aTOPBI, KeHIHHEH KOJIAMChI3 CAlTTapFa KIipyal MEKTEY YIIH MAHJaNaHy bl CypayIapblH 6HACY YINiH HHTCPHET-
TpoBaHAEPICPAIH, CepBepIIiK OemiriHe oHal aybica ananel. KemrereH OanranarbiH mapaMeTpiep KeOeHTine i, i3aey -
IiH ce3IMTaNAbIFBIH ToMeHACTEal. Famamrop Kayincizairi — ata-aHa OakeLIaysl, Kayimcis i3acy yIoiH BeO-aHATH-
3atop. IllemiM yOriH KYITi CTATHCTHKANBIK Kypajazap, cyOcTparrap YIIH i3/ey anrOpuTMIEpi, Kipic MOTIHIACPIH
tanaay ymia NLP Kypangaps! icke achIpbLIazpL.

Tyiiin ce3aep: Natural Language Processing (NLP), ®ypse Tapaneivel, JupuxiicHiy yiaectipinyi, Back-off
skanreipary, Knuth Morris Pratt O(nm)/O(n+m) agropurMaep (KMP), i3aey.
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