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ALGORITHMIC AND SOFTWARE SUPPORT
FOR THE FORMATION OF PARAMETER STANDARDS
FOR THE CYBER ATTACKS DETECTION SYSTEMS

Abstract. The vast majority of intrusion detection systems are becoming an integral part of the protection of
any network security, they are used to monitor suspicious activity in the system and to detect the attacking actions of
unauthorized side. Activation of cyber attacks initiates the creation of special technical solutions that can remain
effective when new or modified types of cyber threats appear with unidentified or indistinctly defined properties.
Most of these systems are aimed at identifying suspicious activity or interfering to the network in order to take
adequate measures to prevent cyber attacks. Actual intrusion detection systems are those that are focused on
identifying anomalous states but they have several disadvantages. More effective are expert approaches based on the
use of knowledge and experience of specialists of the relevant subject arca. Creation of technical solutions and
special tools (for example, software for attack detection systems, which allow to detect previously unknown cyber
attacks by monitoring the current state of indistinct parameters in a weakly formalized environment), based on expert
approaches, is a promising arca of research. Based on the well-known cyber attack detection system, which is based
on an anomaly detection methodology (generated by cyber attacks) and a variety of relevant methods and models of
the proposed software, which, due to the basic algorithm and a set of developed procedures (coordinate grid confi-
guration; initialization of values based on a set of databases data and modules; graphical formation of parameters;
search for common points according to the basic rules and graphical interpretation of the result) allow to automate
the parameter standards formation process for modern intrusion detection systems and to reflect the results of the
detection of anomalous state in a predetermined time interval.

Keywords: attacks; cyber attacks; anomalies; intrusion detection systems; attack detection systems; cyber
attack detection systems; detection of anomalies in information systems.

1. Algorithmic and software support for cyber attack detection systems. According to the
proposed structural solution of CPS which is based on CSFM, which is based on CMAS and the methods
of ESFM and DEFM we construct and conduct an experimental research of algorithmic and software
support for the formation of parameters standards for anomalies detection systems. [1, 2]), Such software
operates on the basis of the basic algorithm System level Click algorithm (figure 1.1), combining a set of
the following predefined processes (procedures):

* Coordinate axes (construction of a coordinate grid);

* Convert_List (initialization of values based on CDB and EDB and IVFM. According to the
structure of CPS, there are determined coordinates of standart and current LF in mi-measured parametric
subtool figure 1.1) [3, 4];
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* Graph_Build (graphical formation of parameters, for example, = = and = = and their reflections on
the Canvas object according to step 3 [1];

* Crossing (IntersectionPoint and GetPoint procedures implementation and the reflection of the
current state of the system in accordance with the basic rules in the detection environment)

* Rect Area (two-dimensional support areas are created in accordance with the specified rules that
come from the PDB which are formed on the basis of parametric sub-tools and are used to identify cyber
attacks of various dimensions) [20, 21]);

* Line_point_Area reflects the common points of the design lines of the standard and current LF, for
example, for parameters = = and = in a 2-dimensional parametric sub-environment.

Let consider the principle of operation of the main algorithm System_level Click (figure 1.3), which
integrates the specified procedures in order to create a complete list of graphical components necessary for
the effective detection of an anomalous state in information systems [20].

.ﬁ—
{ BEGIN ) list grl=list grl
#»  .OrderBy(u == TN
| + u.Name).ToList(); G, Hiikd
» (_list grl,
h = grHeight *0.5; 7 . e 20
1= gl"\\"ldul *0.5; list grz =list _‘:',1'2 17
.OrderBy(u ==
u.Name).ToList(); 13 y __ Rect Area
2—X Graph_Build
i=item; 8 4 (—,I ML,
list_grl false, gr);
Coordinate ax 18 v
es
14 v Line_point_
3 y Area
e Name= i v Crossingl =new
Namegraph(item.N count cordl = Crossing()
ame); li sT_ng.(;‘ounﬁ,]: v
count_cord2 = 19
li st_gr2.Count(); i ! gridXaml =
L3 p XamIWriter.Save
41—y l list_pointl = i
— 10 Crossing.IntersectionP| (&n;
i=item; list_grl= oint(_list grl,
list gr2 Convert List(list interval p[0], true)
_grl, 1 h, true); h 4
END
16 y
5 5 2 — 7] —=X list poin2 =
i Kanee " list _glr? =|' L’rossfill;:', I]I}‘I:mcilimp
T : q onv L1st( hst omnt{_ st grt,
Namegraph(item.N L'L”.T*_U.‘l;(h — el ol ﬁ%lhlsc’)
ame); B false);

Figure 1.1 — Basic algorithm System_level Click

At the beginning of the computational process (figure 1.3, vertex 1) there are initialized the necessary
console characteristics.

Further (figure 1.3, vertex 2-3 and 4-5), respectively, we obtain in the cycles the initial data from the
EDB [31], for example, for the NSC and NPSA parameters. Next (figure 1.2, vertex 6-7) there are formed
sets of order of parameter matching. Next (figure 1.3, vertex 8) there is implemented a predefined process
(class Coordinate axes), according to which the procedure Main_coordinate axes is executed (figure 1.4),
performing sequential processing of three graduation programs [10, 14]:

* Grid_coordinates (responsible for the creation of a scalable coordinate grid);

* Graduation_axes (responsible for marking axes and graduation intervals in the scalable area);

— ] /=
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* Drawing_axes (responsible for the creation of axes to display the required parameters, for example,
= = and = = in 2-dimensional parametric environment (Further, according to the structure of CPS there is
determined the amount of data (count cordl and count cord2) in EDB for each of the parameters, for

example, ==and =
( START  }-——1 Mhin coordinate axes ()

A 4

Grid o | Drawing
coordinates axes

A 4 v
ko ( STOP )

axes

Figure 1.2 — Algorithm Main_coordinate_axes
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Figure 1.3 — Algorithm of Convert_List implementation
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At the next stage (vertices 10 and 11) there is called the procedure Convert List which allows to
receive data from the tables with specified parameters according to, for example, NSC and NPSA, which
are converted into the necessary form in order to create graphical images of the specified parameters, for
example, == and = = in a 2-dimensional parametric environment.

The process of converting data consists of two stages. The first, according to the step 4, determines
the interval to which the vertex of the graphical image of the current LF belongs in mi-dimensional
parametric environment .

This is necessary for the search for common points of graphical images of the standard and current
LF, since these points must lie within the same limits with the vertex of any of the parameters.

The second one converts standard and current LF, which are in the EDB and IVFM, into values
corresponding to the Canvas coordinate system. This procedure returns a list of convertible LF values and
boundaries, which can contain common points of the graphical image of the current state, for example, for
the parameters.

The obtained data are necessary for the construction of projections and common points of graphical
images according to the specified parameters of NSC and NPSA.

Further (figure 1.4, vertices 12-13) there is called the Graph_Build procedure (figure 1.5, 1.6), on the
basis of the EDB and IVFM, it allows to create graphical images of the standard and current LF.
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Figure 1.4 — Algorithm of Graph_Build implementation

After the process of data converting from EDB, they are transferred to the Graph Build program,
which, recieves the list of converted data as an index to get the color and to change the Canvas graphical
object for the basic values creation. Using the Main_figures there is created the object of the shapes class
in the Graph_Build and then using the figures Draw_polyline is called and the data from the list is written
to the array. Variations of colors and types of lines are also determined. Performing in the cycle of the
specified sequence of actions is associated with the construction of graphical images and their legends (for
example, "P", "OM", "M", "S", "B" and "V" for the parameters = = and = = (see figure 1.6) in a two-
dimensional parametric environment.
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Figure 1.5 — The result of the procedure Graph_Build Figure 1.6 — The result of the procedure Graph_Build

for the NSC parameter for the NPSA parameter
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Figure 1.7 — Algorithm of IntersectionPoint procedure implementation

At the next stage (figure 1.1, vertex 14) there is created an object of the Crossing class and the
Intersection Point procedure is called and is formed a list of coordinates of common points necessary to
reflect the current state of the system.
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Figure 1.8 —Algorithm of get point procedure implementation

Obtained list and identifiers of standard LF with the help of Convert List (figure 1.1, vertices 10-11)
there are determined the parameters of identification of standard areas with the help of Draw_main_rect.
[8, 9].

It should be noted that the Crossing class consists of two procedures:

* IntersectionPoint (figure 1.9);

* GetPoint (figure 1.10).

The first Infersection Point procedure allows to obtain common points of graphical images
(separately for each of the parameters), as well as with adjacent standard LF (see step 5 and 6). At the next
stage (figure 1.3, vertex 14) there is created an object of the Crossing class and the Infersection Point
procedure is called and is formed a list of coordinates of common points necessary to reflect the current
state of the system. Obtained the list and identifiers of standard LF with the help of Convert List (figu-
re 1.1, vertices 10-11) there are determined the parameters of identification of support areas with the help
of Draw_main_rect. It should be noted that the Crossing class consists of two procedures:

» IntersectionPoint (figure 1.7);

* GetPoint (figure 1.8).

The first Infersection Point procedure allows to obtain common points of graphical images
(separately for each of the parameters), as well as with adjacent standard LF.

The second GetPoint procedure is responsible for obtaining the coordinates of the above-mentioned
points, that is, for example, a pair of values that characterize the component of the first graphical image
and a pair of values of the second one. Further, all possible values for the selected component of the first
graphical image are calculated relative to all possible components of the second one. The calculation is
performed using Intersection_point, which defines the common points of the component for the given
coordinates and returns to Get Point.
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Next (figure 1.1, vertices 15-16) there is implemented the intersection point class (in accordance
with the functions of MARN and MDIT - see the CPS structure consisting of two Intersection_point
procedures (figure 1.9) and Intersection point xy (figure 1.11).
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Figure 1.9 — Algorithm of Intersection_point procedure implementation
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Figure 1.10 — Algorithm of Intersection_point_xy procedure implementation
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In turn, the first one is a constructor that receives data from GetPoint (figure 1.9) and determines the
coefficients that are transmitted to the second -Intersection point Xy, where common points are
calculated and returned to GetPoint [4, 6].

At the next stage (figure 1.1, vertex 17) there is called the Rect Area procedure (in accordance with
the functions of PDB and MRA, see the CPS structure (figure 1.12), which is responsible for constructing
basic two-dimensional arcas and current state arcas, and sequentially activates Draw main_rect (figu-
re 1.13) and Draw Rect. The procedure Draw main rect is responsible for the construction of two-
dimensional standard areas, taking into account the rules on the basis of which the level of the anomalous
state of the system will be determined.

Depending on the obtained data on visualization, for example, parameters = = = and on the basis of
common points of graphical images of standard LF and projections of linear components constructed
using the class Draw_main_ object, we obtain the necessary standard areas. They are generated according
to the above defined rules, therefore, the graphical image generates colored arcas that reflect the level of
the anomalous state of the system in the detection environment.
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Figure 1.11 — Algorithm of Rect_Area procedure implementation

Next (figure 1.1, vertex 18) there is called the Line point Area subprogram (in accordance with the
MB - see the structure of SPK 1 (figure 1.14) and on the Canvas graphical object using the
Draw_main_object class, calling its procedures: Draw _main_point (figure 1.15); Draw_main_line (figu-
re 1.16) - there are created projections of linear components and common points, both on the initial
graphical images and on the final image of the current state.
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Figur 1.12 — Algorithm of draw_main_rect procedure implementation
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Figure 1.13 — Algorithm of line_point_area procedure implementation

14

point_gr2, color, k0, k1, k2, j)



ISSN 1991-3494 6. 2019

Draw_main_point
( START F——1 (point_grl,

point_gr2, color)

i=0;
point_grl.
Length - 1

Draw_point(poin
tgr2[j+1]) -
2.5, point_grl[i])
- 2.5, color);

T

Figure 1.14 — Algorithm of Draw_main_point procedure implementation
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Figure 1.15 — Algorithm of Draw_main_point procedure implementation

Also, during the construction of graphical elements in the Sys-tem_level Click algorithm (figure 1.3)
there are are used additional components, for example, the Main figures class includes procedures:
Draw_polyline (figure 1.19); Draw point; Draw Rect (figure 1.20), which respectively form linear
components with various input characteristics of points on the graphical object Canvasi. After all the data
has been received, System_level Click creates the current state area (according to the MB functionality —

see the SEC structure), which allows to visually assess the anomalous position in the system to make the
necessary decision.
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Figure 1.16 — An example of support areas creation in accordance with Draw_main_rect
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Figure 1.17 — Algorithm of Draw_polyline procedure implementation

__ | Draw point(x, y, — - Draw_Rect(x, y, a,
START {wlm) SIART {b, color, pacity)

myEllipse = new Canvas.SetTop VAD TG = T Canvas.SetLeft
Ellipse(); ) (myEllipse, x); Rectangle(); ) (rect, x);
mySuhd_CalarBrush = Canvas.SetLeft rect.Stroke = new Canvas.SetTop
new SolidC olorBrush(); (myEllipse, y); SolidColoBrush(color) (rect, y);
. h 4 l A
mySolidColorBrush. rect.Fill = new :
Color=calor, main_canvas. SolidColorBrush main_canvas.
e Children. (colon;rect.Fill Children.
mysolicCsorbrishy Add(myEllipse); Opacity = opacity; Add(rect);
myE‘l;ipse = t.Width ¥
3 rect. Wi
widh=5; | | ( STOP ) ~Math. Abs(a) ( STOP )
myEllipse. rect.Hei ght=Math.
Height=5; Abs(b)

Figure 1.18 — Algorithm of draw_point and Draw_Rect procedures implementation
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El tporpasnmsit sonyan dopamp 3TATIOHOB OAPAMETPOB 115 CHCTeM OOHAPYKEHNA AHOMATHIT . m] X
L ]
BxoTHBIe TAHHBIE T CHCTEMBI
S f Tun atakn | DDoS [l
oM 3
5 03 JIaHHEIE M0 IAPAMeTPaM
c 05 IlepeRIit napaMeTp KOM v
B 07 Hewetxoe 9ncno 3Eadedne HE9eTKOIO SHCTA P/X
— OB
06 P 0/0.55:0,3/0.6:1/0.66:0.2/0,98,0/0.98;
05 M 0/0,008:0,6/0,008;1/0,063;0.2/0,25;0/0,5;
i C 0/0.008:0,4/0,063;1/0.25:0,3/0.5:0/1;
04 H
' b 0/0.063:0,6/0.25:1/0.5:0,7/1:0/1;
03 H OM 0,008/0;1/0,008;0,3/0,063;0/0.25;
02, H OB 0/0.25:0,6/0.5:1/1:0/1;
01 Bropoit napanmeTp | KMOA -
; HedeTkee 91en0  3HAYEHNE He9eTKOTO THema P/X
of 02 03 04 05 07108 091 P 0/0.082:0.5/0.282:1/0.87:0.7/1:0/1;
1 09 08 07 06 05 04 03 02 01 : M 0/0,01:1/0,001:0,2/0.1:0/1;
< \——-——___ a C 0/0,01;0,5/0,001;1/0.01:0.7/1:0/1;
S— B Meame H b 0/0,01:0.5/0.1:1/0.8:0/1;
— = (o]} 0/0,25;0,6/0,5;1/1:0/1;
c .
B 03 EHB
— 06 04 N N N
=
HeSanure FexaxraposaTe Vaazare
Ilasens MOHNTOPHHIA TEKYIIEIo COCTOAHNA CHCTeMBI

‘VpoBeHE AHOMAIBHOIO COCTOAHEA CHCTEMEL
n

‘ Vpoeens cucremsr ‘ ‘ Heuatn ‘

Figure 1.19 — An example of work on the formation of parameter standards (determination of the first current state of the system)

In fact, the procedure generates the current block, for example, in the form of a red rectangular area,
which interprets the anomaly in a 2-dimensional parametric NSC-NPSA environment generated by the
corresponding attacking SP-environment at the moment of time. An example of work on the formation of
parameter standards with various experimental data is shown on figures 1.20 and 1.21.

M nporp il Moayak gopamp ITANOHOB NAPAMETPOB 115 CHCTEM ofHAPYREHNA ARoMaTi - =] X
=
BxoTHbie TAHHLIE 1718 CHCTeMEL
i—p 1 Tun arakn  DDoS
oM
M JaHHLIe N0 DAPANMETPAN
c Mepurit napaserp Kon
B HeweTkee ancno  3HAYSHHE HEWETKOTO THCAA W%
£ P 0/0,55:0.3/0,6:1/0.66:0,2/0,98:0/0.98;
M 0/0,008;0.6/0,008;1/0,063:0,2/0.25:0/0.5;
C 0/0,008:0.4/0,063:1/0.25:0.3/0.5:0/1:
B 0/0,063:0.6/0,25:1/0.5:0.7/1:0/1:
oM 0,008/0;1/0,008:0.3/0.063:0/0.25;
0B 0/0.25:0.6/0.5:1/1:0/1;
Bropoft napaserp | KNOA
T H o T Hewetsoe gicao  IHaueile H9eTROMO Siona Jx
of 02 o3 04 03 of o7 jas 0g i1 P 0/0,082:0.5/0.282:1/0.87:0.7/1:0/1:
05 08 07 06 05 04 03 02 01 i M 0/0.01:1,/0.001:0.2/0,1:0/1;
L + : ‘ - i £ 0/0,01:0.5/0,001:1/0,01:0,7/1:0/1:
— [ 0/0.01:0.5/0,1:1/0,8:0/1;
— 06 0/0.25:0.6/0.5:1/1:0/1;
c
B
T— O I =N -
B E
L s i T J
Tlaneas MOHUTOPIATA TEKYILET0 COCTORRNA CHCTEMEL

\'pom AHOMANRHOM COCTOAHIA CHOTEME
n

Vponesn cncTeML MenaTn ‘

Figure 1.20 — Example of work on the formation of parameter standards (determination of the second current state of the system)
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At the final stage (figure 1.2, vertex 19) there are used the printpreviewwindow and Print classes
which are responsible for the creation of the report file and its preview. That is, the user, if necessary, at
the time can initialize the print mode, which will create a preview file in the buffer memory (figure 1.22),
which can be printed (figure 1.23) or saved in pdf format (figure 1.24).

Experimental research and practical use of the proposed basis of the developed algorithmic
support. Printing is initiated as a "system level", as a result of which the canvas graphical object is
converted into the XAML file, the rest of the text, the report title and the rule (according to the
functionality, see¢ the structure of the SPC) generated using the standard FixedDocument class, which
allows convenient to place the text in the report.

The report file is transferred to the buffer memory, after which it can be viewed, changed print
settings, and the like.

B PrintPreview\Window - [m] >

< S S BEHEAB

0{ 02i 08 04 05[06 07 {08 03 1

1 0% 08 07 06 05 04 03 02 01

P ———————3 -1 L el e il e 1 o H
. i

< == 0z

B s 03 BHB

04
LES

06

57

08

Texynmii ypoBeHb yrpos3el: BBH

1.21 The preview mode of the report

= Meuate X

Ofiwme

BriSepuTe npuHTER

[ Foxit Reader PDF Printer M Otnpasute 8 OneMote 1¢
& Microsoft Print to PDF
M Microsoft XPS Document Writer

L4 3
CocTonHuMe: [oToB Hactpoika
MNanka:

KommerTapwi: Haitm1 npuHTep...

uanasoH cTpaHnL

% Ber: r~ Tery Yncno Korvi: m
e [ Pa:
e

11 22l 33|

Meuate | OmaeHa

Figure 1.22 — Document Print Selection Window
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The report also displays the equal anomalous state of the system (including at the moment of time).
Also, in the developed software there is used the Child Window module, which is responsible for the

creation and editing of T, i P ;-f It is represented by a separate program window with a basic interface for

performing the tasks created above. The data in the EDF can be modified and revised using the
functionality of this module.

™ Report.pdf - Adobe Acrobat Reader DC - O x
®aiin  Mpasxa TMepernsy Bixwo  Josigks
Aomaiunna cTopivka  IHCTPYMeHTH Report.pdf = @ Yoidtn

B &8 3B Q @ @ 1 |79 [} @ O

Texynmii ypoBeHs yrpoisl: 5BH

Figure 1.23 — Example of printing a report in pdf format

A similar procedure is implemented when the following buttons are activated:

* add;

o edit;

* delete.

Add a record (figure 1.24).

With the help of the "Add Graph" window functionality, you can add data such as:

» the name of the graphical image of the standard and current LF (selected using the ComboBox and
the list of names)

» the amount and initialization of coordinate values (using “+” adds/extracts a new pair of coordinates

is implemented).

|87 Hoasnrs rpagus — O X
Hazpammne 3TanoHa rpaguka Hazpamne napametpa
| Ob v Tspknoa | Kommriecteo koopmumaT
Ha3BaHze 5TaToHa rpagmka | |SPKOM
Tspknoa
b [ Jpse |
4 Jl& J0 ]

Coepeus Wzmennts

Figure 1.24 — Add Reference Values Record Window
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The editing process is similar to the adding process, since the basis of the work of these procedures is
similar. Therefore, after using the “Edit” button in the main window, a corresponding window appears
where, using the “Edit Graph Data” functionality, you can modify it.

When you select the required line record to extract there is used the "delete" button, and the result is
the extraction of data and its automatic update.

¥ PenarTsposarme DaHERD rpadima = O it

| — |
Hazpamne >TanoHa rpaduia Hazeaumne mapamerpa

. 2]
M ¥ Tspknoa ¥ |  KomHgecTBo KOODIHHAT el

Hazeanne stanoHa rpaguka

0 0,6 1 0,2 0

0,008 0,008 0,063 0,25 0,5

CGepeun HaMenuts

Iepeniit napaMeTp| KON v

Hegetree gene 3HAaUeHHNe HEYSTKOTO HHCIA U/fX

P 0/0.55:0.3/0.6:1/0.66;0,2/0,98;0/0.98;
M 0/0,008;0,6/0,008;1/0,063;0,2/0.25;0/0,5;
C 0/0,008;0,4/0,063;1/0,25;0,3/0.5:0/1;
b 0/0,063;0,6/0,25;1/0,5:0,7/1;0/1;
oM 0,008/0;1/0,008;0,3/0,063;0/0,25;
OB 0/0.25;0.6/0.5;1/1;0/1;
Bropoit napameTp | KNOA ¥

Hegerxoe uneno 3HAYSHIE HEYETKOTD THCTIA |.|,”X

P 0/0,082;0,5/0,282;1/0,87:0,7/1;0/1;
M 0/0,01;1/0,001;0,2/0,1:0/1;
C 0/0,01:0,5/0,001;1/0,01;0,7/1:0/1;
b 0/0,01;0.5/0,1:1/0.8:0/1;
0B 0/0,25:0,6/0,5:1/1:0/1;
[ D [,

EJEES

MsGammre FezacrmponaT Vanarm

Figure 1.25 — Marking the line of the necessary record and its removal

Conclusions and statement of research objectives. Experimental research and practical use of the
proposed software confirmed the formed theoretical positions, which became the basis of the developed
algorithmic software. Therefore, the proposed software due to the basic algorithm and a set of developed
procedures (construction of a coordinate grid; initialization of values based on a set of databases and
modules; graphical formation of parameters; searching for common points according to basic rules and
graphical interpretation of the result) [33, 34|, automates the process of generating parameter standards for
modern attack detection systems and reflects the results of the detection of an anomalous state in a given
period of time. Also, the corresponding software can be used autonomously or, as an extender of the
functionality of modern IDS.
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H. Kymanraimesal, A, lockanosa?, A. Kopuenko®

K. Y. CotOaeB aThIHIAFBI KA3AK YITTHIK TCXHUKAJIBIK 3CPTTEY YHHBEPCHTET, AKIAPTTHIK KOHE
TEJIECKOMMY HUKALMSUIBIK TEXHOIOTHSUIAP HHCTUTYTHI, AnMarel, Ka3axcraw,
AT-urKUHAPHHT AJIMATHHCKOTO YHUBEPCUTCTA SHEPTETHKH M CB3H, AMatel, Kazaxcraw,
3¥YITTHIK aBHAIMATIBIK YHHBEPCHTET, Kadeapa AKIapaTThIK TEXHONOTHAIAP Kayincismiri, Ykpauna, Kues

KHABEPIIABYBLIJIAPABI TABY JKYHEJEPI YIIIH
MNAPAMETPJEP DOTAJTOHJAPBIH KAJBIIITACTBIPYABIH
AJITOPUTMAIK )KOHE BAFJIAPJIAMAJIBIK KAMTAMACBI3 ETY

Annoramus. JXympicta maOysuIasl aHBIKTAY SKYHETICPl VINIH QNABIHFRL 3CPTTCYJICPIC IMONIY JKOHC Tajagay
JKYPrizinal skoHe KumOep mradysuigapael Taby sKyHesepi VINIH mapaMeTpicp 3TaJOHAAPBIH KaJbIITACTBHIPY IbIH
ANTOPUTMIIK KOHE OaFmapiIamManblk KAMTaMAachl3 €Ty YIIIH >KyHene KYAIKTI OCICEeHIITKTI MOHUTOPHHTLIEY KOHE
TapamThiH MAaOybUTIAY SPEKETTEPiH AHBIKTAY YINiH MaiganaHeuiaasl. KuOepmaOysuraapasl aHBIKTaIMAaraH HEMECE
aHBIK eMec KacueTTepi Oap Kubep KayincizaepaiH *aHa HeMece MOAN(HKALMIAHFAH TYPJepl makna 60xFaH ke3ne
THIMAL OOJIBIN KAJ1a AJTATHIH ApHAHBI TCXHUKATBIK IICIIIMACPII KacayFa OacTaMambLIBIK eTeal. MyHaai sxydenepaiy
KONIIiIri KuOep madybUInapAbH aaasH any OOMBIHINA THICTI mapanap KaObuimay YIOIH KYZIKTI OCICEHILUTIKTI
HEMECE JKEIIre apajacydbl aHbIKTayFa OarpiTTanFas. [11aOysuiapl aHBIKTAYIBIH 63CKTI XKyHeaepi 00k TadbLIa b,
0JIAp aHOMAJBI JKaFJaHNIapabl COMKECTCHAIPYTE OarsITTaNFaH, Oipak onap Oipkarap KeMImimikrepre me. bym Typ-
FBIAA THICTI TIOH CANACBIHAAFBI MAMAHAAPABIH OLTIMI MCH TOKIpHOCCIH MaHmaiaHyFa HCTI3ACITCH CApaNTaMAIIBIK
TOCIIACP HCFYPJBIM THIMAI Oobim TaOBIIAAeL. CapanTaManblK TOCLIACPTS HETI3ACITCH TCXHHKANBIK IMCIIiMICPIl
KYpY ’Ko9HE apHAifbl Kypanaapasl Kypy (MBICAIIbI, HAINAP KAMBINTACKAH OPTAAAFhI AHBIK AHBIKTAIFAH MAPAMETPIICPAIH
arpIMZaFbl KYHIH OaKpLIay apKbLIbI OYpBIH Oenrici3 KHOepImadybIiapasl aHBIKTAYFa MYMKIHIIK O€peTiH madybii-
AP AHBIKTAY JKYHENCpl YIMiH OaraapiaMaiblK KAMTAMACKI3 CTY) 3CPTTCYICPAIH MCPCIICKTHBAIBIK OAFBITHI OOJIBIIT
TaOp1magel. KnbeprmaOysummapasl aHBIKTayIbIH OCNriy Ky#eci HEri3iHAe, Ol ayBITKYBIAB! (KuOepimadybuirapiaaH
TYFaH) JKOHC THICTI OIICTCP MCH MOJCIBACPAIH KONTITIH AHBIKTAY OAICTCMECIHC HCTI3ICITCH YCHIHBUIFAH Oaraapia-
MAaJIbIK KAMTAMachI3 €Ty, O 0a3ajbIK AJITOPUTM >KOHE OIpKaTap 23ipieHreH paciMacp (KOOPIHMHAT TOPBIHBIH KOH-
CTPYKTHBTI; JepeKTep 0a3achl MCH MOy JIbACD >KUBIHTHIFBI HETI3IH/IC MaManapabl HHUIHAIH3ANKANAY ; TPAPHKAIBIK
KaJbINTACTBIPY; HETI3TI EpesKeNepre COMKEC >KANIbl HYKTENCPAL 13AECTIPY »KOHE HOTHKCHI Ipa(UMKAIbIK HHTCPIIPE-
TauwsIIay) madybLIIapAbl AHBIKTAY IBIH Ka3ipri 3aMAaHFHI JKYHENIEpl YIIH emIEMACPIIH 3TAaJOHJAPBHIH KAJbITac-
TBIPY TIPOIICCIH ABTOMATTAHIBIPYFA >KOHE OCPINTCH YAKBIT APATBIFBIHAA AHOMAJNIBI KYHIIH JCTEKTOPJAY HOTH-
JKEeNlepiH KepceTyre MyMKIHAIK Oepeni.

Tyiiin ce3nep: kuOcpmadysUTIAP; aHOMANTKSIAP, OACKHIT Kipyal aHBIKTAY >KYHCICpPi;, madysuIIapasl aHBIKTAY
JKy#enaepi; kndepmalysLIaapap! AaHBIKTAY JKYHEICP1; aKIMapaTThIK KyHEeIepae aHOMATHIIap a6l Ta0y.

H. Kymanrammesal, A. lockanosa?, A. Kopuenko®

'KasHUTY mum. K. W. Catniaea, URCTHTYT HHPOPMATIMOHHBIX M TETEKOMMUHHKAITHOHHBIX TEXHOJIOTHH,
Amvarsl, KazaxcraH,
AT-MHKAHEPHHT ATMATHHCKOTO YHHBEPCHTETA SHEPTETHKH U CBA3H, Amvarsr, Kazaxcraw,
SHaumoHabHBIH ABHATIHOHHBIH YHHBEPCHUTET, Kadeapa Be30macHoCTH HH(OPMATIHOHHBIX TEXHOJIOTHIA,
Kues, Ykpauna

AJITOPUTMHAYECKOE H MTIPOTPAMMHOE OBECIIEUEHHE
OOPMHUPOBAHHUA 3TAJTIOHOB TAPAMETPOB
JJA CUCTEM OBHAPY/KEHUA KUBEPATAK

Annoramus. B padote nposeacH 0030p H aHATH3 MPSAMCCTBYFOIINX HCCIICTOBAHIH AT CHCTESM OOHAPY KCHHAS
BTOPKCHHH, aNTOPUTMHUYECKOE M MPOTPAMMHOE olecredcHUE (POPMHUPOBAHUS 3TAIOHOB MAPAMETPOB I CHCTEM
0oOHapy KCHHUS KHOCpaTak

Cucrembl 0OHAPYKCHHUSI BTOPXKCHUI CTAHOBATCS HEOTHEMIJIEMOH YAaCTBEO 3alIMTHI JEFOOOH ceTeBoi Oe3omac-
HOCTH, OHHU UCIIOJIB3YKOTCA )11 MOHUTOPHHTA HOI[OSpI/ITeJl])HOfl AKTHBHOCTH B CHCTCMC H O6Hapy>KeHI/I}I ATAKYOIIUX
JICHCTBHH HEABTOPH30BAHHON CTOPOHBL. AKTHBH3ALMS KHOCPATAK HHHUIMPYET CO3AAHNE CIECIUATBHBIX TEXHHICCKIX
pemcHui, CTIOCOOHBIX 0CTaBaTHCS IPPEKTHBHBIMHU NP TOSBICHHH HOBBIX MM MOJU(PHIUPOBAHHBIX BHAOB KHOEP-
YIpo3 ¢ HCYCTAHOBJICHHBIMH WJIM HEYCTKO OMPCACICHHBIMHA CBOUCTBAMH. BOJIBIMIMHCTBO TAKUX CHCTEM HampaBJICHA
Ha BBIABIICHHC HOI[OSpI/ITeJIBHOfl AKTUBHOCTH HJIM BMCHIATCIIBCTBA B CCTHh I NPUHATHA AACKBATHBIX MCP IO
MPETOTBPAMICHAIO KHOCPATak. AKTYaIbHBIMH CHCTEMAMH OOHAPYKCHHS BTOPKCHHH SIBIIFOTCS TE, KOTOPBIC

— )] ==
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OPUCHTHPOBAHbI HA HACHTH()HUKAINIO AHOMATBHBIX COCTOSTHIH HO OHM MMEIOT PsI HEA0CTaTKOB. bonee 3 pekTuBHBI
B 3TOM OTHOLICHHH ABJLIKOTCA JKCHCPTHBIC MOAXOAbI, OCHOBAHHBIC HA HCIOJB30BAHHH 3HAHHI U OIBITA Cricua-
JMCTOB COOTBETCTBYIOLICH MpeAMETHOH oOmactu. IlocTpoeHne TEXHHUESCKUX PEIICHUH W CO3NAHHE CICIUAIBHBIX
CpeAcTB (HampuMep, MPOTPAMMHOTO OOECTICUYCHHS I CHCTEM OOHApPY’KEHHS aTak, MO3BOJLIFOIINX JACTCKTHPOBATH
paHee HEHM3BECTHBIC KHOEPATAKHM IyTEM KOHTPOIS TEKYINETO COCTOSHHS HEYETKO OIPCICIICHHBIX ITApaMETPOB B
c1abo(hopMaTM30BaHHOH Cpe/ic) OCHOBAHHBIX HA 3KCIIEPTHBIX MOJXO0JAX, SIBILICTCS IEPCICKTHBHBIM HAIPABICHHEM
nccneaoaHni. Ha OCHOBE M3BECTHOHW CHCTEMBI OOHApPY’KEHHSI KMOEpaTak, KOTOpas 0A3MPyeTCsi HA METOMOJIOTHH
BBIABJICHHUS aHOMATHH (MOPOKICHHBIX KHOCPATAKAMHE) H MHOKCCTBA COOTBCTCTBYOIMX MCTOIOB H MOJCIICH Mpea-
JO’KEHHOE IPOTPaMMHOE OOECIICUCHHE, KOTOPOE, 3a CUET 0A30BOTO AJIrOPUTMA W PSIaa pa3pabOTaHHBIX MPOLEAYP
(KOOpAMHATHOH CCTKW, WHHIMAIH3AIHN BCIHYHMH HA OCHOBC HaOopa 0a3 MAaHHBIX H MOAYJCH, Tpa(HaeCKoro
(hopMHPOBAHKSA MAPAMETPOB, MOUCKA OOMIMX TOYECK COTNACHO OAa30BBIX NMPAaBHWI M TpaMucCKOM HHTCPIPETALHA
pe3yibTaTa) IMO3BOMET IPOBECTH MPOIECC (POPMHPOBAHMSA ISTANOHOB IAPAMETPOB I COBPEMCHHBIX CHCTEM
OOHApY KEHHS aTaK M OTPA’KAaTh PE3yJIbTATHI JCTCKTHPOBAHMSA AHOMAJBHOTO COCTOSIHHS B 3aJAHHBIH MPOMEKYTOK
BPCMCHH.

KimoueBbie ciioBa ataku, KHOEPaTaKy, AHOMAJINMH, CHCTEMBI OOHAPY>KCHHS BTOPKECHHH; CHCTEMBI OOHApY Ke-
HUS aTaK; CHCTEMBI OOHAPY KCHMS KHOEpaTaK; 0OHApy KEHHE AaHOMANNH B HH()OPMATHOHHBIX CHCTEMAX.
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