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ADAPTIVE MODEL OF MUTUAL FINANCIAL INVESTMENT
PROCEDURE CONTROL IN CYBERSECURITY SYSTEMS
OF SITUATIONAL TRANSPORT CENTERS

Abstract. The article presents a model of searching investment control strategies in cybersecurity systems of
situational transport centers. The solution of the problem was considered in the context of the development of the
Unified State Information and Communication System of Transport of the Republic of Kazakhstan. The model is a
component of the information component of intellectualized decision support systems in the tasks of analyzing
various strategices for investing in cybersecurity systems of situational transport centers, in particular for the case of
mutual investment in a large innovation project for the modernization of information security systems and cyber-
security systems by several states or companies. A characteristic feature of the model is the possibility of working
out specific recommendations choosing their strategies for investment in information technology and cybersecurity
systems of the situational transport center. It is based on the consideration of a bilinear dynamic quality game with
several terminal surfaces. The difference of such a bilinear dynamic game, from previously considered ones, lies in
the fact that the discrete equations, that define the dynamics, can be described with the help of arbitrary coefficients.

The solution of such a game is in the class of positional strategies at all relations of the parameters of the
investment process. The constructive method of the solution allows to create an intellectualized decision support sys-
tem. This makes it possible to optimize management decisions in the investment process for cybersecurity systems of
situational transport centers.

There are described the results of computational experiments conducted with the help of the intellectualized
decision support system (IDSS) "SSDMI". Considered various relationships between the parameters of the invest-
ment process in the cybersecurity systems of the situation center. During the simulation there was confirmed the
performance of the model and IDSS SSDMI and its high efficiency.

Keywords: cybersecurity, situational transport center, differential game, optimal investment strategies, hacking
and protection, intellectualized decision support system.

Introduction. It's no secret that nowadays one of the priority problems of any business, including
transport, is the task of providing information (IS) and cybersecurity (CS) [1, 2]. However, even after
setting up cyber protection contours, many transport companies subjectively feel a potential loss to the
side of the attack. The constant shortage of temporary, financial and human resources, while ensuring
reliable cyber protection, leads to the fact that the problems of IS do not lose their relevance with the time.
And it is not a simple task to attract investors for projects in the field of CS [1, 2]. The procedure of
investment in innovative projects, for example, in the field of information technology (IT), cybersecurity
(CS), and others, is often characterized by a high degree of uncertainty and risk. Therefore, in particular,
the landscape of cyberthreats on transport that changed over the past few years [1] had a profound impact
on the attitude of many transport companies to the problems of the CS [1, 2]. First of all, this was due to
the significant potential vulnerabilities and cyberthreats for information and communication systems (ICS)
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of the transport (ICTS), to the occurrence of new classes of cyberattacks, to the widespread use of wireless
data transmission technologies, etc. Also in recent decades, there were actively developed navigation
systems with the use of GPS, GLONASS, GALILEQ, active and passive monitoring and video surveil-
lance systems for vehicles and cargo, new GSM, GSM-R, VSAT technologies, dispatching, situational and
logistic management systems, etc. In the conditions of the rapid implementation of digital technologies at
the objects of informatization of the transport industry [1, 2] not all investors paid due attention to the
problems of the CS of ICTS [1, 2]. However, as well as to the tasks related to the need to review
investment strategics caused by the occurrence and timely recognition of cyberthreats for ICTS, which
many experts consider to be components of critical information infrastructures of leading industrial states
[1,2].

In order to increase the effectiveness of evaluation various investment projects in the demanded
cybersecurity systems (CSS) of various information objects, in particular, in situational transport centers
(STC), and subsequent decision-making related to investment, it is necessary to use "intellectualized deci-
sion support systems" (IDSS ) [3], and, in particular, with elements of self-learning, i.c. adaptivity of the
used algorithms.

Filling the IDSS and their individual modules directly responsible for the analysis and solution of
specific tasks is carried out by implementation blocks containing programmed algorithms for economic
and mathematical models. However, not many IDSS allow to optimize the procedures related to the
searching for different variants of strategies in the mutual financial investment of companies in CSS [3, 4].
In this regard, it is important to develop new economic and mathematical models for IDSS, which will
adequately describe the real processes of CSS investment, due to the growing level of competition
between various firms and corporations on this market.

Literature review and problem statement. In recent years, a large amount of works [4-6] have
been devoted to the problem of choosing effective strategies for financial investment in I'T and CSS of
various information objects.

It should be noted that with the development of computerized systems and IT, there was occurred a
separate direction of researches devoted to the application of expert systems [7-9] and decision support
systems (DSS, hereinafter IDSS) [10-12] in the tasks of determining rational investment strategies in 1T
and CSS. Unfortunately, as the analysis of the mentioned publications [11, 12] has shown, the authors did
not offer any real recommendations during the search for rational strategies of mutual financial investment
in similar spheres of human activity.

Also, as follows from the conclusions [8, 9] and [11, 12], the use of ES and DSS in order to automate
procedures for selecting rational strategies for investment control in CSS is not always accompanied by
clear recommendations, as the models and algorithms proposed by the authors are affected by a large
number of secondary factors and limitations. And besides, as the authors admit themselves [12, 13], the
proposed models have no adaptability parameter [8. 11], i.¢. require correction even in the case of a slight
change in the list of initial parameters and boundary conditions.

The aforementioned caused the problem related to the need to develop new adaptive models for IDSS
[13] in the tasks of determining rational strategies for mutual financial investment, especially in the IT and
CSS of various information objects.

On the basis of the previous experience and approaches, outlined by the authors in earlier
publications on this topic [1, 3, 12-14], and also close in methodology of research publications of external
authors [4, 5, 9, 10, 15, 16], we can confirm that a fairly effective approach in solving this class of prob-
lems is the use of methods of the differential quality games theory with several terminal surfaces [14-17].

Therefore, the analysis of publications on this subject confirmed the relevance of the problems of
further development of adaptive models and corresponding algorithms for IDSS in the tasks of continuous
mutual investment in I'T and CSS of various information objects. The last is especially important for cases
when it is necessary to develop clear recommendations for investors without complex mathematical
calculations, shifting most of the calculations to computer programs in IDSS.

Purpose and objectives of the research. The purpose of the work is a model for the module of the
intellectualized decision support system during the continuous mutual investment in the cybersecurity
systems of the information object, in particular in the I'T and CSS of the situational transport center.
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In order to achieve the research purpose it is necessary to solve such problems:

- to develop an adaptive model of searching for investment control strategies for various relationships
of investment process parameters in information technologies and cybersecurity systems of the
information object;

- to perform simulation for different investment strategies, in order to verify the adequacy of the
model and to develop rational investment strategies in the CSS of the situational transport center (on the
example of such a center in the Republic of Kazakhstan).

Methods and models.

1. Adaptive model of mutual financial investment procedure control in the cybersecurity of the
information object. Many transport companies retain the traditional approach of the solution of the CS
ICTS tasks. Most solutions are limited by the traditional investments in antivirus software and network
protection. This is a fairly simple financial strategy in order to protect the ICTS. Even experienced
administrators of information security services are not always ready for the worst scenario during the
cyberattacks at ICTS. Nevertheless, nowadays many hackers have mastered sophisticated methods of
camouflaging cyberattacks, which can have catastrophic consequences for companies' business. Conse-
quently, the last ones should shift their focus to replacing traditional approaches of CSS financing by
changing the financial component of investment strategics to cybersecurity in the direction of detecting
and blocking ICTS security systems hacking [18, 19]. Probably, for the customer the financial strategy of
investing in integrated systems of information security and cybersecurity will be more profitable. In this
case, it will be difficult without foreign investment. Particularly, for large IT projects, for example, such a
large-scale one as the creation of the Unified State Information and Communication Transport System of
the Republic of Kazakhstan (USICTS RK), see figure 1.

Such a project is caused by the need to integrate the existing ICTS of Kazakhstan into the Eurasian
transport network. At the same time, the socioeconomic, technical and technological aspects of the
development of the Republic of Kazakhstan, within the concept of the formation of the digital market
economy, will significantly affect the subsequent change of the principles of IT functioning in the entire
transport industry. The success of such a large-scale project is connected with ensuring the cybersecurity
of the USICTS. The basis of the USICTS of the Republic of Kazakhstan should be a single information
resource, which is created on the principle of decentralized databases, integrated among themselves by a
protected telecommunication environment [9, 20, 21]. Local, regional, as well as ICS of certain transport
types will be available to all participants of the transport market, regardless of the transport type and forms
of carriers ownership.

Let consider the following situation. An investor from a country where a stronger currency (Val_1) is
in monetary circulation, having free capital, is trying to choose the most preferable variants for its
investment. In order to do this, he chooses a counterparty, i.€. object for investment his funds, in a country
with a weaker currency (Val 2) in use. This object can be, for example - the economy of another country,
or the economic region, or, for example, information and communication systems, CS systems, etc. There
is an interaction of the investor and his counterparty. During the interaction, they seek to achieve their
goals, in particular, to increase their capital and to improve their financial and economic indicators. In the
future, without the loss of generality, we assume that the counterparty also seeks to increase its capital.
However, non-coinciding interests, non-optimal governance and the presence of uncertainty do not always
allow to reach the interaction simultancously for the both sides.

If this task arises regularly for an investor, then it is appropriate to use IDSS in the decision-making
process related to investment. The formalization of the investment process is given under the assumption
that the investor is an economic region in one country (REG 1), the counterparty is the economic region
(REG _2) in another country.

We will describe the "basic” process — the process of interaction between REG 1 of one country and
REG 2 of another country. REG 1, having some free resources (its investment capital), increases them by
oy times (o — the growth rate of REG 1 resources) and then decides how much of these resources it will
invest in active operations. These operations consist in placing resources in the investment projects of
REG 1 and debts repayment of REG 1 at that time. We will assume that the same produces are carried
out by REG 2 in relation to REG 1. We should note that if REG 2 does not allocate its resources to
REG 1, then, as it will follow from the below mentioned, this will be a special case of the variant with
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REG 2 and will be performed under the following assumptions: a) REG 1 controls the financial resources
x valued in Val_1; b) REG 2 controls the financial resources ) valued in Val_2; ¢) during the interaction,

the ratio Val 1 to Val 2 (exchange rate) k, remains constant. If these assumptions are fulfilled, the
interaction proceeds as follows.
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Figure 1 — Organizational and functional structure of the unified state information
and communication transport system of the Republic of Kazakhstan:
ACS - an automated control systems; DIC — a departmental information center;
MIATS - the main information and analytical transport center; IS — information systems; CSTU — computerized systems
of transport units; MOS — monitoring and observation systems; NS — navigation systems; SC - situational centers
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After REG 1 and REG 2, which is a counterparty for REG 1, determined with the share of resources
allocated for mutual active operations, mutual debts repayment, resource values, REG 1 and REG 2 will
be determined by the following system of discrete equations:

(D)=t 50+ 1 B0 (00)+ 0) 110 )0+
e <>+r2<»-(1—@(z»]-v(z)-az(z)-% L

We+1)=a, y(0)+ (1= 8, (0))- (@, () + 1o ()= 1] v(0)- 0, (1) ) + o
=070 0- A1) 0)- 500,

Therefore, at the moment of time 7 the value x(l + l) REG 1 (in Val 1) will be equal to the sum of
the following components

o, (l ) x(l ), — interest value of @, (l ) (l - b (l )) u(l ) o, (Z ) x(l ) for the invested financial resources
of REG_1;

( ,81( )) u( ) o, (l ) X\t ) the value of the invested financial resources of REG_1;

r() ( ( ) u Z) 0{1() x( )— the value characterizing the share of the “returned” investment

resource of REG_1
( ,81( )) (l ot ) (l the investment resource of REG_1 on CSS;

t
{(l r (l Iz() } } the value of the "unreturned" asset (investment) of
d

REG 2 (in Val_1);

d

{ﬁli_(t)} = v(l)- a, (l) y(l)} — the resources for the debt repayment of REG_2 to REG_1;

u(l) ,Bl(l)-al(l)-x(l)— the resource for the debt repayment of REG 1 at the moment of time 7 to
REG 2;

u(l)-(l— ,Bl(l))-ocl(l)-x(l)— the resource of REG_1 for investment in the CSS at the moment of
time 7

{az (Z) (l - ﬁlz—(l)j} . v(l)- a, (Z) y(l) — interest payment for investment resources of REG 2;
d

{(l = ﬁli—(l)j} : v(l)- a, (Z) y(l)— investment resource of REG_2.

d

Similar components will also be for the expression (2). Therefore, the value y(l + l) (in Val 2) at the
moment of time 7 will be equal to the sum of following components:

o, (l ) y(l ), — interest value of @, (l ) (l — [ (Z )) v(l ) o, (l ) y(l ) for the invested financial resources
of REG 2;

(l -5, (Z)) v(l ) oL\t ) y(l ) the value of the invested financial resources of REG_2;

15(0)- (1= B, (1)) W(0)- o

resource of REG_1 in REG_2;

( ( )) Z) o (l ) y(l ) the investment resource of REG_2 on CSS;

(1- ”1( )-(—B(2))- ult) k,(t)-cr,(¢)- x(¢)— the value of the "unreturned" asset (investment) of
REG_1in REG_2;

u(l) ye (Z) k, (Z) o (Z) x(l)— the resource for the debt repayment of REG_1 to REG_2;

Z) y( )— the value characterizing the share of the “returned” investment
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v(l)- B, (l ) o, (l ) y(l )— the resource for the debt repayment of REG_2 to REG_1 at the moment of
time 7

(l— b5, (l))-v(l)-ocz (l ) y(l )— the resource of REG_2 for investment in the CSS at the moment of
time 7 ;

a (l) (l -5 (l)) k, (l) u(l) a, (Z) x(l)— interest payment for investment resources of REG_1;

(l — ,Bl(l )) u(l ) o (l ) x(l )— investment resource of REG_1.

Interaction ends when the variants of the conditions are fulfilled:

) x@+1)20, pE+1)<0; 2) x(t+1)<0;, y(r+1)>0;

3) x(t+1)=<0; y(r+1)=<0; 4) x@+1)>0;, y(z+1)>0

From an economic point of view, these variants are interpreted as follows.

Variant 1. The situation of investment resources (capital) loss of REG 2. REG 1 multiplied its
capital by the amount of capital REG_2.

Variant 2. The situation of capital loss of REG 1. REG 2 increased its capital by the amount of
capital REG 1.

Variant 3. The situation of capital loss of REG 1 and REG 2 (the default of both subjects of
interaction).

Variant 4. The ability of subjects to continue interaction.

There is a question, how to determine the time of possible capital (investment resources) loss
according to the information on the initial resources (capital), the exchange rate, the growth rates of
REG 1 and REG 2 resources, the interest rates for the allocated capital, the levels of payables and
receivables. The toolkit of the multi-step quality games theory [12, 14-17], which allows to determine the
areas of possible initial states of resources (capitals) of interacting objects with the following property: if
the interaction begins from these states, then at one moment of time the loss of capital is possible both by
the one side of the interaction and by the other one, answers the posed question. In order to find such arecas
there is solved a multi-step quality game with two terminal surfaces, the solution of which is to determine
the set of preferences, and also the strategies (control actions) of the parties, using of which make it
possible to obtain the outcomes preferred for each side. In this approach, the set of preferences of one side
are, in fact, a set of capital loss for the other party. Indeed, for any party of such interaction, the preferred
outcome is the preservation of the capital, and undesirable one - its loss. However, it is quite possible that
one of the party could act to the other in worst way, that ultimately led the other side to a capital loss. In
this case, the set of initial states of the resources of the interacting parties possessing the property that
there are strategies (control actions) of one side leading the other side to a state of capital loss, can be
called as a set of capital loss for the other party.

We should note that the initial interaction is not limited by the multi-step game model. Similarly, it is
possible to simulate interaction that reflects the functioning of several economic regions; it is possible to
take into account the incompleteness of information among regions, etc. Therefore, it is possible to use the
apparatus of multi-step games for group interaction and for interaction with incomplete information.

In the article, we shall limit ourselves by a simple interaction, which, despite all simplicity, never-
theless allows us to make qualitative conclusions about the financial state of the subjects, depending on
the correlation of the parameters of this interaction, and on the possible capital loss of one or the other
interaction subject.

The solution of the problem. For convenience of the presentation we will "identify" REG 1 with the
player (I), and REG 2 — with the player (II). The above mentioned interaction will be considered within
the framework of a multi-step positional game with complete information [12, 14-17]. Within the
framework of this scheme, the interaction "generates" two tasks — from the point of view of the first
player-ally and from the point of view of the second player-ally. Because of the symmetry it is sufficient
to consider one of them, for example, from the point of view of the first player-ally. For this, we will
define the pure strategies of the first player-ally. Denote by 7' = {O,l,...}— the discrete set characterizing

the region of time parameter change.
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Definition. The pure strategy of the first player-ally is the function 2 : 7' [O,l]- [O,l] - [O,l], that puts
the state of information (position) (Z , x(O), y(O)) the value u(l , x(O), y(O)) 0< u(l , x(O), y(O)) 5l

The pure strategy of the first player-ally is the function (rule) that puts the state of information at the
moment of time / the value u(l ,x(O), y(O)) that determines the value of the resource (capital) of the first

player, which he allocated to "invest" the second player. With regard to the knowledge of the opponent
player (within the framework of the positional game scheme), no assumptions are made, that is equivalent

to the fact that the opponent player chooses his control action u(l) based on any information. After

defining the strategies in task 1, we need to determine the set of preferences for the first plaver.
Considering that for the description of the proposed approach it is sufficient to confine ourselves with a

qualitative description, the set of preferences W, of the first player will be given in this way.

W, — a set of such initial resources (x(O), y(O)) of players that possess such property.

Property: for initial states there is a strategy of the first player, which for any realizations of the
strategy of the second player "leads" to one of the moments of time 7, the state of the system (x(l ), y(l ))
in such, when the condition (3) will be satisfied. Moreover, the second player does not have a strategy that
can "lead" to the fulfillment of the condition (4) at one of the preceding moments of time. The strategy of
the first player, having this property, is called optimal. The solution of the task 1 is to find the set of
preferences of the first player and his optimal strategies. Similarly, the problem is posed from the point of
view of the second player-ally. Because of the symmetry of the problems statement it is sufficient to
confine ourselves with the solution of the task 1, because the solution of the task 2 is exactly the same.

The solution of the task 1 is found with the help of the tools of the multistep games theory with
complete information [12, 14-17, 20, 21], which allows to find the solution of the game for various ratios
of game parameters. We give the solution of the game, i.e. sets of preferences W, and optimal strategies
for the first player.

Let assume that for any moment of time ¢ the following conditions are satisfied:

al(t) =, 0{2(2‘) =, ﬁl(t) =P ﬁz(t): By rl(l) =h; I’z(l‘): .

Let denote through ¢ &¢q, the following values: ¢ =(1-28)-(a,+7)-1;
q, = (1_:82)'(6’2 +r2)_1~

Four cases are possible:

a ¢ 20, q,20, b) ¢, <0, q,<0, ¢) ¢>0;, q,<0, d) ¢ <0, ¢g,>0.

In addition, it is necessary to take into account that a different ratio of growth rates o, &, is
possible, namely, it can be either o; > &, ora; < or,.

In case a) and «, > &, there are a finite number of set of preferences W, for the first player-ally
with the following property.

Property: if (x(O), y(O)) €W, then the first player in 7 steps can get the condition (3), no matter
how the second player acts. Moreover, the second player has a strategy that does not allow the first player
to get the condition (3) in less number of steps. In this case, we write Wli in following way:

) = {(x(0) (0)): kG —1)- x(0) < (0) < k(1)- x(0)} (3)
where k(i): [ﬁ)LQI ki 'k(i _1)+k(i _1)} k(O): 0,

a, 1+q2+q2-k(i—l)

=Lk -1 K k)= k(e -1)< g, /g,
2
(such k" exists).
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The set W, (i = k*):
W = {(x(0), 5(0): k- (k" ~1)-x(0) < (0) < (4, /. )- x(0)} 4)
The combination of sets Wli will determine the set of preferences of the first player W, ,ie.:
W, = {x(0). 10)): ¥(0) = (4,/4,)- x(0)} )
And from any state (x(0),(0)) of this set the first player can reach the condition (3) in a finite
number of steps (no more than k).
In case a) and ¢ <, there are countably number of sct of preferences W,' of the first player-ally
with the following property.
Property. if (x(O), y(O)) € Wli, then the first player in 7 steps can get the condition (3), no matter

how the second player acts. Moreover, the second player has a strategy that does not allow the first player
to get the condition (3) in less number of steps.

We write the set ;" in following way:

W = {x(0).(0): k(i —1)- x(0) < y(0) < k() x(0)} (©)
Ao o, ql+ql-k(i—l)+k(i—l) _
where k( )—[O{z) [ .+, -k(i—l) }, k(O) 0.
In this case we will write W, as follows:

W, ={(x(0). (0)): »(0) < (4.)- x(0)} (7)

(24 + (s + .
where ¢. : g. ZL_I).L% q -9+ +4q )
0{2 1 + qZ + qZ : q*
The optimal strategy of the first player in these cases is to "allocate" all of the capital to investments,

if the resources (x(O), y(O)) belong to the first player's set of preferences.

Quite symmetrically, in these cases, there are found the set of preferences and the optimal strategy of
the second player.

In case b) the whole set Rf is preferable for both the first and second players. In any strategy,
players will be able to continue the interaction.

. . . o
In case ¢) and at the verity of the inequality [—1] . (q1 + l) >1, , the set of preferences for the first
o,
player W, is all admissible initial resources, i.e. R>. A set of preferences ¥, does not exist in this case.

The optimal strategy for the first player is to invest all available resources in investments.

a
In case ¢) and at the verity of the inequality (—1] . (q1 + l) =<1, the set of preferences for the first
a

2

player W, are determined in following way:

W, = {(x(0).1(0)): (0) < (g.)- x(0)} ®)

o, q,

R o)

In this case, there is a countable amount of set of preferences W, for the first player-ally with the

property if (x(O), y(O)) € Wli , then the first player in 7 steps can get the condition (3), no matter how the
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second player acts. Moreover, the second player has a strategy that does not allow the first player to get
the condition (3) in less number of steps.

We write the set ;" in following way:

;' = {(x(0). (0)): k(i —1)- x(0) < (0) < k(i)- x(0)} ©)
where k(1) [Z_] (g k1) kG- 1) K(0)= [Z_] ..

2 2
The optimal strategy for the first player is to invest all available resources in investments.
A set of preferences W, does not exist in this case.

In case d) the situation is symmetric to the case ¢), i.c. a set of preferences W, does not exist. The set

of preferences W, is determined in a symmetric manner with respect to the set of preferences W, for the

case ¢).

A)ll cases of correlation of interaction parameters are considered. Symmetrically solved the task 2
from the point of view of the second player-ally.

As it was noted, the problem from the point of view of the second player-ally is solved similarly. And
the areas of preferences from the point of view of the second player are "adjacent”" to the areas of
preference of the first player. These areas are divided among themselves by equilibrium beams (EQB) [12,
14, 17, 22]. The equilibrium beams have the following property: if a pair of states (x(O), y(O)) belongs to
the EQB, then players have strategies that allow them to be on the EQB for all subsequent moments of
time. Solving the tasks by the proposed game methods in the (X, y) variables space we can find EQB, that
is, if the interaction starts from these states, then the players have strategies that allow them to stay on
EQB. It means that, at the given (x(O), y(O)) it is possible to find the ratio of the interaction parameters

for which the pair (x(l ), y(l )) will be located on the EQB.

If the initial states (resources) are not on the beam of equilibrium interaction, then we can try to
change the interaction parameters in such a way when the initial resources are on the EQB. This will allow
the parties to continue their interaction for as long as they like.

It should be noted that there are possible situations where the interaction parameters have changed.
Then, it is possible to carry out the above mentioned procedure with new parameters and to find new
optimal strategies for interaction between the parties, that is, the proposed interaction control scheme is
adaptive.

Remark 1. It is casy to see that a more "strong" currency influences the "increase" of preference
zones (comparison by inclusion of sets) and the "decrease" of investor risk zones from an economy with a
"stronger" currency, and vice versa. It means that an investor with a "weaker" currency should leave those
areas of financial resources that become affected by the risk of capital loss due to the "weakening" of the
currency of the investor's country.

Remark 2. The considered example of the simplest interaction allows to make the following
conclusion that in the space of initial resources there are areas of preference for players. Therefore, if the
resources are in the player's preference area, then it is disadvantageous for this player to avoid interaction
with the other player, because the other player can change the resource ratio at the absence of interaction
as a result of autonomous operation (for example, using the advantage of technology, i.¢. in the case if its
growth rate is greater) and thereby go to the set "preferred” for him. And then, having already entered into
interaction, gain an advantage in this interaction and "lead" another player to a capital loss.

Experiment. The quantitative analysis of the parameters, obtained in the process of searching for
rational financing strategies in the systems of cybersecurity of transport companies on the example of
large investment projects in Kazakhstan and Ukraine, was carried out by simulation modeling in the
Matlab/Simulink environment. For this purpose, there was constructed a corresponding simulation model
that contains the blocks of equations (1) and (2) given in point 4, see figure 2. This simulation model was
compiled on the basis of the standard blocks of the Matlab/Simulink environment. This made it possible to
obtain the required parameters during the computational experiments, see figure 3 and 4.
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Figure 3 — Example 1 of the results of a computational
experiment in the Matlab/Simulink environment

Figure 4 — Example 2 of the results of a computational
experiment in the Matlab/Simulink environment

On the basis of the proposed model of continuous mutual investment, there was implemented the

program module IDSS "SSDMI", see figure 5. The module is implemented in Delphi language.

During the analysis of the IDSS "SSDMI" module operation, the correctness of the algorithm

execution was monitored.

The IDSS "SSDMI" module can be used as an independent software product, and as an auxiliary unit
of the decision support system "DMSSCIS", which, in particular, allows to assess the risks of investment

in information security systems of large enterprises [15, 16].

On the graphs of figures 3 and 4, the x-axis means “mln, $” (in our case Val 1). On figure 3 the
tangent of the angle slope is "2". That is, the equilibrium beam is determined by the relation y = ¢, - X,
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q. =2.0. On figure 4 the tangent of the angle slope is "3". The y-axis means "mln. hryvnia" (Val 2, for

the case of the national currency of Ukraine). On figures 3 and 4, the investors' movement trajectory is
shown by a blue dotted line with blue markers (thombuses). The equilibrium beams are shown on figures
3 and 4 by a red solid line with red round markers. Similar calculations can be made for the case when
tenge (Kazakhstan) is used as the currency.

On figure 5, the tangent of the angle slope is "3.5". That is, the equilibrium beam is determined by the

relation y =¢q.-x, ¢q.=3.5. The area, highlighted in blue, corresponds to W, . The area marked with a

light yellow color, corresponds to W, . The trajectory of investors' movement (shown by a red line with

blue markers in the W, area), determined using the simulation model shown in figure 2, as well as using
IDSS SSDMI, (x - financial resource of the first investor, y - financial resource of the second investor).
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Figure 5 — The results of the operation of IDSS "SSDMI" for the selection of strategies
for mutual investment in the cybersecurity systems of the situational transport center

The results obtained in the graph demonstrate the effectiveness of the proposed approach. During the
testing of the program "SSDMI" there was established the correctness of the received results.

Discussion. The considered model for the interaction procedure, both at the micro and macro levels,
is the process of prediction the results of investment in CSS of ICTS. The Figure 3 corresponds to an
simulation experiment in which the second player, using the non-optimal behavior of the first player at the
initial moment of time, achieves the case when he "brings" the state of the system to his "own" terminal
surface. The Figure 4 corresponds to an simulation experiment in which the initial state of the system is on
an equilibrium beam. And the players, applying their optimal strategies, "move" along this beam. This
"satisfies" both players simultancously. The Figure 4 illustrates the "stability" of the system. This
corresponds to a situation where, at small deviations in choosing the implementation of the optimal stra-
tegy by the first player (see the dotted line), he will reach his goal, but somewhat later. The figure 5 shows
the acceptable accuracy of the IDSS "SSDMI" program module in relation to the results of computational
experiments in the Matlab/Simulink environment. The discrepancy does not exceed 3-7%. Unfortunately,
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the predicted data obtained not always using the IDSS "SSDMI" coincided with the actual data. At this
stage of development of our model, this circumstance is a definite disadvantage of the proposed approach.
By increasing the amount of variants for financial strategies by the protection side and the amount of com-
putational experiments we can reduce discrepancies. In particular, due to wider use of information tech-
nologies for data mining and preliminary expert evaluation of financial protection strategies for ICTS and
USITS RK. This will eventually allow us to improve the toolkit for prediction investment processes in CSS.

Comparison of the results of our computational experiments with the data of other authors [6-11, 15,
16] made it possible to conclude that the approach outlined in the article is acceptable. Therefore, the
proposed toolkit will allow the participants of the investment process in CSS of ICTS to improve signi-
ficantly the performance indicators of their activities. In addition, the joint use of software products such
as IDSS “SSDMI” and an adaptive expert system for the recognition of cyberthreats (described in the
works of the authors [20, 21, 23]) will allow investors not only at the stage of initial analysis of the
project, but at the modernization of existing systems of cybersecurity, in particular, for critical computer
infrastructures, to build effectively a forward-looking policy in the field of financing of cyber security
systems, taking into account the trend towards increasing the amount of threats for their ICS.

Thanks. The work was carried out within the framework of the project "Development of adaptive
expert systems in the ficld of cybersecurity of critically important information objects", registration
number AP05132723.

Conclusions. There is proposed a model of searching for investment control strategies in the cyber-
security systems of the situation transport centers in the conditions of active development of the Unified
State Information and Communication Transport System of the Republic of Kazakhstan. There were
considered different ratios of investment process parameters in CSS

The model is a component of the information component of intellectualized decision support systems
in the tasks of analyzing various strategies for investment in cybersecurity systems for situational transport
centers, in particular for the case of mutual investment in a major innovation project for the modernization
of information security systems and cybersecurity systems by several states or companies. The model is
based on the consideration of a bilinear dynamic quality game with several terminal surfaces. The pecu-
liarity of the model lies in the fact that the discrete equations, governing the dynamics of the game, can be
described with the help of random coefficients. This made it possible to extend the class of the solved
problems. The constructive method of solution allowed to create a module of the intellectualized decision
support system. This allows to optimize control decisions in the investment process for cybersecurity
systems of situational transport centers.

There are described the results of computational experiments conducted in the Matlab/Simulink
environment, as well as with the help of Intellectualized Decision Support System (IDSS) "SSDMI".
There were considered various relationships between the parameters of the investment process in the
cybersecurity systems of the situation center. The operability of the model and IDSS "SSDMI" and its
high efficiency was confirmed.

B. C. Axmeros, B. B. Axmeros?, B. A. JIaxuo®, B. II. Maokos*

'«Typam» yruBepcuTeTi, ATMatel, Kazakcran,
“[11. EcenoB aThiHAars! Kacmmuii MeMeKeTTiK TCXHOJIOTHSLIAP JKOHC HHKHHHUPHHT YHUBEPCHTET1, AKray, Ka3akcraH,
Y ITTHIK GHOpECYpPCTAp HKOHE TAGHFATTH MANTANAHY YHHBEpCHTETI, Knes, Ykpanna,
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KOJIIK OPTAJIBIKTAPBI AT JAMBIHBIH KHBEPKAYIICI3AIK KYHETEPIHE
O03APA KAPKEI HHBECTHIIHSIAPLIH POCIM/EYIIH BEAIMAEITEH MO/ENI

Annoramusa., Makanaga KeJiK OPTajbIKTAPBI JKAFTAWBIHBIH KHOCPKAYINCI3AIK KYHCICPIHAC HHBCCTHIIHSIBIK
0ackapy CTpaTerHsACHIH TaOyAbIH Yirici kenripiareH. MaceneHi menry Kasakcran PecmyOMHKaCBIHBIH TaChIMAIIAY
BipeiaFait MEMJICKCTTIK aKMAPaTTHIK-KOMMYHHKANMSIBIK KYHCCIH JAMBITY KOHTCKCIHAC Kapanasl. Momembs Keik
OPTAJIBIKTAPHI JKAFAAHBIHBIH KHOCPKAYINCI3AIK JKYyHelepiHe MHBECTUIISLIAYIBIH SPTYPIl CTPATETHSUIAPBIH Tangay
MIHACTTCPIHAC MHTCILICKTYAIAR MCIIIMACPAL KOMAAY KYHCICPiHIH aKMApaTTHIK KOMIIOHCHTIHIH KypaMmaac Oemiri
6011 TAOBLTAEL, aTal AaHTKAHAA OIpHEIIE MEMIICKET HEMECE KOMITAHMSLIAPIbIH aKIAPATTHIK KAy MCI3aiK KyHeaepiH
JKOHE KHOCPKAYINCI3AIK JKYHENepiH KaHFBIPTYFA apHAIFAH ipi HHHOBALSUIBIK K00ara ©3apa WHBECTHIMSIAY JKAf-
maiierHIa. MOJCIOiH TOH CPEKINCTIIT — aKMapaTThIK-TCXHOIOTHAIBIK KOHE KOJIK OPTAJIBIFHl JKAFTAHBIHBIH KHOCP-
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KaylincCi3mik >KyHeJepiH MHBECTUIMAIAY CTPATCTHACHIH TAHAAY KE3IHAE HAKTHI YCHIHBICTAP 3ipiey MYMKIHAIr 00-
mein Tadbraasl. Our OipHEIIe TepMHUHAI OCTTEPIMEH OMITMHEHIII JMHAMUKAJIBIK CAMAIBIK OMbIH KapayFa HETi3AeIreH.
BypbIH KapacThIppUFAHAAPAAH AHBIPMAINBLIBIFGI MYHTAH OMIMHEII AMHAMAKAJNBIK OWBIH ApACBIHAAFHI THHAMI-
KaHBI AaHBIKTANTHIH JUCKPETTI TEHIACYIEP EPIKTI KOAPPHUIMEHTTEP KOMETIMEH CHITATTALY bl MYMKIH.

MyHnal OHBIHHBIH INCIMIMI HHBECTUIHSLIBIK IPOICCTIH MApPaMETPICPiHiH OApIbIK KAaThIHACTAPHI YINIH IO3H-
IISUIBIK CTPATETHsUIap KiIachliHAAa opHamacanpl. IllermmiMHiH KOHCTPYKTHBTIK 9/iCi 3MATKEPIIK MEIIIMACPAl KOaaay
JKYHECIH »kacayFa MYMKIHIOIK Oepexi. Byn kemk OpTanmbIKTaphl >KaFmaibIHBIH KHOCPKAYINCI3AIK >KyHecl YINiH
HHBCCTHIHSIBIK MPOLECTE 0ACKAPY MICTIIMACPIH OHTAHIAHABIPYFa MYMKIHIIK Oepei.

«SSDMI» mrTennekryanapl memiMaepai komaay skyhecinid (MIITKJK) keMeriMeH sKypriziireH ecenTik IKcIe-
PUMECHTTEPAIH HAOTIOKENEPl cunarraaFad. OKuFamap OpTaIbIFbIHBIH KHOSPKAYIINCI3MIK KyHenepiHaeri HHBECTHIHS-
JBIK MPOLECTIH MApaMETPIIepl apachIHAAFhl TYPJi KATHIHACTAP KapacTHIPhLIAAbl. MMHUTAIMSIBIK MOACTBACY Oapbl-
cerHaa ISPPR SSDMI mMozaemiHIH KyMBIC ICTEY MYMKIHZIT K9HE OHbIH YKOFAPBI THIMILIT] PACTAIBL

Tyiiin cezaep: kuOEPKAyINCI3AiK, KOIIK OPTANBIFBI XKaFAalibl, TUPPepeHIMAT I OUBIH, OHTAIIIBI HHBECTHIUS-
JIBIK CTPATETHA, OY3Y JKOHE KOPFAHBIC, SHATKCPIIIK IICITIMACPIl KOIIay KyHec.

B. C. Axmeros, B. B. Axmeros?, B. A. Jlaxuo®, B. II. Maokos*

'Vrusepcuter «Typam», Amvater, KazaxcTan,
*KacnmifcKuit roCy 1apCTBEHHBIH YHUBEPCHTET TEXHOIOTHI M HEsKHHUpHETa uM. 111, Ecenora, Axtay, Kazaxcran,
*HanmoHaTbHEIH YHHBEPCHTET GHOPECYPCOB B MPHPOIONONE30Banus, Kues, Ykpanna,
*EBpomneiickuii yaupepcutet, Kues, Yipanna

AJTAIITUBHASI MOJEJIL YIIPABJIEHHS IMPOLEYPOI
B3ANMHOT'O ®THAHCOBOT'O HHBECTHPOBAHMS B CHCTEMEI KHEEPBE30NIACHOCTH
CATYAIIMOHHLIX IEHTPOB TPAHCIIOPTA

Annortamusi. B cratee mpeacraBieHa MOJETb AT HAXOXKACHHUS CTPATETHH YIPABICHUS MHBCCTHPOBAHHUEM B
CHCTEMbI KMOEpPOE30IMAaCHOCTH CHUTYAIMOHHBIX IICHTPOB TPAHCIOpPTA. PemieHme 3a7a4d pacCMOTPEHO B KOHTEKCTE
pasButust EnmHOM rocymapcTBeHHOH WH(POPMAIMOHHO-KOMMYHHKAMOHHOW CHCTEMBI Tpancmopra PecmyOmmkn
Kazaxcran. Mogesns sIBisieTCsl KOMIOHCHTOH HH()OPMAIIMOHHOW COCTABILIIONICH HHTCIUICKTY AIM3HPOBAHHbBIX CHCTEM
TIOJZICPKKH TMPUHATHS PEHICHHH B 33Ja4aX aHAJIN3A PA3IHYHBIX CTPATCTHH MHBECTHPOBAHHS B CHCTEMBI KHOEpOE3-
OTIACHOCTH CUTYAUHOHHBIX IEHTPOB TPAHCIOPTA, B YACTHOCTH UL CJIy4asi B3AUMHOTO MHBCCTHPOBAHHS B KPYITHBIH
MHHOBAIMOHHBI ITPOCKT IO MOJCPHHU3ALUH CHCTEM 3aIUTHl HH()OPMAIMOHHBIX CHCTEM M CHCTEM KmuOepOesomac-
HOCTH CO CTOPOHBI HECKOJIBKUX TOCYAAPCTB WM KOMIIAHUH. XaPAKTEPHOH YEPTOH MOJACIH SBIACTCH BO3MOYKHOCTh
HApaOOTKH KOHKPETHBIX PEKOMEHJAIMH IPH BBIOOPE CBOMX CTPATCTMH WHBECTHPOBAHMSI B HMH()OPMAIIMOHHBIC
TEXHOJIOTHH H CHCTCMBI KHOCPOC30MACHOCTH CHUTYAILMOHHOTO HCHTpa TpaHcmopra. OHA 0asHpyercd HA PpaccMOT-
peHHU OMIIMHEHHOH JUHAMHYECCKON HMIPBI KAUECTBA C HECKOJIBKMMH TCPMHHAJIBHBIMHU MOBEPXHOCTAMH. OTimMdme
TAKOW OMIMHEHHOW AMHAMHYCCKOH HIPBI, OT PAHEEC PACCMOTPEHHBIX, 3AKJFOYACTCSI B TOM, YTO AUCKPETHBHIC YPAaB-
HECHMS, 3a7a0NIHEe JUHAMHKY , MOTYT OIIMCBIBATHCS C IIOMOIIBEO MMPOM3BOJIBbHBIX KO3(D(HIIHCHTOB.

Pemienne Tako# Mrphl HAXOAWTCA B KIACCE MO3HIIMOHHBIX CTPATETHH MPH BCEX COOTHOUICHUIX NMApaMETPOB
HHBECTHIIHOHHOTO Tpoiecca. KOHCTPYKTHBHBIN METOJ PEIICHUS MO3BOJLICT CO3JaTh MHTCIUICKTYATH3HPOBAHHYIO
CHCTEMY NOAJCPKKH NPHHATHS PEIICHHH. JTO JAET BO3MOMKHOCTh ONTHMH3HPOBATH YIIPABJICHYCCKHE PEIICHUS B
HMHBECTHIIHOHHOM ITPOLIECCE IS CHCTEM KHOEPOE30MACHOCTH CUTY AlIHOHHBIX HECHTPOB TPAHCIIOPTA.

OnmcaHbl Pe3yJIbTAaTHl BBIMUCIUTEIBHBIX 3KCIECPHMEHTOB, IMPOBEACHHBIX C ITOMOINBEO HHTEIUICKTYATH3HPO-
BaHHOH cucTeMbl moxacpkku mpuaaths pemeHuid (MCTIITP) «SSDMI». PaccMOTpeHBI pa3iHyHBIC COOTHOMICHHS
TAPAMETPOB WHBECTHIMOHHOTO IPOLECCA B CHCTEMBI KHOCPOEC30MACHOCTH CHTYAMOHHOTO IICHTpa. B xome mmu-
TAIHOHHOTO MOJCIMPOBAHUA MOATBEPKICHA padorocmocodonocts momemu u UCTIMIP «SSDMI» u e¢ BhICOKas
3((HCKTHBHOCTS.

KimoueBpie cioBa: knOepOE30MaCHOCTD, CUTYAHOHHBIA IIEHTP TPaHCTIOPTa, Au((epeHIHAIbHAS UTPa, OITH-
MAaJIbHBIC CTPATCTHH HHBECTHPOBAHMS, B3JIOM M 3aIIUTA, HHTCIUICKTY ATH3HPOBAHHAS CHCTEMA MOANCP/KKH PEIICHH.
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