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EFFECTIVE SCHEME OF STEGANOGRAPHY INFORMATION
PROTECTION AND AUTHENTICATION BASED
ON MAXIMUM FLOW ALGORITHMS

Abstract. Developed effective scheme of electronic digital signature based on El-Gamal algorithm, transport
network and it’s blocking flows (output data) produced by Ford Fulkerson maximum flow algorithm serves as
additional data for sides authentication. Scheme with the addition of transport networks and it’s blocking flows is
considered as effective since there exist various sets of identical blocking flows and various transport networks
associated with following flows.
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ElGamal digital signature. ElGamal scheme was created by Taher Elgamal in 1985 [1]. Following
scheme is based on public key cryptography, the complexity of calculation discrete logarithm [2].
Developed scheme of steganography based on information concealing within the framework of master
degree project can be also applied at the process of authentication. The adjacency matrix of the graph
(transport network), including its weights and selectable blocking flows as well as maximum flow is input
criteria on which process of user authentication would occur. In parallel for binding these input data to
particular user, it is necessary to use tools of Electronic Digital Signature. The process of signing input
parameters data would be done in the following manner.

Process of Electronic Digital Signature formation

Side A

1}). Encrypt own message with personal private key

2). Next encrypt received sequence with open keys of side B

Side B

3). Decrypt received sequence at first we are using personal private keys
4). Continuing procedure of decryption with open keys of side A:

5). If the message is readable that it was not underwent modifications

Figure 1 - Process of formation developed scheme of authentication on the basis
of Ford Fulkerson algorithm and El-Gamal scheme

In developed authentication scheme, a novelty is presented due to the fact that algorithms of
maximum flow were not earlier used in cryptography. Also scheme of authentication were considered
cryptographic endurable because those full selection attacks are completely excluded attacker do not have
data regarding of size dimension of adjacency matrix (all adjacency matrix are stored in secured memory
arca of server and known only to client and server) as well edges weights (throughputs) of transport
network can be changed during some time intervals (taking place operations of incrementing,
decrementing on pre-installed values stipulated between each client). A scheme using not only tools of
hashing but also the Electronic Digital Signature for proving that client calculated values of arbitrary
blocking flows and maximum flow. Totally there are

((V*V)*(E*E) (N *N)x(M=M)/k

values for transport network of the adjacency matrix, V — number of vertexes, E- number of edges, N — bit
capacity of used numbers in adjacency matrix, M — size of used numbers. k — number of attempts for
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presenting authentication data. Considering that attacker does not know closed keys of users and does not
know in which order data are applied for forming Electronic Digital Signature cracking the following
scheme is not possible.

P=19 — prime number

{1,2,3,4,5,6,7,8,9,10,11,12,13,14,15,16,17,18}
Function of Euler totient. Primitive roots 2,3,10,13,14,15

Phi(19) = 18
Mod 19

Graph input (transport network) Presentation of adjacency matrix

with edges throughputs on input of Ford-Fulkerson

algorithm

Selection of arbitrary blocking Data hashing for presenting to

flows, maximum flow values, tags authenticating side (server)
of transport network

Formation of Electronic Digltal Transmission of request on
Signature for maximum flow and authentication to server
selected blocking flows

Decision of server on user
authentication

Figure 2 - Scheme of the developed system

Table 1 - Primitive roots

xt [ 1 2 3 4 [ 5|6 7 8 9 10 | 11 | 12 | 13 | 14 | 15 | 16 | 17 [ 18
1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1
2 2141811613 7 |14 9 18] 17 [ 15 | 11 3 6 12 5 10 1
3 3 9 8 5 115 7 2 6 |18 16 | 10 | 11 | 14 4 12 | 17 | 13 1
4 | 4 |16] 7 9 [17 )11 ] 6 5 1 4 16 7 9 17 | 11 6 5 1
5 5|16 1117 ] 9 7 [16] 4 1 5 6 11 | 17 9 7 16 4 1
6 6 |17 7 14| 51119 ]16] 1 6 17 7 4 5 11 9 16 1
7 7 |11] 1 7 [11] 1 7 (11] 1 7 11 1 7 11 1 7 11 1
8 8 7 118111 (12 ] 1 8 7 (18] 11 | 12 1 8 7 18 | 11 | 12 1
9 9 5 7 6 (16111 4 |17 | 1 9 5 7 6 16 | 11 4 16 3
10 |10 | 5 |12 ] 6 3 11111517 ]118] 9 14 7 13 | 16 8 4 2 1
11 (11| 7 1|11 7 1 (11] 7 1 11 7 1 11 7 1 10 | 15 | 11
12 {12 111 )18 | 7 8 1 |12 (11|18 7 8 1 12 | 11 | 18 7 8 1
13 (13117112 4 (14|11 (10| 16| 18| 6 2 7 15 5 11 | 15 9 12
14 (14| 6 | 8 |17 10| 7 3 4 18] 5 13 | 11 2 9 12 | 16 | 15 1
15| 15| 16| 12 2 |11 (13| 5 (18| 4 3 7 10 | 16 6 14 5 8
16 |16 | 9 |11 | 5 | 4 |7 |17 ]| 6 1 16 9 11 5 4 7 17 6 1
17 (171 4 |11 |16 | 6 | 7 5 9 1 17 4 11 | 15 | 11 4 7 1 10
1818 1 18| 1 | 18] 1 (18] 1 [ 18 1 18 1 18 1 18 1 8 3

—
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As primitive roots, such numbers are applicable which by multiplication by power of 2 from
x,x2 ....x'® and with division by modulus of 19 giving numbers from 1 to 18, those numbers are
primitive roots [3,4].

(p, Gamm, Betta) — public key M = (Gamm, Betta) — signature

a=14
l1<a<p-2
1<a<17
a=12
B = 142 mod 19
B=11
(p,o,B) = (19,14,11) — open key
M=x=41
1<4<p-2
1<r<17
y =o' modp
r=13
y=a®modp x=M=41
v = 1413 mod 19 = 2
§=(41-12+2)*13"'mod 18
8§ =(17) 137 Y mod 18
§=(17)+7 =119
M = (y,8) — signature M = (2,119)

Check
87y% = a* mod p
112 211° = 14*1 ;mod 19 = 10

Checking that
57y% = a* mod p

112 211° = 14*1 mod 19 = 10
Then the process of verification is accomplished.

The algorithm of Ford-Fulkerson. A dynamic algorithm for finding the maximum flow in a
transport network was developed in 1956 by mathematicians Lester Randolph Ford Jr. and Delbert Ray
Fulkerson. The algorithm for finding the maximum flow concluded to search any path from s to ¢ by df's
while such paths are existing.

Non-formal description of the algorithm:

1. All flows are set to zero. The residual network initially is matching with the original transport
network.

2. In residual network searching path from s to ¢, by dfs. If such path does not exist then the
algorithm finishes its work.

3. On founded path passing maximal possible flow:

1. On given path in residual network searching edge with minimal capacity ¢, .

2. For each edge in founded path incrementing the flow on ¢,,;;;, in reverse direction decreasing on
Cmin-

3. The residual network is updating. For edges in the founded path and in reverse direction, a new
throughput is calculated.

4. Return to step 2.
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Table 2 - Tracing of the Ford-Fulkerson algorithm on transport network with 6 vertexes

All illustrations of oriented weighted graphs (transport networks) presented in SFDP notation.

Iteration description

All flows are set to zero. The residual network initially is matched with the original transport network.
Blocking flow on the 1% iteration of the Ford-Fulkerson algorithm consists of the following paths:

1. {0,2,5} 1 unit of flow

Iteration description

Blocking flow on the 2" iteration of the Ford-Fulkerson algorithm consists of the following paths:

2. {0.1,3,5} 8 units of flow

Iteration description

Blocking flow on the 3% iteration of the Ford-Fulkerson algorithm consists of the following paths:

1. {0,1,4,5} 3 units of flow

Iteration description

Blocking flow on the 4™ iteration of the Ford-Fulkerson algorithm consists of the following paths:

1. {0,2,3,5} 4 units of flow
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Iteration description
Blocking flow on 5™ iteration of Ford-Fulkerson algorithm consists of following paths:

1. {0,1,2,3.5} 1 unit of flow, Maximum flow |f| equals 10.

Symmetric block encryption algorithm Blowfish with key dependable S blocks of substitution.
Optionally the 3" trusted side could use block symmetric cipher for encrypting packets with open keys.
Symmetric block cipher Blowfish is one of a kind cipher based on Feistel network and wherein having
key dependable S blocks. Symmetric block cipher Blowfish have an unaccustomed size of key in 448 bits
for symmetric block ciphers which is more inherent to stream ciphers like A5-1, RC-4 [3].

Initial data —
&4 bits 64 bits 64bits

S I S ——
[ L | mre | T Rn
L D g G =

v
L D . F P
v
Ln Rn Lo Ro
Encryption Decryprion

Figure 3 - Scheme of Blowtish algorithm
Function F(X)

1. 32 bits input data are divided into 4 8 bits blocks (X, X5, X5, X,.). Each of that blocks are indexed
by numbers of S blocks §; — S,

2. On values S;[X;],S,[X,] conducting addition by modulus of 232, also on values S3[X3], S,[X,4]
conducting addition by modulus 232

3. Results of that operations are output values of function F(X)

Formation of round keys

1. Arrays P, S initializing with the help of secret key K

2. Values P; — P4 initialized by fixed string of hexadecimal representation of Pi number.

3. Operation XOR conducted on array P; with first 32 bits of key K. Next with second 32 bits and so on.
Encryption of keys and substitution tables of S-blocks
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1. Occurring alternate encryption, initial encrypted value 64 bits zero string. Results are written in
values of P; — Pyg, S; — S,, following operations occurring until all values of P; — Pyg, S; — S, would be
not formed.

Appliance of blocking flow in steganography, LSB algorithm. If a following blocking flow
{0,1,2,3,5} is used then writing data: 01011 would be performing at zero, first, second, third and fifth
LSB bite of media container:

0100101001101011 01101010 01011011 01001000 01001001 00001010

Conclusion. Not all systems of Digital Electronic Signatures require additional confirmation factors
of sides, insertion of output data of the Ford-Fulkerson algorithm (blocking flow, transport network)
improves the security of Electronic Digital Signature. Due to the fact that transport network by itself is not
encrypted by El-Gamal algorithm but hashes this allows to reduce the amount of data for encryption to
increase performance and data of blocking flow, transport network would be serving not as key but the
kind of client identification tags participants of data transmission channel.
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A.A. Karkanbaes
Ox-Dapadu areiHAarsl Kazak YITTHIK YHUBEPCHTETI

AKIAPATTEI CTETEOTPA®USLIBIK KOPFAYILIH JKOHE AYTEHTHO®HKATIUS THIMAI
CXEMACEI MAKCHMAJIIBI AFBIH/IBI TABY/IBIH AJITOPATMAEPI HETI3IH/IE

AnHoTanua, Jb-[ aMaTe aNTOPUTMIHES HETI3ACATCH 3ACKTPOHIBIK TH(PPIBIK KOJTAHOAHBIH THIMIAI CXCMACHIH
d3ipnesi, KOk JKEICl >KOHE OHBI AFBIHABI OJOKTAy (IBIFBIC Acpekrepi) Popa-PamkepcoH MAKCHMAIIBl aFbIHBIH
TaOy IbIH AATOPUTMICP] TAPANTAPABIH Ay TCHTH(HKAMACH YIIiH KOCBIMIIA ACPEKTEP pPeTiHAe Kpi3MeT ereai. Kemik
JKCITICI YKOHE aFBIHIBI OTOKTAY KOCBUFAH CYJI0A THIMAI JCH CaHAJAIBI OWTKCHI KONTETCH YKCac OOKTAay arbIHIAD
JKOHE TYPII KOJIK KelIinepi 00y bl MYMKIH OCBI aFbBIHAAPMEH OAHTaHBICTEL

Tyiiin ce3gep. creraHorpadus, Popa-DPamkepcoH anrOpPUTM, AarbIHABI OIOKTAy, KPHUNTOTpa(Hs, arbiM,
Ay TCHTU(DHKALIVL.

A.A. Karkanbaes
Kazaxckuii HaMOHATEHBIN YHUBEPCUTET UMEHHU Anb-Dapadu

YPPEKTUBHAA CXEMA CTETAHOTPA®HAUYECKOM 3AIIUTHI HHOOPMAIIAA
N AYTEHTHO®UKAIIMUA HA OCHOBE AJITOPUTMOB HAXO’KIEHHAA
MAKCHMAJIBHOI'O TIOTOKA

Annoramus. Pa3pabotannag 3@exTuBHAA CXCMa 3ICKTPOHHONW IH(POBOI MOANNMCH, HA OCHOBE aarOpPHTMA
Omp-I'aMani, TpaHCTIOPTHAS CETh M €€ OJIOKMPYIOIHE IOTOKH (BBIXOJHBIC JAHHBIC) IMPOM3BEIACHHBIC AITOPUTMOM
HAXOX-ICHUSI MAaKcHMManpbHOTo moToka Popma-PankepcoHa CIykaT AOIMOJHHTCIBHBIMH — JAHHBIMH  JIJI
ayteHTHU(uKau cTopoH. Cxema ¢ 100aBICHHEM TPAHCIOPTHBIX CETCH M WX OJOKHPYIOIIHX ITOTOKOB CUHTACTCS
3(pEeKTHBHON Tak KaK MOMKET CYMIECTBOBATh MHOXKECTBO OJMHAKOBBIX OJIOKHPYIOIIMX IMOTOKOB M PA3THYHBIX
TPAHCTIOPTHBIX CETEH, ACCOLMUPOBAHHBIX C JAHHBIMH TIOTOKAMH.

KmoueBnie cioBa: creranorpadus, amroput™m Popaa-Dankepcona, OIOKUPYIOMMH MOTOK, KPHITOTpadus,
TOTOK, ay TCHTH(UKALHS.
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