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Abstract. Research of a wide range of the existing program systems of the analysis and estimation of risks of
information security concerning a set of basic characteristics is conducted (action, an event, probability, danger,
expenses and losses). Often before specialists of the companies for increase the efficiency of the solution of
problems of information security there is a question of a choice of the corresponding technique which will meet
adequate requirements. To the most known means which are used for research, belong — COBRA, CRAMM,
RiskWatch, RA2 art of risk, KES of management of IB "Vanguard", etc. For these means taking into account the
corresponding model of basic characteristics of risk the train which gives the chance to unify process of the
comparative analysis of such means that will increase efficiency of implementation of their choice for the solution of
problems of information security is made.
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Annotanust. [IpoBeneHo nccienoBanue IMUPOKOTO CIIEKTPA CYMICCTBYIOMMUX MPOTPAMMHBIX CHCTEM aHAIIN3a U
OIICHUBAHHUA PHUCKOB HH()OPMAIMOHHON OC30MACHOCTH OTHOCHTCIBHO HAOOpa 0a30BBIX XapaKTCPHCTHK (ICHCTBHC,
COOBITHE, BEPOATHOCTD, OTMIACHOCTD, 3aTPATHl H MOTepH). YacTo mepes CICHHATHCTAMA KOMITAHHHA TS TIOBBIIICHAS
3((CKTUBHOCTH PCHICHHUSA 3a4a4 3aIUTH HHPOPMAIIMH BOSHHKACT BOMPOC O BEIOOPE COOTBETCTBYFOIICH MCTOIHKH,
KOTOpag OyICT VIOBICTBOPATH AACKBATHBIM TpcOoBaHmsAM. K HambOICe W3BSCTHBIM CPEACTBAM, KOTOPBIC
HCTOIB30BaHbI A uccaeaopanns, otocarcsa — COBRA, CRAMM, RiskWatch, RA2 artofrisk, KOC ynpasneans
Wb «Asanlapa» u ap. g 3THX CPEACTB C YUICTOM COOTBCTCTBYIOIICH MOACTH OA30BBIX XapPAKTCPHCTHK PHCKA
COCTABICH KOPTCX, KOTOPBIH JACT BO3MOXKHOCTh YHH()HIMPOBATH IPOLECC CPABHUTEIHHOTO AHANN3A TAKUX
CPEACTB, YTO MNOBHICHT 3()()EKTHBHOCTH OCYINCCTBICHWS HMX BHIOOpA Iy peIueHHS 33734 HH()OPMAHOHHOH
6e30TmacHOCTH.

Ha cerogusinaumii 1¢HP CYIIECTBYET JOCTATOYHO IIMPOKOS MHOKECTBO HHCTPYMEHTAIBHBIX CPEACTB
anajgu3a u oucHmpanus pucka (CAQOP). Yacro mepen crnenmanuctaMu KOMIIAHWUN ISl MTOBBILICHUS
spdexkruBHOCTH pemeHus 3amad  3amuthl  uHbopMmaiwu (3M) Bo3HHMKaeT BOmpoc O BhIOOpPE
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COOTBETCTBYIOLICH METOIMKH, KOTOpas OyACT VAOBICTBOPATh aAcKBaTHRIM TpeOosaHusM. B paborte [2]
OCVILCCTBIICH aHATN3 TIOHATHS PHUCKA, B PA3THYHBIX MPEAMETHBIX 00IaCTAX YCTIOBCUCCKOH ACITEIBHOCTH,
JUIsL IOCIEAYIOEH ero uHTepnpeTanuii B odaactu undopmaimonnou 6ezonacHoctu (Mb). Takxke B [2]
ObLIa MPEATOKCHA KOPTE:KHAS MOACHb 0a3oBbix xapaktepuctuk pucka (KMP). Takoii mogxox gaet
BO3MOKHOCTh oTHOCHTESIbHO KMP yHubumposars mporecc uccneaopanus coorseTcrpyromux CAOP u
MOBBICUTE 3 PECKTHBHOCTh OCYINECTBICHHS HX BbiOOpa. Takke CYIIECTBYET MHOXKECTBO JPYTHX
MOJOOHBIX CPEACTB, IS KOTOPHIX HE ONPEACICH HA0OP XapaKTePHCTHK PHUCKA, MOCKOIbKY HE
OCYILECTBISICS COOTBCTCTBYOLIHI aHATH3.

B cBs3u ¢ 3TuM, Lenbio AaHHOH paboThI SBIACTCS MPOBEICHHUE HCCICIOBAHUS IIHPOKOTO CIICKTPA
cymectByomux CAOP (¢ ucnonp30BaHueM OPSATIOKEHHOTO B [2] M01X04a) A/ ONMpeaeaeHus ux Habopa
XaPaKTEPUCTHK, TI0 KOTOPBIM MOKHO OCYIIECTBUTh CPABHUTCIBHBIN aHATN3 TAKHUX CPEACTB. ITO TOBBICUT
3pdexruBHOCTS pemeHus 3aaa4 B obmactu b

B kavecTBe MCXOIHOrO MaTepHaia WCCICAOBAHUS, OBLTO B3ATO MHOXKCCTBO HaWOONIEE M3BECTHBIX U
ucnosszyembix Ha npaktuke CAOP — COBRA, CRAMM, RiskWatch, RA2 artofrisk (RASoftwareTool),
K9Cynpasneanallb«Asanl apa» («PuckMenemkep»), RiskAdvisor.

COAP 1 -Metoguxa COBRA(ConsultativeObjectiveandBi-Functional RiskAnalysis, pa3pabotunk —
C & A SystemsSecurityLtd, BenukoOpurtanus) opueHTHPOBaHA HA TOJACPIKKY TPeOOBAHUN CTaHIAPTA
ISO 17799 mocpeactBom Temaruueckux BompocHUKOB (checklist’s), uCmonb3yeMbIXx B XOJC OLICHKH
pUCKOB HH(OPMALIMOHHBIX AKTUBOB M JJICKTPOHHBIX OusHecTpanszakumii xommanuu [8]. Ilpoaykr
pacIpeH WHCTPYMEHTApHEM [ KOHCANTHHIAa W TPOBECACHHUS 0030pOB OC30MACHOCTH, KOTOPBIHA
paspaboTaH Ha OCHOBAHHMHM NMPHHLHIOB MOCTPOCHUS JKCICPTHBIX CHCTEM. B KOMIUIEKT HpOrpamMMHOTO
obecrmeucHuss(I10)  Bxomsr wmomymu COBRA  ISO 17799  SecurityConsultant, COBRA
PolicyComplianceAnalyst 1 COBRA DataProtectionConsultant, a Taxke menemkep moayias COBRA,
HCHONB3YEMbIH 11 HACTPOHKH U H3MCHEHHS CHA0XKaeMOH Ga3bl 3HAHHH.

Ha ocHoBe mHMIMANM3aluy TEMATHYCCKOTO BOIMPOCHUKA OCYINECTBICTCS OLICHKA M aHATIHM3 PUCKA
M0 CACAYIOIIMM KATCTOPHUSIM. BBICOKOYPOBHEBAs, O¢3omacHOCTH HHpopManuoHHbX TexHOomorui(T);
oneparuBHas MT wu OGuzHeca; MHQPACTPYKTYpPHl 3JICKTPOHHOH KOMMEpUHMH. MOAVIH TEeMaTHYCCKOTO
BONPOCHHKA HHOOPMALIMOHHO TOLACPKUBAIOT OTACNbHBIC NpUIokeHHs, Hampumep: APP-MAN
(Applicationlevelsecuritymanagement) - VIIPABICHHUS 0C30MaCHOCTHIO, APPAUDIT
(Applicationlevel Auditing) — ayautr; APPCNTRL (ApplicationStaffcontrol) — xontpoas wrTara;
APPDEPND (ApplicationStaffdependency) — 3aBucumocts mrara; AUDIT (SystemAudit) — mposepka
cucremMel u T.4. [lpumepom wunmimanuzamvu ganeeix gt APPCNTRL, mocpemctsom 3ampoca —
«CKOJBKO MHIMICHTOB BOPOBCTBA MPOU3OLLIO 32 MOCICAHUE 2 roaa?y, MoxeT ObTh BBOA umciaa «10»
MPH KOTUYCCTBE TAKMX HHIHACHTOB OOIIBIIC JCCATH.

Kak BuaHo w3 3ampoca, 34ech HET KOHKPETH3ALWHM MO VKPaACHHOMY, YTO HE TMO3BOJICT UYCTKO
ONpPEICINUTh CTCIICHb VPOHA U HA KAKUC XaPaKTCPUCTUKH OC30MACHOCTH PECYPCOB HH(POPMAITHOHHBIX
cucteM (MC) noenausan ToT win WHOH MHUUACHT. TakoW MOAXOJA AAacT BO3MOXKHOCTh PEATM30BATh JIUIIb
JOCTATOYHO TpyOoe olecHuBaHHEC pucka. BoposcTBo (¢ yuetoMm [3]) ecTh CyOBEKTHBHOH aKTUBHOM
vrpozoii KIJI-Tina, koHpHACHINATEHOCTD, LEIOCTHOCTh U JOCTYITHOCTh B 3TOM CIy4ac HapyLIacTcs,
HaIpUMEp, ¢ UCUC3HOBEHUEM €AMHCTBCHHOTO 3K3EMIUIIPA OMPEACICHHBIX HHPOPMALIMOHHEIX PECYPCOB,
Kpaska TaKKe MOYKET ObITh CBA3aHA ¢ MOAMCHHON JaHHBIX NEpe] UX BBOJOM HIH B IIpoliecce BoIBoAA [3] u
t.8. KacarenpHo cremeHM VypoHa I KOMIIAHHH NPH Kpake KOH(UACHIMATBHON wuH(bopMauuny,
HanpuMep, TMIHOH HH(GOPMALH COTPYAHUKOB MM 0a3bl JAHHBIX KIHEHTOB, TO OH OyJAET 3HAYHUTCIBHO
OTIMYATHCA HPU HACTYIUICHUN 3TUX COOBITHH.

OtHocuTeIbHO 0a30BbIX xapaktepuctuk pucka [2] aas meromukn COBRA MokHO mOmy4auTh
otoOpakeHus Takux cocTtapisomux: BC;, BC,. Tak, komnonenty BC; (HCX0as U3 YKa3aHHOTO IPUMEPa)
COOTBETCTBYET, Hampumep, 3HaueHwe BC;= «Kpaxa». IT0 ACHCTBHE MPHUBOIUT K HAPYLICHHIO
ONpeIcNEHHBIX XapaKTCPUCTHK OE30IACHOCTH AaTAaKOBAHHBIX PECYPCOB M MOXKET OBITh CBS3aHO €O
sraucHueM BC,= «HKL .

[Tocne oOpaboTKH MHHITHATH3HPOBAHBIX JAHHBIX CHCTEMA FEHEPHPYET OTUCT, B KOTOPOM OIKCaHA
nmeranpHas oucHka (DetailedRiskAssessment (continued)) mo creayrommuM XapaKTCPUCTHKAM PHCKA!
kareropust (RISK CATEGORY); yposens (RISK LEVEL); ouenka (RISK ASSESSMENT). Hanpumep:
KATEI'OPUA PUCKA - «Hempeasuacuunas cutyaius B Ousuece»; YPOBEHb PUCKA - 96,61%;

—— 44 ——




ISSN 22245227 Ne 6. 2015

OLIEHKA PHUCKA - «llepconan mioxo TMOATOTOBICH K HENPSABUACHHBIM CHUTYAIL[USM, HET
ITAHUPOBAHUS ACWCTBUHA B HCOPCABHIACHHBIX CHTYAalMSAX W HE BHIMOTHAIOTCA TPEOOBAaHHUS K HHM).
OTMeTuM, YTO B aHATH3UPYEMOUW METOIHMKE PHCK OTOOpakacTcs TpeMs Oa30BBIMH XaAPAKTCPUCTHKAMH,
mepBas ¥ MOCICAHSS W3 KOTOPhIX HecyT B cebe BCuBC, cocrapisiomme (Ha3BaHHEC KATCrOPUH H
KOMMCHTapUH K HEH), a OCTaBIIA’ICH —COCTABILIIOIIYIO0, KOTOpol cootBeTcTBYET «Y POBEHD PUCKA Y,
MPEACTABICHHBIH B MPOLCHTAX (BEPOSTHOCTh HACTYIUICHHUS PUCKA), B CBI3H ¢ 3TuM (yuurtbiBas [2])
VPOBCHB PHCKA MOKHO OTOOpa3uTh yepe3 KOMIoHeHT BC;. AHAIN3 U OLICHUBAHUE PUCKA MPOUCXOINUT BO
BpeMs OOpaboTKH AaHHBIX HHHLMHPYEMBIX YEPE3 TEMAaTH4YCeCKUH BONPOCHHK. Bce paccmaTtpuBacMeie
neiictud (BC;), KOTOpbIE 0TOOPAXKAKOTCS B 3aNPOCcax, COOPAHbI B KATCTOPHU PUCKA, HAIPUMED, ACHCTBHE
paccMoTpeHHOe B mpuMepe 3ampoca SC;;BXxoaur B Kareropuio pucka «HenpeapuacHnas curvaums B
ousnece (HCB)», cienoBareIbHO XapaKTCPUCTUKY B JAHHOW KAaTCTOPHH PUCKA MOYKHO HPEACTABHTH KaK

B C]HCE = {BCIHCEI ,BC

JHCE2 s BC 1HCBbe, } , T7e BC 1meg; = Kpaxkay (bC1 — KOTMIECTBO UACHTH(UKATOPOB YTPO3
Juist kareropur HCB) [2].

IMocne ommcanus BCEX KATCTOPHA W PAHKHPOBAHUS YPOBHCH pHCka (C €aMOTO BBICOKOTO JO
HyJ'ICBOl"O) B MCTOAHUKC IPUBOAATCA PCKOMCHIAYCMBIC MCPBI IO UX CHHUXKCHUIO. TaK, B MPUBCACHHOM
MpUMeEpe A YKA3aHHOU KaTeropHy pHUCKa aaetcs pekomeHpaims — «lloap3oBatenu xomkHbl GOpMaTbHO
onpcaAC/INTG CBOU MHUHUMAJIbHBIC TpC6OBaHI/IH O6CJ'Iy>KI/IBaHI/IH nu 6LITI> rOTOBBIMHU K HCHPCABUIACHHBIM
CUTyaluAM». TaK)KC B MCTOAUKC HMCCTCA BO3MOXXHOCTBH MPOCMOTpPa HUHULHUHUPYCMBIX MOAHHBIX IJId
Temaruueckoro BonpocHuka (Question&ResponseListing (continued)).

AHaJ'II/IS nokasaljl, 4YTO MNpiaMOro HUCIHOJb30BAHUA KOMIIOHCHTA BCZ B CHCTCMC HCT, HO
MPOCIC/KUBACTCS JIOTWUCCKAA CBI3b ¢ HUM, MOJITOMY CUHMTACM €rO TPHUCYTCTBUC KOCBCHHBIM. 31CCh W

Janee A 0003HAUCHHST KOCBCHHBIXXAPAKTCPUCTUK B KOPTEKE OYACT HCMOJBb30BATBCACUMBOI *, T.C.

BC , -Ilocne mpoBeerHoro aHamasa ¢ yueroM KMP [2] KopTexk st 9TOM METO/MKH MOKEM TIPEICTABUTE B Bujie <BC, BC 29

BC;>.

COAP2 -Meroxn CRAMM(CCTA RiskAnalysisandManagementMethod,paspabotuank  —
LlenTpamsHoe areHTCTBO o KOMITBIOTEPaM u TEIEKOMMYHHUKAITHSIM (CCTA -
Central Computerand TelecommunicationsAgency), BenukoOpuranus) peann3oBaH bupmoit

InsightConsultingLimited B ogHOMMEHHOM MOPOTrPAMMHOM MPOAYKTE, B KOTOPOM MPSAYyCMATPHUBACTCS
MOSTAMHBIA U CTPOTUH MOAXO0] K aHATH3Y U OLICHHUBAHHUS PUCKA, OXBATHIBAIOINUI aCIEKTh GS30MACHOCTH
Kak TexHuueckoro (Hanpumep, UT-o60pyaoBanue U nporpaMMHOE 0OECIICUCHHE), TAK U HETCXHUYCCKOTO
xapakrepa (Hampumep, (puznyuecKkoro u 4deaoseueckoro) [7]. B gampretimem OyaeM paccMaTpuBaTh
MporpaMMHoOe HHCTpyMeHTabHOE cpeactBo CRAMM, B KOTOpPOM mpoLiece OLICHHUBAHUS PEaIU3VETCs B
Tpu 3tana. Ha nepsom — npoBoautcs uaeHTHGUKAIMI PH3MUCCKIX, TPOTrPAMMHBIX U HHOPMALIMOHHBIX
PECYPCOB, COACPIKAIMUXCS BHYTPU TpaHul] cuctemsl. LleHHOCTh dusmueckux pecypcoB 8 CRAMM
ONPEEIICTC CTOMMOCTBIO UX BOCCTAHOBICHUSA B ciydac paspyiueHus. Jns nanasix u [10 Beibuparorcs
npumeHuMble kK gaHHol UC kpurepuu, maetesd oneHka ymepOa mo mxkane co 3HaueHusmu ot 1 go 10.
Hampuwmep, mkana omneHkn mo kputepuio «DHHAHCOBBIC MOTEPH, CBI3AHHBIE C BOCCTAHOBICHHEM
pecypcoB» oTobpaxaeTes uepes creayromue sHaucHus [1, 7] 2 6amna — menee $1000; 6 6ammos — ot
$1000 no $10 000; 10 6amnos — ceeime $100 000 u T.4.

Ha BTOpom sTane paccmaTtpuBaeTcs BCe, UTO OTHOCHTCS K WACHTH(HKALNY U OLICHKE YPOBHEH yIpo3
IS TPYIIT PECYpPCcoB M HX ysa3BuMocTed. OLCHHMBACTCS 3aBUCHMOCTB IMOJB30BATCIBCKUX CEPBUCOB OT
ONPEACICHHBIX TPYII PECYPCOB M CYLICCTBVIOIIMH VPOBCHb VIPO3 MW VA3BHUMOCTCH, a Taioke
BBIYUCIIIOTCS VPOBHU PUCKOB U aHATH3UPYIOTCS PE3yIbTATh. Pecypchl rpyIIHPYIOTCS IO THIAM YIPO3 U
va3BuMocTer. Hampumep, B ciyuae CyIIecTBOBaHHS VIPO3bl MOXKApPa WM KPAXKH B KAUECTBE TPYIIIBI
PECYPCOB  pa3yMHO pPacCMOTPETh BCE PECYPCHl, HAXOASINUECS B OJHOM MecTe (CEpBEpHBIM 3ai,
MOMECIICHUE CPEACTB CBSI3H U T. A.).

[Tporpammvuoe cpeactBo CRAMM s kaxao# rpymmmsl pecypcoB (M KaXKaoro u3 36 THIOB yrpo3)
TCHCPHUPYET CHOHCOK 3ampocoB, IS KOTOPBIX MOCIC WHHLMANHA3AIUM JAaHHBIX OLCHKA VPOBHEH
OCYIICCTBISICTCS, HAMPUMEP, KaK OYCHb BBICOKHH, BBICOKHN, CPCAHHM, HU3KHM, OYCHb HHU3KUH (s
YIPO3bl), U KaK BBICOKHH, CPCAHMH M HHU3KUH (s ys3BuMocTH). PaccMoTpum mpuMmep 3ampoca st
«OUeHKH yrposbpy. «CkompkO pa3 3a HOCICAHHWE TPU ToJa COTPYIHHKH OPraHHM3aLUH IBITATHCh
MONYYHUTh HECAHKLIMOHUPOBAHHBIN JOCTYN K XpaHsawmeiicas B UC uHpopManum ¢ HCnonbp30BaHHEM IPaB
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apyrux — momb3oBatencii?y  Tawoke, Ans  madpHEWINCH —OOpabOTKHM, MPEAIararOTCs  BapPHAHTHI
VHUIHATM3AIMN JAHHBIX 3aMPOCy MOCPEACTBOM MPUCBAUBAHUSI OIPEACIEHHOTO KOJIMICSCTBA 0anoB: a) HU
pasy (0 GasoB); ... d) B cpeaHem gare oxHoro pasa B rox (30 6anos) u T.a. [lpumep 3anpoca ais«oueHka
ys3BUMOCTIY . «CKOJIBKO JTIOASH MMEIOT mpaso moas3oBaThess MC?» a) ot 1 xo 10 (0 Ganos); b) ot 11 g0
50 (4 6ama) u T.1. Ha ocHOBE 310 MHGDOPMAIIUH PACCUUTHIBAIOTCS YPOBHH PUCKOB (PUCK OIMPEACISICTCS
KaK BO3MO)KHOCTb MOTEPb B PE3YIbTATE KAKOTO-THOO ACHCTBHS WU COOBITHS, CIOCOOHOTO HAHCCTH
yiuiepd [1]) B auckpernoi mkajge ¢ rpagamusmua ot 1 mo 7. Ilporpammuoe cpeacrso CRAMM
OOBSAMHSICT YIPO3bl M YI3BUMOCTH B MATPHUIIC PUCKA, a JUTS CO3JAHMS MIKAJI, HAMPUMED, UCHONb3YIOTCS
JaHHbIC U3 Ta0I. 1 (1711 ypoBHEH yrpo3 U YA3BUMOCTCH).

TaGmurra 1 MTkais! 17151 ypoBHEH U YSA3BUMOCTEH

kanbl Onmcanne 3HavyeHne
ITkana oleHKH ypoBHEH yrpo3pl(yacToTa | MHIMIEHT IPOUCXOUT B CpeTHEM HE Hallle, YeM Kak/ple | OueHb HU3KUN
BO3ZHUKHOBEHUS ) 10 ner
VHIMIEHT IIPOUCXO/WT B CPEIHEM OJIMH a3 B 3 rojia HU3KU
VHIMJIEHT IIPOUCXOJMT B CPE/IHEM Pa3 B I'oJ| cpeHui
VHIMJIEHT TIPOUCXOJUT B CPEJHEM OJHMH pa3 B UEThIPE | BHICOKUIL
Mecsia
VHIMIEHT IIPOUCXO/IUT B CPETHEM Pa3 B MECSI] OYEHb BBICOKHUI
ITkamna OLIEHKHU VpoBHS | B ciydae BO3SHMKHOBEHMS WHIMJEHTA, BEPOSTHOCTh | HU3KH
VS3BUMOCTH(BEPOSITHOCTH VCIEIHOW | pa3BUTHSL COOBITHI 110 HAWUXY/IIIEMy CIIEHAPUIO MEHBIIIE
peanm3aIyu yrpo3sl) 0,33
B ciydae BO3HUKHOBEHHS WHIMJEHTA BEPOATHOCThH | CPEHUIN
Ppa3BUTH COOBITUH IT0 HauXyMileMy clieHapuro oT 0,33 jo
0,66
B ciydae BO3HMKHOBEHHS WHIMJEHTA BEPOSTHOCTH | BBICOKHUIL
Ppa3BUTH COOBITHI 110 HAUXY/IIIEMY CIIEHApHIO BbIIIe 0,66
B ciydae BO3HMKHOBEHHMS WHIMJEHTA BEPOSTHOCTH | HM3KHUMH
pa3BUTHSL COOBITHI 110 HAUXy/IIIEMy CIICHAPUIO MEHBIIIE
0,33

Amnanms pPUCKa IMPOBOAUTCA Ha IMNCPBOM MW BTOPOM JTamnax, IMOCIAC YUCTO OCYHICCTBILCTCA CTO

oucHuBanue. Bo BpeMs aHanmza mpeparactcs HPOCTaBUTh KOA(PHIMCHTHI AN KXKIOTO pecypea ¢
TOYKH 3PEHMA YacTOTHl BO3HUKHOBEHUS YIPO3BI M BEPOSATHOCTH PEATHM3AINHN YIPO3BL, B CBA3H C ITHM C
yueroMm [2] 3aeck MOKHO BeiACuTh KomnoueHTo BCs u BCs.

Hcxong u3 oneHOK cTOMMOCTH pecypcoB, 3amumacMoid MC, yrpo3 u yA3BUMOCTEH, ONPEaeIAOTCs
«OKHJAEMBIE TOJOBBIE TToTepH». Ha puc. | npuseaeH mpumvep MaTpHIIBl OICHKH OKUAASMBIX TIOTEps [ 1],
IIC BTOPOH CTOIOCI] CIeBa COACPIKUT 3HAYUCHUS CTOMMOCTH PECYPCa, BEPXHSA CTPOKA 3aroyioBKa TaOIHIBL
— OLICHKY YacCTOThI BO3HHUKHOBCHHS VIPO3bl B TCUCHUE rofa (VPOBHS YIPO3bl), HIKHSSA CTPOKA 3aroJI0BKA
— OLICHKY BEPOSATHOCTH YCIIEXA PEATHU3ALHH YIPO3bI (YPOBHS YA3BHUMOCTH).

0.1 0.1 0.1 0.34 0.34 0.34 1 1 1 333 333 333 10 10 10
0.1| D.5| 1| 0.1| 0.5| 1| 0.1| 0.5‘ 1| 0.1| 0_5| 1| 0_1‘ 0.5‘ 1‘

1 1000{ 1.0E+01 5.0E+01 1.0E+02 34E+01 17E+02 3.4E+02 10E+02 50E+02 1.0E+03 3.3E+02 1.7/E+03 3.3E+03 50£+03 50E+03 1.0E+04
2 10000| 1.0E+02 50E+02 10E+03 34E+02 17E+03 34E:03 1.0E+03 50E+03 1.0E+04 33E+03 17E+04 3.3E+04 50E+04 50E:04 1.0E+05
3 30000| 3.0E+02 15E+03 3.0E+03 1.0E+03 51E+03 1.0E+04 3.0E+03 15E+04 3.0E+04 1.0E+04 5.0E+04 1.0E+05 15E+05 15E+05 3.0E+05
4 100000| 1.0E+03 5.0E+03 10E+04 34FE+03 17E+04 34E+04 10E+04 50E+04 10E+05 33E+04 17E+05 33E+05 50E+05 50E+0D5 1.0E+06
5 300000| 3.0E+03 1.5E+04 3.0E+04 1.0E+04 51E+04 1.0E+05 3.0E+04 15E+05 3.0E+05 1.0E+05 5.0E+05 1.0E+06 15E+06 15E+0D6 3.0E+06
& 1000000| 1.0E+04 5.0E+04 10E:05 34E+04 17E+05 34E+05 1.0E+05 50E+05 1.0E+06 3.3E+05 17C+06 3.3E+06 5.0E+06 5.0E+06 1.0E+07
7 3000000| 3.0E+04 15E+05 3.0E:05 10E+05 51E+05 10E+06 3.0E+05 15E+06 3.0E+06 10E+06 50F+06 10E+07 15E+07 15E+07 3.0E+07
8 1E+07| 1.0E+05 50E+05 10E+06 3.4E+05 17E+06 34E+06 1.0E+06 50E+06 1.0E+07 3.3E+06 17E+07 3.3E+07 5.0E+07 5.0E+D7 1.0E+08
9  3E+07| 3.0E+05 15E+06 3.0E+06 1.0E+06 51E+06 1.0E+07 3.0E+06 15E+07 3.0E+07 1.0E+07 5.0E+07 1.0E+08 15E+03 15E+08 3.0E+08
10 1E+08| 1.0E+06 50E+06 1.0E+07 3.4E+06 17E+07 34E+07 1.0E+07 5.0E+07 1.0E+08 3.3E+07 17E+08 3.3E+08 5.0E+08 5.0E+D3 1.0E+09

Pucynok 1 — MaTpuita 03u1aeMbIX T0JI0BBIX IIOTEPh
3navyeHusd oxumaembix roxoeix motepb (AnnualLossofExpectancy) nepesogsarcs B Oamisl,
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MOKA3bIBAOIINE YPOBCHb PHUCKA, COMVIACHO IIKAJIBI, MPSACTABICHHON Ha pUC. 2 (B 3TOM IPUMEPE pasmep
MOTePh MPUBOAUTCS B (PYHTAX CTCPIMHIAX) U AAJICC B COOTBETCTBUU ¢ MaTpullei (puc. 3) BBIBOIUTCS
OIICHKA PUCKA. 3AECh, C yUETOM [2], rOIOBBIC MOTESPH MOKHO OTpa3uTh uepe3 kommnoHeHT BCs.

CRAMM Measure “Annual Loss of
of Risk Expectancy”

1 <£1,000

2 <£10,000

3 <£100,000

4 <£1,000,000

5 <£10,000,000

G <£100,000,000
7 <£1,000,000,000

Pucynok 2 — [Tlkana orieHKH

Tpetuii 3Tam HCCICAOBAHUS 3AKIIOUACTCS B MIOUCKE aaeKBaTHBIX KOHTpMED. 3aeck CRAMM renepupyeT
HECKOJBKO ~ BapHAaHTOB MEP  NPOTUBOACWCTBUS,  AJCKBATHBIX  BBUIBICHHBIM ~ PHCKAM W HX
yposasim. Otaocurenpao npeactasicHuss KMP ans CRAMM (anamoruuno meroguke COBRA) moxHO

onpeaenuts 3Hauenus: BC;, BC ,. Kowmmonenr BC; oroGpaskaeTcs AEHCTBHEM, KOTOPOE NPHBENO K

HApVIICHUIO XapakTepuctuk UMb, UT0 MOKHO mMoKazarh Ha HpUMEPE «OLCHKH VIpo3bl», a mMeHHO BC; =
«HecaHkoHNpoBaHHBIH A0CcTYI MOzkeT npusecTy K BC,,= «Hapymenue xonduaeHimansaoctn (HK)».

Threat Very Very Very Low Low Low Medium Medium Medium High High High Very Very Ver
Low Low Low High High Hig
Vuln. Low | Medium | High | Low | Medium | High | Low | Medium ‘ High | Low | Medium | High | Low | Medium | Hig
Asset
Value
1 1 1 1 1 1 1 1 1 2 1 2 2 2 2
2 1 1 2 1 2 2 2 3 3 2 3 3 3 3
3 1 2 2 2 2 3 2 3 3 a 3 4 3 4
4 2 2 3 Z 3 3 3 3 4 3 4 4 4 4
5 2 3 3 3 3 4 3 4 4 4 4 5 4 5
6 3 3 - 3 4 4 4 4 5 4 5 5 5 5
¥ i 3 4 4 4 4 5 4 5 b 5 5 6 5 6
8 4 4 5 4 5 5 5 5 6 5 6 6 6 6
9 4 5 5 5 5 6 5 6 6 6 6 T T 7
10 5 5 6 5 6 B 6 6 5] B 7 7 F T

PucyHok 3 — MaTpuiia OlleHKH pucka

[Tocne mpoxokaeHUs Bcex 3TamoB B pesyabrate mMeeM monHoe omucanne MC. Onenka yrpos u
VA3BUMOCTEH OCYILICCTBIIICTCS HA OCHOBE OLICHKH PHCKA MO ABYM (pakTOpaM — PHCK paccMaTpHBACTCS Kak
KOMOWHAIMS BEPOATHOCTH PCaln3allidl YIPo3sl M YA3BHMOCTH, a Takke ymepba [1,7]. B mpouecce
OLICHUBAHMS YIPO3Bl U VA3BHMOCTH Bce Oalabl CYMMHUPVIOTCS U TOJIYYCHHOE 3HAUYCHHC OTHOCHTCIBHO
ONpPECICHHOTO Iuara3oHa, 0ToOpaxkacT Ux creneHs. Hanmpumep, ecnu cymma 6aioB Ans yrpo3bl paBHA
25, To OHa OTIPEICIACTCS KaK CPEAHSS, IPH 3TOM HCIOIb3yeMasl IKAIA JJIs CTCIICHH YIPO3BI CICAYIOMIAS:
10 9 GanoB — oucHs Hu3Kas, ot 20 10 29 — cpexuss; 40 u Oosee — OUCHB BBICOKASE. AHAJIOTHYHO IS
VA3BUMOCTH, HaPHUMEP, €CTM cyMMa 0anoB paBHA 53, TO OHA OLICHUBACTCS KaK BBICOKAs, a IIKada s
CTEMEHH VA3BUMOCTH cieayoowmas: 10 9 6anos — Huskast; 20 u Oonee — BEICOKasg.ITa METOAUKA TIOIXOIUT
O VKE CYLICCTBYIOIIMX CHCTEM M MAJONPUTOJHA HA CTAAMAX HMX Pa3pabOTKH, TOCKOIBKY IS
Ka4YeCTBCHHOH olleHKH pucka Tpedyercs nonnoe onucanue MC kommannn.Ilocne nposeaenHoro ananmmsa

¢ yuetom [2] cocrapum KMP mis mannoro metona: <BC;, BC 2 , BC;, BCs, BCg>.

CAOP 3 -Cucrema RiskWatch (paspaborurik — xommanms RiskWatch, CIIA) oroOpaxaet
tpedoBanus cranaapros ISO/IEC 27001 u ISO/IEC 27002, NIST a taxxke COBIT IV. Ilponecc ananmsza
W OLCHHMBAaHUS pUcKa mpoussogurcs B ueThipe ¢asel. ®aza 1 — omucanne MC opraHuzammm ¢ TOYKH
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speuust Wb (ompeaencHue mnpeaMeTa HCCICAOBAHHsS). 31SCh ONUCHIBAIOTCS TaKHE MapaMETPhI
MPCANPUATHS, KaK TUI OPraHU3aldy, COCTaB UCCICAYEMOU CHCTeMBI, 0a30BBC TpeOOBaHUS B oOnactu
Ub. Ina oOnerucHus paboThl aHATUTHKA HCTIONB3YIOTCS BCTPOCHHBIC CIUCKU (KATCTOPHH 3aIlHIIACMBIX
PECYPCOB, MOTEPh, YIPO3, VA3BUMOCTEH M MEp 3aIIUTHI), B KLKIOM U3 KOTOPBIX MOXHO OCYINCCTBIATH
BBIOOP TEX COCTABISIOMIMX, KOTOPHIC PEaJbHO MPUCYTCTBYIOT B OPTraHH3aLMH, HAPHMED, B KaTCTOPHUU
MOTEPb MOTYT OBITh MO3MLIUH. 33JCPKKa M OTKa3 B OOCTYKMBAHUH, PACKPHITHE WHPOPMALIUH, MPSIMbIC
notepu (HampuMep, OT VHHUTOXKCHHS OOOPYAOBAHUS TPH MHOXKApE), KOCBCHHBIC MOTEPH (HAampumep,
3aTpaThl HA BOCCTAHOBJICHHUE), KHU3Hb H3JOPOBBE (MIEPCOHANA, 3aKA3UYHUKOB W T.1.), H3BMCHCHUC JAAaHHBIX,
penyratma [7] m t.n. @aza 2 — BBOA maHHBIX. [lnd BBIABICHHA YA3BHMOCTEH HHHIMATH3UPYETCH
temaruueckuit BompocHuk (TB), Gaza kotoporo comep:xkut Oomee 600 3ampocoB. 3amacTcs 4acToTa
BO3HHKHOBCHHS KOKIOH M3 BBIACICHHBIX YIPO3, CTCICHD VSI3BUMOCTH M LIEHHOCTb PECYPCOB (AKTHUBOB)
(puc. 4), Ha ocHOBaHMH 4ero paccuutbiBactcs 3(heKTHBHOCTE BHEApeHUs cpeacts 3U [7].

Phase II - Threat Frequencies ' EE

Listed below are the Threats and their coresponding Standard Annual Frequency Estimate [SAFE]. The
Local &nnual Frequency Estimate [LAFE ] reflects this caze's estimate and iz the value that will be used
in the calculations. Initially, the SAFE and LAFE are the same walue.

- Selected Threats LAFE SAFE .
Air Conditioning Failure j
Elackmai 0.05 0.05
Budoet Losz 5.00 0.50

Pucynok 4 — OkHO MHUITHATIM3AITAY [1apaMeTPOB

IMo amamoruu ¢ I10 COBRA B RiskWatch (mast ymporneHus BBOga u 0OpabOTKH JAHHBIX)
MHOXECTBO 3ampocoB TB WHHIMHpPYIOTCS TOCPEACTBOM BHIOOpA JAaHHBIX M3 Habopa BapHAHTOB,
HapUMEP, KOHKPETHBIC uncioBeie 3HaucHus (0, 1 — «aukoraay, 2, 3 — «peakox, 4, 5, 6 — «uHormay; 7,8 —
«o0braHOY, 9, 10 — «BCETOA») WU «HET», «HE 3HAKWY». lloCPeACTBOM 3ampoOCOB OTPAXKAKTCH U
OLICHUBAIOTCA Tekyinme mnpaswia Kb cOOTBETCTBEHHO CYINECTBYIOIIMM CTAaHAAPTAM. 3alpocoM B
RiskWatch, nampuvep, Moxet ObITh — «ECTh TH pasrpaHHdIcHUE JOCTYIA K BHYTPCHHEH M BHEITHEH CETH,
TOYKaM JOCTYNA, OTACIbHBIM KOMITbEOTEpaM W (aiinoBeiM cepBepam?». Paza 3 — omeHKa pucka.
PaccuutsiBactes mpoduns puckos, u BeiOuparoTcs Mepsbl odecneueHns UB. Jlng 3Toro ycraHaBIUBaOTCS
CBI3M MCEKAY paHee OMPEICICHHBIMH PECYpPcaMH, MOTEPSIMH, VIPO3aMH M YA3BHUMOCTSAMH, 4 PHCK
OIICHMBAETCA TIOCPEACTBOM OXKMIAGMBIX mNOTeps 3a rox. Hampumep, ecmm cTommocTh cepsepa
v =150 0003, a BeposATHOCTh €r0 YHHYTOKCHUSI TpH moxape B TeueHue roga p=0,01, To oxxugacmeic
notepu coctasiar M =15008, Te. m=pXxV, rac p — BEPOATHOCTh BO3HHUKHOBCHHUSI YIPO3bL, & V —

ctonMocth pecypca. Ormernm, uto RiskWatch 6asmpyercs Ha takmx panHeix NIST, xak LAFE
(LocalAnnualFrequencyEstimate) u SAFE  (StandardAnnualFrequencyEstimate), cOOTBETCTBEHHO
OTPAXKAIOIIUX TOJOBVIO YaCTOTY pEalH3alMyd VIpo3 B JIOKATW30BAHHOH (HampuMmep, B TOpPOAE) U
rnodanu3oBaHHol (Hampumep, B CeBepHoil Amepuke) obaactu. MCmoap3yeTcs TakkKe MOMPABOYHBIN
KO3 QHULUCHT, VUUTHBAIOIINN YacTHIHOC VHHUTOKeHUE pecypea. [loayuute onenku LAFE u SAFE,
HampuMmep, 1t Y KpauHbl MpoOIeMaTHIHO, MOCKOJIBKY HET HEeoOXoaumown cratuctuku. K mpumepy, B
CIIA  cymecTByeT  HauWoOHagBHAS  mporpamMma 1o  cOOpy  JaHHBIX 00  MHIUACHTAX
(TheUniformCrimeReporting), uro mo3BoseT CHOPMUPOBATE COOTBETCTBYIOUIYIO CTATHCTHUCCKYIO
unpopmanmo o0 wuHiuacHrax Wb B oOmerocymapcrBennoit Oase. ®asza 4 — reHepaunust oTueTa
(puc. 5).@opmupyroTcss  auarpamMmel B TabiaMm@ JACTATBHOTO MPCACTABICHHUS COOTBCTCTBUS H
HECOOTBETCTBUS (OTHOCHUTC/IBHO 3apOCcOB) TPeOOBAaHUSIM CTaHAApPTa, a Takke guarpamma moreps. C
YYCTOM CTOMMOCTH PECYPCa OCYIUCCTBISCTCSI OLCHKA OKHIACMBIX TOTEPh ([0 KOHKPETHOMY aKTHBY) OT
peanusanum oaHOM yrpossl (ALE) [7] ALE=AxEF x I, rae: A (AssetVal) — crommocTs pecypea
(mannpie, mporpammer, ammaparypa u T.4.); EF (ExposurcFactor) — kosdduumeHT Bo3acHcTBUS
(mpouecHTHAs YacTh OT CTOMMOCTH AaKTHBA, MOABEpracMou pucky); £ (Frequency) — wacrora
BO3HHUKHOBCHHMSI HEXKENATEIbHOrO coObiTHsi. Hampumep, mycrs ammaparHoe cpeactso croutd=10 000$,
koshuumeHt BozacicTBus Ha Hero LF=0,5, a wacrora F=0,2, TO 0XHIACMBIC MOTCPU COCTABSIT
48 ——
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AEL=1000$. Tocre nacHTHMKAIMK AaKTHBOB U BO3ACHCTBHI oneHuBacTes odmuii puck mis MC (cymma
BCEX YACTHBIX 3HAUCHHH).

Theft - Company Property - RFE: 2.00

The warious incident clagses agsociated with this threat are shown in the feollowing table:
Incident Class SLE ALE ¥ of total ALE
Delays/Denials, Communications Eguipment 526,401, $52,801. 68.0%
Delays/Denials, Data/Information 54,400, 58,800, 11.3%
Delays/Denials, Physical Inventory/Product 32,750 35,500, 7T.1%
Direct Logsa, Cash 52,200 54,400 5.7%
Delays/Denials, Production Resources 51,100 52,200, 2.8%
Direct Loss, Physical Inventory/Product 51,100 22,200, 2.8%
Direct Loss, Data,/Information 8550, 51,100, 1.4%
Direct Loss, Production Resources 5275 3650, 0.7%
Direct Logg, Communications Eguipment £39. 77 0.1%

Prcynok 5 — @parment otuera B RiskWatch

HomomuutenpHo ucnop3yrorces mnokasareau ARQO (AnnualizedRateofOccurrence) — oxxumaemas
rogosas uacrota mpoucmectsus H SLE (SingleLossExpectancy) — oxugaeMelli €IMHUYHBIN yIiepd
(pazHHLIA IEPBOHAYAIBHON U OCTATOYHOH (MOC/C MPOUCIICCTBUSI) CTOMMOCTH aKkThBa). [ OLlCHUBAHUS
OTACABHO B3ATOW Mmapel «yrposa-pecypc» wucnombsyercs (opmyna ALE = AROxSLE . Taxxke
MPUMEHSIOTCS CLICHAPHUU «YTO, €CJIH:», MO3BOJIOIINC OMUCATh AHAJIOTHYHBIC CHUTYALMU NMPH VCIOBHU
BHEAPCHHUS cpeAcTB 3amutel. CpaBHUBAS 0KUAACMBIC TIOTCPU MPU YCIOBUH BHECAPCHUS 3AIMUTHBIX MEP U
0e3 HUX, MOXKHO OUCHHTH 3(dekt oT Takux Mepompusatuid. s storo B RiskWatch coaepxkarcsa ne
tonbko Oasel manHeix LAFE u SAFE, vo u 06a3sl pasauunbeix cuctem 3armutel uHpopmammu (C3U).
DddexT oT BHEAPCHHUS CpeACTB OesomacHocTH onpeaeasercs mapamerpom ROI (Returnonlnvestment —
BO3BpaT MHBCCTHUIIHIH), TIOKA3BIBAIOLIUI OTAAYY OT BAOKCHHUH 32 MICPHOT BPCMCHH.

OtrocutensHo KMP ¢ yuerom [2] nna RiskWatch onpeaenum koprex. Tak kommouenTy BC (nicxoas
W3 YKA3aHHOTO MPHMEPa KaTerOpUH MOTEPh) COOTBETCTBYIOT, Hampumep, 3HaucHus BC ;= «3aiepxkka u
otka3 B obcmykuBanmn», BC = «Packpeitie nadopmanumn», BC; ;= «YHUUYTOKCHHE 000pyIOBaHUAY U
T.A. ITH JSHCTBHUS NPHUBOAAT K HAPYLICHUIO OIPEICICHHEIX XapakTepucTik Ub arakoBaHHBIX pecypcoB U
COOTBETCTBCHHO CBs3biBalOTCa ¢o 3HaucHusMH BC,;= «H/», BC,=«HK», BC,= «HU». Anammu3

moKasajl, 4YTOo IMpAMOro HUCHOJIb30BAHUA KOMIIOHCHTA BCZ B CHUCTCMC HCT, HO TIPOCICKUBACTCIA

JOTHYCCKAS CBSI3b C HUM, TIO3TOMY CUHUTACM €0 MPUCYTCTBHE KOCBCHHBIM. AHATN3 PUCKA MPOUCXOIUT BO
BpeMs 00palOTKK JAHHBIX HHUIMHUPYEMBIX uepe3 TB, KOTOpsIi UCMOMB3YeTCs MPH MPOXOKIACHUN (ha3bl
1. Jnst ompeneneuus ALE ucnonp3yercss KoMnoHCHTBCs,a pUCKOM SIBIISIFOTCS. OXKHIACMBIC TTOTCPH 34 TOJ,
KOTOpBIC TaKKE MOMKHO HMHTEpHpeTHpoBaTh Kak pacxoapl(B3Cy).C yuerom KMP, koprexxk mnga atoi

METOJMKH MOKHO MPEACTaBuTh B Buae <BC;, BC 2 , BCs, BCs>.

CAOP 4 -Uucrpymenrapuii RA2 artofrisk (RA SoftwareTool,paspaborunk —kommanuun AEXIS
SecurityConsultants u  XiSECConsultantsLtd.,, BenuxoOpuranus)npencrasisier cobour  [1Ozas
peanuzanMyi  CHCTCMBI MCHEMKMEHTA uH(popMmaiuonHoi Oc¢3omacHoctH (CMMUDB) cooTBETCTBEHHO
tpedosanusm ISO/TEC 27001:2005. Coctout us Bockmu moayiei: odaacte CMUbB 1 mMaciuTaGbl OLCHKH
pHUCKA, HACHTH(HKALMS AKTHBOB, OLICHKA AKTHUBOB, OICHKA Yrpo3/Vs3BHUMOCTCH, wuicHTH(UKALMS U
OIICHKA PHUCKA, PCIICHUS MO 00palbOTKE PHUCKA, YTBCPKACHHUC MPUHUMACMBIX MEP, BBIMIOJTHCHHUE MEP H
0oTOOp CPEACTB ympasicHUs. B mMpouecce BBHIMOIHCHHS KAKAOTO MOIY/IS MPOU3BOIANUTCS UHHIMATH3ALIHS
3aMpocoB ¢ MOMOIIBIO BBIOOpa (PHUKCHPOBAHHBIX 3HAYCHUH B OMHAPHO-TMHIBUCTHUCCKOH (opme («max,
«HeTY). J/I OLICHKHU PHUCKA UCTIOIb3YIOTCS BOCEMb YPOBHEH: | — TpuBHanbHbil; 2, 3 — MUHOPHBIH; 4, 5 —
3HAYUTCIBHBIN, 6, 7 — 00bIION; 8 — KATACTPOPUUCCKUH, a MATPHULIA PHUCKA, CTPOUTCS HA OCHOBE YPOBHEH
OMACHOCTH MPCANPHUITHS M BCPOSTHOCTU PHUCKA B JIMHIBHCTHYCCKUX IIKAIAX. 3HAMCHHC PHUCKA
dbopMUPYETCs B BUAC YPOBHEH MO KAXKIOW MPEACTABICHHON KATCTOPUH B JTMHIBUCTHYCCKOM H [U(PPOBOM
BH/JC, HAITPUMEP, 3HAYCHUIO ~‘00/IBIION YPOBEHB COOTBETCTBYCT 4HCI0 7 [3].

OtHocutenpno KMP  ompeaenum snaueHusBC;, BC, Bce aciictBus (BC;), oToOpaxkacmbic
3ampocamMu, MPEACTABICHBI B BUAC TPSOOBaHU cTaHAapTa, Hanpumep, «bblia U mpoBeACHA OLICHKA TSt
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BBISIBJICHUS PUCKOB CBsi3aHHBIX ¢ qoctynoMm tpeThux jull (JITJI)?», «beina nu ogobpena monuruka Wb ¢

PYKOBOACTBOM?» M T.J., B 3TOH CBA3M KOMIOHEHTBC; MOXKHO OTpasuTh KOMILICKCHO BC;, =1, bc1 (roe

be, — xommuectBo macHTH(HUKATOPOB yrpos). Tak, Hampumep, B 3anpoce o JATJI Npu HEBHIMOTHCHIH
JAHHOM OLICHKH, MOTYT BO3HHKHYTb JCHCTBUS, NIPHUBOAALINC K HAPYIICHUIO 06a30BBIX Xapakrepuctuk Wb,

toraa BC; MOKHO MPEACTaBUTh MHOKECTBOM BC, S = {BC1 ﬂml.}i =1,bc, , rae, nanpumep, BC =

«Kpaxa». OrHocutenpHO KOMIOHEHTABC,,CIIeAYET OTMETUTD, YTO PACCMOTPCHHBIC JCHCTBUS (MCXOAS U3
VKa3aHHOTO NPUMEpa 3ampOCOB) MPHBOAAT K HAPYIICHUIO OMPEIACICHHBIX XapakrepucTuk Ub m moxer

OBITh KOCBEHHO CBsi3aHO co 3HaucHueM BCy= «HKL/l». Anamu3 noxasan, uro xapakrepuctuka BC, B

1O mpucytcTBYeT KOCBeHHO. B Metoauke mpuHCYTCTBYIOT XapaktepucTUKkuBC,(ypOBHH ONAacHOCTH)
uBC;(BEpOsSTHOCTD PUCKA), CICAOBATEIBHO, PUCK OTOOpakaceTest Kak onacHocTh (BC,) Amst opraHu3aiun
(mpu HactymieHunn puckoBod curvaumu). C yauetom KMP koprex ama 3ToOH METOAMKH MOXEM

npeacrasuth B Buae:<BC;, BC 2 , BC; BC>.

CAOP 5 -Cucrema KOC ynpasaenus Ub «Apaul'apa» (KommuiekcHast 3KkcrmepTHas CHCTEMA
«Asasnl apay», paszpaboruuk — Jlaboparopust cucteMHOro ananusa mpobiaem nuapopmarusaimu Macturyra
cuctemHoro anamuza PAH, Poccus) BKITIOYACT KOMIUICKC METOIUK, HACHTU(DHUKALIMN KPUTHUCCKH BAXKHBIX
CCrMCHTOB M 00BbeKTOB HHpoOpManmuoHHOH wuHppacTpykTypel Ha ocHoBe AOP mHapymenus Wb
aproMatmsupoBanubix  MUC  (AUC);  vyopasmenuss  puckamu  Hapymenus HMb  Goabimmx
KOMIBIOTCPU3HPOBAHHBIX OPTaHU3aLUOHHEIX CUCTEM; IOCTPOCHUS cucTeMbl TpeOoBanuii b kpurniecku
BAXHBIX CEIMCHTOB M 00bekToB AMC; MOHHTOPHHIOBOTO KOHTPONS HAJ COCTOSHHUECM KPHTHYCCKU
BaXHbIX cerMeHTOB H 00bekTOB AMC. OcHOBBIBacTCSA CHCTEMa HA ABYX MPOTrPAMMHBIX KOMITIEKCAX —
«Asanl apa-Anamu3» u «Asasl apa-Kontpons» [4]. M3HauansHO Mpou3BoaUTCs aHANMN3 COOBITHI pUCKa
(BC)) mocpeacTBOM MOCTPOCHUS X MOJACICH ¢ MOMOILIBI0 HHTepdeiica riaBHoi GopMsl (puc. 6), rac B
BEPXHEM CEKTOPE COACPIKUTCS TAOIUIA CO CIIMCKOM MOJCIICH COOBITHH PUCKOB, 0 KAXKI0H U3 KOTOPHIX B
3aJaHHBIX Trpadax YKa3bIBAIOTCS OJKCICPTHBIC OLICHKH LEHBI pHCKA (B VCIOBHBIX COUHHMLAX) U
BEPOSTHOCTH (B MPOLICHTAX) €r0 COOBITHIA.

VB Cocrama & = e = prs— T Rrmna] ] -I-—a'ﬁ—JT
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Prcynok 6 - Matepdetic mocTpoeHyst Mo ienet coShITHE prcKa

[Mpu maTepuansHOM yiiepOe YCIOBHOH €MHHULIC PEKOMCHIYETCS MPUCBANBATH LICHOBOH SKBHBAJICHT,
HanpuMep, 1000 py6. Ilpu coObiTmsax pucka, ymepd OT KOTOPOTO CIOKHO OLCHHTh B ACHEKHOM
BBIPXKCHUH, HCIIONB3YIOTCS OAIbHBIC OLICHKH, 10 KOTOPBIM PAHKUPYIOTCS COOBITHSI PHUCKA MO CTCTICHH
ux onacHocTH. B rpade «Yiepsd» nacHTHPHUUHPYETCS pACUCTHOES 3HAUCHNE PUCKA MO MMPOU3BEACHHUIO €ro
LIEHBl Ha BEPOATHOCTh. B ciexyromem cekrope mpeicraBieHa TaOmuia yrpos, peanusamus KOTOPBIX
MOXKET MPHUBECTH K COOBITHIO pucKka. Jasi Kaxaol M3 yrpo3 VKa3elBacTCs BEC 3aJAHHOTO COOBITHS
(puckoobpazyromuii notenuan (PIT) yrposer mo coOwiTuro pucka). Jns oueHkH HEOOXOAMMO: BBIOPATh
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KI1acc 00BEKTA C OMHCAHUEM JACHCTBHS, KOTOPOE MPHBOAUT K PUCKY (ONpPEACIHUTE €ro UACHTH(UKATOD);
IS KQXKIOTO PUCKA YCTAHOBUTH JCHEKHBIM SKBUBAICHT, PACCMOTPETh COOBITHS PHCKA, KOTOPHIC MOTYT
BOZHHKHYTh B PE3VIBTATC PCATH3ALUHU 3TUX VIPO3 (AN ONMPEACICHHS 3HAYUMOCTH YIPo3, BXOMALIHUX B
coctaB HOpMaTuBHOH Mozaenu). Kak mpaBumo, kakaoe coOBITHE 3TO PE3YJbTAT Pealu3alid HEKOTOPOU
COBOKYITHOCTH YTPO3. ITO JACT BO3MOXKHOCTD, IIYTEM aHATIN3a OXHOTO COOBITHS, BBISIBUTh 3HAYUMOCTb HE
OJIHOMU, a cpa3y HECKOIbKHX yrpo3. COBOKYIIHOCTh OMMCAHMS COOBITHS PUCKA, MEPEUYHS YIPO3, OLCHOK
BEPOATHOCTU COOBITHS, LICHB PUCKA, & TAKXKE AaHATUTHICCKOE 0DOCHOBAHUE AAHHBIX OLICHOK COCTABIISIOT
TO, UYTO B JAHHOW CHUCTEME HA3BIBACTCS MOJCTBIO COOBITHS PHCKA, KOTOpPas CTPOUTCA MO KKIOMY
BO3MOXKHOMY C TOUKH 3PEHHS SKCTICPTOB COOBITHIO [4].

OrvetumMm, uto otHocuteneHo KMP B KOC paccmarpusaeTest coObiTHE pUCKa, 0TOOpakaeMoe Kak
neiicreue (BC)),xotopoe npuoaut k Hapyumenuto Wb, manpumep, BC;;= «Otka3 obcnykuBaHus BeO-
cepBepa u3-3a araku xakepa», BC,= «llageHue kpumnrtocepsepa uz-3a meperpyskun», BC; = «llepexsar
MOJIb30BATCIBCKUX MApoJic» U T.J. B omucaHuu ACHCTBHIT (HAMMCHOBAHUN PHUCKA) HCHOIb3YHOTCS
CTAaTUCTHYCCKUEC JAHHBIC, COOpaHHbIC WHOCTPAHHBIMH KOMITAHUSAMHM, U KOTOPBIC HE BCETAa MOTYT OBITh
WCIONB30BaHbl A Pa3IUYHBIX PCTHOHOB (HampuMep, B YKpawHE) H3-3a BIHSHHSI HAa NPHPOIY
BO3HHKHOBeHMs HHIMACHTOB b MHOrmx cnenmduueckux (GakTopoB, TakuX Kak, HANPUMEP, YPOBCHb
JKU3HH, 00pa30BAHHOCTH HACEICHUS, €0 MECHTATUTET H T.1. PaccMoTpeHHble B puMepe aciicteus (BC))
MOTYT OBITh CBs3aHBl ¢ cOOBTHAMHE (BC;) Hapymenus 6a3oBeix xapakrepuctak Wb, manpumep, BC); ¢
BCx= «HH», BC; ¢ BCyr= «HKUA», a BC;; ¢ BCy= «HK» wu t1.a, ciaexoeareiabHO,

XapaKTe I/ICTI/IKaBC B CHCTECMC IIPHUCYTCTBYET KocBeHHO. KacareanHo APYIUX KOMIIOHCHT, KOTOPBIC
2 y s

KCIIOJIB3YVIOTCS B MPOIECCE AHAIH3a PHUCKA, MPUCYTCTBYIOT CTENeHb omacHOCTH (BC,)UBEPOSTHOCTDH
coortus  pucka(BC;). Tak ke wcmonp3yeTcs mokazatens yiepda, KOTOpbIHOTOOpaskaeTcs
nocpeactBoMBC . OnpenecHue ypoBHs PHUCKA MO O0OBEKTaM, MOACHCTEMaM (MPoIeccam), JOKAIbHBIM
cpeiaMm, perHoHaM W ISl MOJCIH B LICIOM, NPOH3BOAUTCS IMYTEM CYMMHPOBAHMS ITOKA3ATCIICH
3HAYMMOCTEH yrpo3 (OTHOCHMBIX B paMKaxX CTPYKTYPHOU HEPapXUICCKON MOACTH K COOTBETCTBYIOLIMM
ctpykrypam). To ectb PII oObekra Oynet pasen cymmve PIT yrpos ¢ Hum cBa3anHbIX, a PI1 moxcucremsr
(mporiecca) Oyaer paseH cymme PII BkimroucHHBIX B HEE OOBCKTOB. Pe3yapTar BBIMUCICHHUN
mpeacTaBisieTcss B BuAe JAuarpammel. OueHkoi ymepOa, no asajorunm ¢ RiskWatch (daza 3),
COOTBETCTBYET MPOU3BCACHUIO LICHBI PUCKA H BEPOSITHOCTH €ro CoObITUs. B 0TueTe 0TOOpakaeTest OOIIHi
PHUCK OpPraHU3alUN B JCHCKHOM SKBUBAICHTS. OTMETHM, YTO OH MPESACTABISLCTCS KaK OOIui yiuepd oT

BCCX COOBITHH PHCKA M MOXKET OTOOpaxkaTsbest xapakrepuctukoi BC, koTopast BCHCTEME MPUCYTCTBYIOT

koceeHHo.Ilocne MIPOBEACHHOTO aHanmmza ¢ YUETOM KMP KOpTeXK Ui K3C
6yner<BCy, BC,, BC;, BC,, BC,>.

COAP 6 -Cucrema EnterpriseRiskAssessor(RiskAdvisor, Pa3paboTUHK—KOMITAHHS
Methodware,Hosas 3eTaHausa )COOTBETCTBYET TpeOOBaAHHUAM ABCTPATUHCKOTO CTaHIapTa
Australian/NewZealandRiskManagementStandard ~ (AS/NZS  4360:1999) wu  ISO/IEC  17799.
Ipeacrasnenasrpexmpoaykrax: CobiT Advisor 3rd Edition (Audit); PRo Audit Advisor, Planning
Advisor. IIpouecc AOP nmpoussoauTcs B TpH 1ara, 4To MO3BOIIACT CTPYKTYPHPOBATH OLICHKY, CAETATh €6
6onee tounou. lar 1: [punoxenue TheBuilderTool — uHCTPYMEHT AN CO3AAHUS CTPYKTYPHI OLICHKH
pucka u ayaura (cOop undopmarnrm). Ono noszeonset noctpouts cTpykrypy MC, Brmrouas cnocoGHOCTD
100ABISATh UK CKPBIBATH JIOOYIO YacTh (PYHKIMOHAIBHBIX BO3MOXKHOCTCH. OCHOBHBIC STarbl pabOTHl B
3TOM NPHUIOKEHHUU cOCTOAT U3 onvicanus UC, puckoB, yrpo3, moTeps U aHamusa pe3yiabraros. Ha stame
«Omucanue pucka» co3macTcs Marpuua (puc. 7), MO3BOJSIOMAS OMUCATh PHCKH B COOTBETCTBHH C
ONpPEICICHHBIM Ma0IOHOM H 33JaTh HX CBA3H C APYTUMH dneMeHTaMu MoAend. QLeHKa MPOUCXOAUT Ha
OCHOBC KaYCCTBCHHOH IIKATIBI, & PUCKU PA3JCSIOTCA Ha IPUEMIICMBIE H HEIPUEMIICMEIC.




Joxnaovr Hayuonanvroti axademuu Hayx Pecnyonuxu Kasaxcman

B8 Graph for Risks =1
p
Risk |
Ewatsation | Absctute 8559t | crl | cvre | T | Comtined | [~
£l M e s B
1|55 Dsruption of gas = b
2|42 | Disruption of telecommurication E xhre
Aot Cantsin 3 |42 [ Disruption of weter supchs E whie
4 |37 | Diseuption of slecticty supply | Extie
5 | 44 | Thelt of cash fiom petty cacsks tir] E e
6 |46 |Lack of stail High
7 | 35 | Disruption of kansport links Lo

Likeby

Paossible

Unikely 6
=

agoT==aX=r

o Risk Matrix Graph

The ‘Heatmap’ in the Risk Matrix Graph gives an effective illustration of the
current risk situation for reporting purposes. It shows the potential severity

of risks and how the sewverity alters as controls and treatments are added. Users
have complete flexibilty to alter the matrix to suit their needs (e.g. 3x4, 4x4 stc).
Insigrefeacant Pmor [E Users can also alter the colors used in the matrix. .

Frare

This example shows how risks change over time as controls are added

= = >
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Pucynok 7 — Marpuria pucka

Hance BoIOMPAOTCS YNPABISIOIIKAE BO3ACHCTBHS (KOHTPMEPHI) ¢ YVIETOM 3a(HKCHPOBAHHOHN paHee
CHUCTEMBI KpUTepreB, 3QPCKTUBHOCTH KOHTPMEP U HX CTOUMOCTH. CTOMMOCTh U 3()(PEKTUBHOCTD TaICKE
OLICHUBAIOTCA B KaueCTBCHHBIX mkanax. Ha stane «Omucanue yrpo3» u3HavanbHO GOPMUPYETCS CHHCOK
VIPO3, OCYINCCTBISICTCS WX KIacCH(PUKaLUsA, W OMHCHIBAIOTCSA CBA3M ¢ pruckamMu. OnucaHue Takke
JENacTcsd Ha KAUYCCTBCHHOM VPOBHE, YTO MO3BOSICT 3aduKcHpoBaTh HX B3auMocesasu. Ha stame
«OmucaHue MOTEPb» OMUCHIBAIOTCA COOBITHS (MOCTICACTBHS), CBA3AHHBIC ¢ HapymenueM pexuva UB.
[Totepu oneHmBaroTcs B BRIOpaHHOH cucreme kputepueB. s ympomeHus cOopa ZaHHBIX 3KCIEPTHI
MOTYT ucnonbe30Bathk 1B, cocraBmsembii Bpyunyio. [locne cOopa mHbpoOpManmy nmepexoguM K OLICHKE
pucka. Illar 2: TheAssessor — skcmeptHas oueHka (aHanu3 coOpanHoM wHpopMmauunu). Ilar 3:
TheConsolidationTool — HHCTPYMEHT KOHCOMUAALMK (MHTCTPHUPYST BCE HHIUBHAYAIBHBIC OICHKH
pucka). Ilocne moctpoenust moaenu opmupyercss ordet (oxoao 100 pa3menoB) M arperupoBaHHOS
omnucanue B Buac rpada puckos [5, 6]. B otuere (puc. 8) ¢ BEPOATHOCTHO-THHIBUCTHUCCKOH IIKAIOMH,
PHCK TIPEACTABICH B BHUAC MATPULBl C TCPaJjalrsIMH. TOYTH HABEPHAKA, BEPOSTHO, BO3MOXKHO,
MaJIOBEPOITHO, peako. PaccMoTpum mpumMep omucanus U OLCHKH pucka (puc. 9). B mpouecce onmucanus
SKCICPTaMH VKa3bIBACTCS BIAJCNCL] M CTCIICHD PHCKA, OCICACTBUSA H BEPOSTHOCTD, JANCEC MPOU3BOAHUTCS
OLICHKA.

[Tpu KMP gna mannoro I10, moxxHO monyuurte oToOpaxkeHue 0a3oBbix XapaktepuctukBC;, BC,,
BC;, BCwm BC4B EnterpriscRiskAssessor B KauecTBE pHCKA PacCMATPHUBAOTCS ACUCTBUS, KOTOPHIC
MoryT npusectd k HapyueHuro UMb, manpumep, BC;= «Kpaxa ZOKYMCHTOB» MOXET HAaXOIHUTHCS B

noruucckoit cesazu ¢ BCy;= «HK» u mosromy xapaxrepuctuka BC ;B 1O mpucyrcTByeT KOcBeHHO. B
MPOLIECCE AHATN3A PUCKA MOKHO JOTIOTHHUTEIBHO HACHTH(HUIHMPOBATh OA30BBIC XaPAKTCPUCTHKU B SIBHOM
sune BC;uxocsenrom BC, ; (consequence — CneaCTBUE, KOTOPOE MOKHO mpeacTaButh B Buae BC ; ), a BO
BpeMsl €0  OLUCHKM —  yCTaHaBnuBacTcss — koddduimeHr  3HaumMocTH W YPOBCHB
onacuoctu(BC,),crnenoBarenbHo, KopTexk umeet ua.<BC,, BC 2 ,BC;, BC,, BC ; >,
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| Risk | Ignorant of compliance reguirements

Risk

Risk HR unawmare of record retenticon reqguirements

The Consolidation Tool

Risk assessments from across the company can be rolled up and
combined into one corporate risk assessment. Reports can be generated
on any aspect of the assessment.

This example shows a word report, with the results of bwo business
unit assessments being compared to the company wide assessment.

Pucynok 8 — ®parment otyuera

Update Risk [x]

Risks: Missing or untimely receipt of documents methodware

Missing or unoimely neceipt of documents

Risk Owner Bob Adderiey -
Risk Status Stable —
MNext Revieaw 23/o0%/2010 E
Consequence Likelihood Risk Score Sewvearity
Absolute e ol -] s e
Contralled Major = | | Possible -] 2= Moderate |
Target Major = | | Possible » | [l2= Moderate |
Confrots
number Mame Drescription Control Owner Date Created
13 Maintain accounts payable ledger by discount Maintain accounts payable ledger by discount  Tom Bolger 403/ 20059
14 Identify and investigate unmatched information  Investigate unmatched information before due Bob Adderley 4/03/200%

.
Pucynok 9 - [Ipumep ormcanus pucka

Taxum obpazom, B padote, ¢ VIETOM HPEATIOKCHHOTO B [2] moxxoxa, MPOBEACHO HCCICAOBAHHC
mpokoro cnektpa CAOP B Buze coorserctByiomero [10 u onpeaencH HaOopOa30BEIX XapaKTCPUCTHK
(cM. Tabn. 2), MO KOTOPBIM MOYKHO OCVYIICCTBUTH CPABHUTCIBHBIA aHATH3 COOTBETCTBYIOIIHUX CPEACTB
OILICHUBAHMS U BHIOPATH HAMOOJICE MOAXOIAIINE [T PSHICHHUS ONPEACICHHOrO Kiacca 3agaa 3U.

TaGmra 2 Pesynpratst uccienoBanus CAOP

BC CAOP

1 2 3 4 5 6
BC, + + + +
BCZ % + % % % ® ®
BC, + + = + + +
BC, - - - + + +
BC, - + + - - -
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BC - + + - + +
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