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Abstract. In the modern world informative safety becomes the major base element of all system of national
safety of any state. It, foremost, is bound by growing like a weed technological possibilities of the modern infor-
mative systems. A review and analysis of existent methods of defence of information a cryptographic method are
in-process examined.

An encipherement with the use of the symmetric key can help to keep secrets out of harm's way, but if it is
needed together to use secret information with other people, it is necessary also together to use the keys. But how
safely to send to the keys other people? Some decisions are described in this article, including conception of
cryptography with the open key.

To decide the task of distribution of the keys, it is possible to use cryptography with the open key, In an algo-
rithm data, in cipher by means of the open key, can be deciphered only by means of the secret key. Safely to pass the
session key in the algorithm of Audpdu-Xenmana (DH) or Audpdu-Xemmmana on elliptic curves (ECDH) it is
possible to take advantage of technology of the open key, to form the together used secret. Only interactive parties
can create this secret value that after will be used.
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CCKPETHBIH KJIHOY, KPHOTOTPADHS ¢ CHMMETPUUHBIMHU KITFOUAMH.

Annotanua. B coBpeMeHHOM MuPEe HHO)OPMANHOHHAS OC30MACHOCTh CTAHOBHTCH BAKHCHITHM OA30BBIM 3JIc-
MCHTOM BCEH CHCTEMBI HAHOHANBLHOHN 0€30MACHOCTH JFOOOTO TOCYAAPCTBA. ITO, MPESIKIS BCETO, CBA3AHO OBICTPO
PACTYIIMMH TCXHOJOTHICCKHMH BO3MOYKHOCTSAMH COBPCMCHHBIX HH(DOPMAIMOHHBIX CHCTEM. B pabote paccmat-
pHUBacTCA 0030p M AHAIA3 CYIICCTBYOIIAX MCTOI0B 3aIIATHI HHPOPMAIMH KPUNTOTPAPIICCKIM MCTOAOM.

IudposaHue ¢ HCMOTBE30BAHIEM CHMMCETPHIHOTO KIIFOUA MOXKCT MOMOYb COXPAHHTH CEKPETHI B OC30MaCHOC-
TH, HO CCITH HYKHO COBMCCTHO HCITOJIB30BATH CCKPCTHYHO HH(DOPMAIHIO C APYTHMH JIFOABMH, HCOOXOTHMO TAKKCE
COBMCCTHO HCIOJIB30BATh KIFOYH. HO kKak 0S30mMacHO OTHPAaB/IATh KIIOYH APYTHM JEOmaM? B 3T0H CcTaThe OMHCaHBI
HCKOTOPBIC PCIICHHSA, BKIFOUAS KOHICIIIHIO KPUNTOTPA(HA C OTKPHITHIM KITFOUOM.

Uro0bI pemMTh 3a1a4y PACTPSICICHUS KIFOUCH, MOYKHO HCIOIB30BATH KPHIOTOTPAPHIO C OTKPHITHIM KIFOUOM,
B amropurMme maHHBIC, 3amm()pOBAHHBIC ¢ MOMOINBI) OTKPBITOTO KJFOYA, MOTYT OBITH PacIIH()POBAHBI TOJIBKO C
TMOMOIIBI0 CCKPETHOTO KIF04a. UTOOBI OC30MACHO MEPESAaTh CCaHCOBHIH K04 B anropurMe du(ppu-Xemmana (DH)
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wm Jupdu-Xemmmana Ha >umanTidecknx Kpueblx (ECDH) MOKHO BOCHOIB30BATHCSA TCXHOJOTHCH OTKPBITOTO
KIIFOUa, 4T00BI C()OPMHUPOBATH COBMECTHO HCIOJB3YEMbIH CEKpeT. TONMBKO B3aMMOJCHCTBYIOMIME CTOPOHBI MOTYT
CO3JaTh 3TO CEKPETHOE 3HAUCHUE, KOTOPOE 3aTeM Oy IET HCTIOIB30BaThCA B KAUECTBE CEAHCOBOTO KIIFOUA.

Kaxasni w3 Tpex ajropuTMOB HMEET NMPEHMYINECTBA M HEJOCTATKH, MO3TOMY HENb34 CKA3aTh, KAKOH M3 HHX
Jy4IIe, YeM APYTHE, ANTOPUTM HOAOMPACTCS A KOHKPETHOTO IIPHMEHCHILS.

Beeaenue. CoBpeMCHHBIC METOABI HAKOILICHHS, 00OpaboTku u mepesaun uHpopManmu crnocod-
CTBOBAJIN MOSBJICHUIO VTPO3, CBA3AHHEIX ¢ BO3MOXKHOCTBIO MOTCPH, PACKPBITHS, MOAU(HUKALIMN JAHHbIX,
MPUHAICKAIINX KOHEYHBIM Monb30BaTessiM. HecMOTps Ha Bce BO3pacTaroye VCHIHS MO CO3JAHUIO
TEXHOJOTHH 3aI0UTHl JAHHBIX, HX VSI3BUMOCTh HE TOJIBKO HE YMEHBIIACTCS, HO H MIOCTOSTHHO BO3PAaCTacT.
Yenoeuecknii yM BCErAAa BOJHOBAIA MPoOIeMa 3aiquThl HH(POpPMALMKU MyTeM €€ MPeoOpasoBaHUS,
HCKITIOYAIOLIETO ¢ MPOYTCHUE MOCTOPOHHUM THLOM. [1o3TOMY akTyanpHOCTB HPOONEM, CBA3aHHEIX C
3aM[UTON MOTOKOB JAHHBIX M 00CCHCUCHHEM HH(DOPMAITMOHHOMN OE30MaCHOCTH UX 00PabOTKH U MEPEaAdH,
Bce 00J1€C YCHITHBACTCSL.

[ox urpopMarmonHON 6€30MACHOCTRIO0 MOHIUMACTCS COCTOSHUC 3alMIICHHOCTH 00padaThiBacMBIX,
XPaHUMBIX H TICPEAABACMBIX B MH(OPMALMOHHO-TCICKOMMYHUKALMOHHBIX CHCTEMAaX JAHHBIX OT Hela-
KOHHOTO O3HAKOMJICHHS, PEOOPaA30BaHIsI M YHHUTOXKCHHS, & TAKXKE COCTOSHHE 3alMIIEHHOCTH HHOP-
MAILMOHHBIX PECYPCOB OT BO3ACHCTBUE, HANpaBICHHBIX HAa HapylieHHe ux padortocmocobHocTH [1].
OaHMM U3 KIIOYCBBIX BOIPOCOB oOecmeucHUs OC30MacHOCTH HWH(pOpManmu, XpaHuMod u oOpadaTsi-
BacMOH B MH(OPMAIIMOHHBIX CHCTEMAX, a TAKKE NECPEeAaBAcMOH MO JIMHUAM CBSI3H (ISl MPOCTOTHI AajIce
MO TEKCTY OYAEM TOBOPUTH MPOcTO 00 MH(MOPMALMH), ABIACTCS 3aIMUTA €€ OT HECAHKIHOHHPOBAHHOIO
jpocryna. Jma 3amursl nHGOPMALUH MPUMEHSIOTCS PAa3THYHBIE MEPBI H CHOCOOB!, HAYHHAS C OpPraHH3a-
LIHOHHO-PEKUMHBIX U KOHYAS MPUMCHCHHUEM CIIOMHBIX MPOrpaMMHO-aNIapaTHbIX KOMITICKCOB. O qHIM 13
MyTel pemeHns npobIeMbl 3aIUThl HHPOPMALTUH, & TOYHEE - PCLICHUS HeOONBIIOHN YacTH BOIPOCOB U3
BCETO CIICKTPa MEP 3AIUUTHI, SIBISCTCS KpUnTorpadhuieckoe npeodbpazosanue uHpopmarmu, win mudpo-
Banue [2]. Llupoxuii kpyr NpUMEHEHHS KpUNTOrpaguUYecKHX METOAOB B PA3IUYHBIX OOIACTSIX,
CBSI3aHHBIX C 00PaOOTKOM, XpaHCHHEM, IEPEAAUCH, IPUEMOM, UCTIONb30BAHUEM JAHHBIX U T.J.

CymecTByeT MHOTO MyONHKAMK MO JaHHOH Teme. B mccnenosanuu [3] paccmarpusarotcs coBpe-
MEHHBIC CHCTEMbI MHOTOYPOBHEBOH 3alUTHl HHPOPMALTHH, TPUBOIATCS KIIOUCBBIC JOCTOHMHCTBA CHCTEM
U OOOCHOBBIBAIOTCSA WX HEAOCTATKH, K TAKHM CHCTEMaM MPEAIaracTcsi KOMOWHHPOBAHHBIA ATTOPHUTM
LUt KpanTorpadaeckoro pacnpeaeiacHus kmoueh. B cratee [4] onmcriBacTes, paspaboTaHHas B KOPIIO-
pammu "l'amaktuka" cucrema ATCRYPT, mpeanasHaucHHas A 3alMUTHl U COXPAHCHHS LEIOCTHOCTH
nHpOPMALIMH B PACHPEACICHHOM XPAaHWIHIIC JAHHBIX NMPH OOMEHAX MO OTKPHITOMY KaHAmy cBa3u. B
CHCTEME peanu30BaHbl (YHKUHUH VIAKOBKH, IMH(POBAHUS, SJICKTPOHHOH MHOANUCH W ayTCHTU(HKALHN
uHpOPMALTHH, a TAKKE NPEAYCMOTPCHBI BO3MOXKHOCTH ayAWTA, PACIPEACICHUS U XpaHCHHs KioucH. B
padore [5] ocBeImarTCS aKTyalbHBIE BONPOCH 3alIUTH HH(OPMALMK NPU CO3JAHWH U HUCHOJb30BAHHUN
pacrpeeICHHBIX KOPIOPATHBHBIX HH(POPMALIMOHHEIX CUCTEM M ceTed Maciutada npexmpusatui. Ocodoe
BHUMAHHE yACACHO MpodjieMaM o0ecrieueHUs HHPOPMAITMOHHON OC30MaCHOCTH U 3aIMUTE MH(OPMAITHH.
OO0CyKAal0TCsl OCHOBHBIC BHIBI aTaK HA KOMIBIOTCPHBIC CETH, a TaKKE METOABI U CPEACTBA 3AIIUTHI
JIOKANBHBIX U KOPIOPATUBHBIX CETCH OT yaaneHHbIX Internet-arak.

IocTanoBka 3apaun. HeoOxomumo mposecTr 0030p M aHAIN3 CYIIECTBYIOLIMX CPCICTB 3alHTHI
HHGPOPMALTHH U PACCMOTPETh PEIICHUS POOIeM KPHITOrpadhiH C OTKPBITEIM KIFOUOM.

B Hacrosmee Bpems kpunrorpaduueckoe npeodpazosanne HHbpopMauud B GOpMY, HETIOHATHYIO IS
MOCTOPOHHHUX, SBISACTCS YHUBEPCATBHBIM U HAJCHKHBIM CIIOCOOOM €€ 3aIlHTHI.

1. Kpunrorpaduueckne meroani. Kpunrorpaduieckne METOABI TPaIULIHOHHO UCTIOMB3YEOTCS IS
mudposanus koHQUICHIUATFHOH WHPOPMALMH, MPEACTABICHHOH B MOOOH MartepuanbHOH (opme B
BUJC. NMUCBMCHHBIX TCKCTOB, NAHHBIX, XPAaHAIINXCS HA THOKOM OUCKE, COOOINCHHH, MEPCIABACMBIX B
TEICKOMMY HUKALMOHHBIX CETAX;, MPOTPaAMMHOTO oOecneucHus, rpadukd WM PEUH, 3aKOJUPOBAHHBIX
IUGPOBBIME TOCTICAOBATCIBHOCTSIMUA U T. I. JTH METOIBl MOTVT OBITh MCIOIB30BAHBI U ISl MHOTHX
JPYTUX MPHWIOKCHUH, CBA3aHHBIX € 3aIMUTOH HMHGOPMALMH, B YAaCTHOCTH, NI OOHapyKEHUS (aKToB
BTOPKCHHUS B TCICKOMMYHHUKAIIMOHHYIO HIH KOMITBIOTCPHYIO CEThb M BBCIACHHS B HEC HMHUTHPYFOLIHX
COOOIICHUI.

Kpunrorpaguueckoe npeodpazosanue - 310 npeodpazosanue HWHGOPMALUH, OCHOBAHHOC HAa HEKO-
TOPOM QJITOPUTME, 3aBUCAIICM OT U3MEHICMOro napaMetpa (0OBIYHO HA3bIBACMOTO CEKPETHBIM KITHOUYOM),
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u oOnajarmomee CBOMCTBOM HEBO3MOMHOCTH BOCCTAHOBJICHHS UCXOTHOH HMHGpOPMALHH MO IpeoOpaso-
BaHHOWM, 0€3 3HAHMS JCHCTBYIONIECTO KITIOUA, ¢ TPYAOSMKOCTBIO MEHBIIIC 3apPaHee 3aJaHHOH.

OCHOBHBIM JOCTOMHCTBOM KPHUITOrpadHUECKHUX METOJOB SBIACTCS OOCCICUCHUE BBICOKOH rapas-
THPOBAHHOW CTOUKOCTH 3aIIUTHI, KOTOPYIO MOKHO PAcCUHTATh U BBIPA3UTh B YHCIOBOH (popme (cpeaHum
YUCIIOM OINEpali MM BPEMCHEM, HEOOXOOWUMBIM A pacKpbITHsa3amu@poBaHHON WHpOpMAMU WU
BBIYHCIICHHUS KITFOUCH).

K uncny oCHOBHBIX HEAOCTATKOB KPUNTOrPAPHUUCCKUX METOIOB CICAYET OTHECTH:

- 3HAUUTEIBHBIC 3aTPATHl PECYPCOB (BPEMEHH, MPOU3BOIUTCIBHOCTH MPOLIECCOPOB) HA BHITIOJHCHHE
KpunrorpadhHIeCKUX IpeodbpazoBaHuil HHPOPMALTUH;

- TPYOHOCTH COBMECTHOTO HCIONB30BAaHUS 3amIM(POBAHHOW (NOAMHMCAHHOHM) WHPOPMALUH,
CBSI3aHHBIC C YIIPABICHUCM KIIOUaMH (TCHEepaLysl, pacpeaCICHHCH T.1.);

- BBICOKHE TPeOOBAHUS K COXPAHHOCTH CEKPETHBIX KIFOUCH W 3aIUTHI OTKPBITHIX KIOYEH OT MOA-
MEHBI.

Kpunrorpadusa nenmrcs va apa knacca: kpuntorpadgus ¢ CHMMETPUIHBIMH KIIOYAMH M KPUITO-
rpadus ¢ OTKPBITBIMH KIFOUaMH.

2. Kpunrorpadus ¢ cumMMeTpUIHbIMH KI04YaMH. B xpunrorpaduu ¢ CHMMETPHYHBIMH KITHOYAMU
(xkmaccuueckas kpurnrorpadust) aGOHCHTH HCIOIB3YIOT OAUH W TOT k¢ (0OIIHit) K4 (CCKPETHBIN
3JIEMEHT) Kak A/ mu)POBAHMUS, TAK U AJIs paciun(poBaHus JaHHBIX.

CreayeT BBLACTUTH CACAYIOMHE NPSHMYIIECTBA KPUNTOrpadHu ¢ CHMMETPHYHBIMH KITFOUaAMH:

- OTHOCUTEITEHO BBICOKAS MPOU3BOANUTEIBHOCTD ANTOPHTMOB;

- BBICOKAsl KpUOTOrpauuccKas CTOMKOCTh AITOPUTMOB HA CAWHHLY JTHHBI KITOUA.

K Henoctarkam kpunrorpadmu ¢ CHMMETPHYHBIME KIIOUAMH CICAYET OTHECTH:

- HeOOXOJUMOCTD HUCTIOJIB30BAHNS CIIOMKHOTO MEXaHU3Ma PACIPEACICHHS KII0UCH;

- TEXHOJOTUYICCKHE TPYAHOCTH 00CCIICUCHUS HEOTKA3Y EMOCTH.

Hns pemeHus 3amzad pacnpeiesicHHS KIoueH OBLTH HCIOJBb30BAHBl HACH aCHMMETPHYHOCTU
peoOpa3oBaHUi U OTKPBITOTO pacnpeacacHus knouch JAnddu u Xennvana.

B cepemune 70-x romos BeimyckHuk Ctandopaa Yurdung duddu u npodeccop Maprun Xennman
MPOBEITN HCCICAOBAHUE KPHUNTOTPaQHICCKHX METOJOB BOOOIIE U MPOOIEMBl PACPEACICHHS KITOUCH B
yactHOCTH. OHM MPEIIOKUIN CXEMY, B KOTOPOH ABa YEJIOBEKA MOTYT CO3JATh COBMECTHO HUCIIOJB3YCMBIH
CCKPETHBIH KITIOY MyTeM 0OMEHa OTKPHITOH mHpopMmanueil. OHH MOTYT CBSI3BIBATHCA APYT C APYTOM IO
001Ie JOCTYIHBIM TeNE(DOHHBIM JTHHUAM, OTHpaBIisl UHGopMamio B GopMe, OTKPHITOH IS MPOCITYIIH-
BaHH, B TO C BpPEMs TCHEPHUPYS CEKPETHOE 3HAYCHHE, KOTOpPOE He Aenaerca oOrmen3BecTHbIM. Obe
CTOPOHBI CMOTYT HCIOJb30BATh 3TO CCKPETHOC 3HAYCHUE KAK CHMMCTPHUYHBIA ccaHCOBBIM Kirou. Takas
cxema nmonyyunia HazgaHue cxemul dnhpu—Xennmana (DH).

Cxema uddu-Xeanmana pemacT mpobieMy paclpeacaCHus KIOYCH, HO He mudpoBaHus. ITO HE
aenaet ee HenpurogHoi; cxema Jduddu—Xennmana ucnons3yercs u B Hacrosmee Bpems. Ho sta cxema
HE MOXKET OBITh UCTIONBb30BaHa A mudposannst. Auddu n Xennman onyOIHKOBaIM pe3yIbTaThl CBOMX
uccnenosanui B 1976 r. B ux cratee 0OpHCcOBRIBANACh HACA KPUOTOrPadUH C OTKPBITBIM KITFOUOM (OAHH
ko4 3amudpoBeiBacT, Apyroii pacmudpossisact). B 1977 r. Pon Pusect, Axu amup u Jlena Dxnvan
paspaboTanu ajaropurt™, KOTOPBIH peanpHO Mor mudpoBats maHHeie. OHU OMyOIMKOBAIHA AJITOPHUTM B
1978 r., u oH ctan uzBecTeH Kak RSA mo nHumanam ero aBropos [6].

B 1985 r. gBa uenoseka — Hun Kobmui u3 Bammarronckoro yausepcureTa u Bukrop Mumnep u3
HCCIICA0BATEIbCKOrO HCHTpA YoTcoHa koproparuu IBM — pabGoTas HE3aBHUCHMO, CACIATH MMPEAIO-
JO’KECHHUE, YTO MAJTOU3BECTHBHIN Pazlesl MaTeMATHKH, MOCBSIIICHHBIA TaK HA3BIBACMBIM JJUTHINTHYCCKHM
KPHBBIM, MOKET OBITh HCIOIB30BaH A pealH3alMy KpUnTorpaduu ¢ OTKPBHITHIM KmodoM. K koHIy
90-X I'T. aATOPUTMBI 3TOT'O KJIACCA HAYATIN TMTOBCCMECTHO PACIIPOCTPAHITHC.

C 1977 r. (u ¢ 1985 r.) MHOTHE HCCTEAOBATEIH Pa3padoTaTl MHOKECTBO aJITOPHTMOB € OTKPBITBIM
karouoM. Ha cerogHsmHuii AeHb, TEM HE MEHEE, HanOOJee IMUPOKO HCIIOIB3YEMBIM AITOPHTMOM C
OTKPBITHIM KJIEOUOM ISl PELICHUS HpoOieMbl pacnpeacicHus kirouei asmiercs RSA. Bropoe mecto
3anumact DH, a TpeTbe — anropuTMBl Ha OCHOBE SJUTHIITHYCCKUX KPUBBIX.

[IudppoBanue ¢ HCMONB30BAHUEM CHMMETPUYHOTO KIIOYA MOXKET MOMOYL COXPAHHUTh CEKPETHl B
0C30NacCHOCTH, HO €CJIH HY?KHO COBMECTHO HCIONB30BaTh CCKPETHYIO HH(POPMALHIO ¢ IPYTHMH TIOJBMH,
HEOOXOIUMO TaKXKE COBMECTHO HCIOIb30BaTh Kmoun. Ho kax Oe30macHO OTHPaBIATH KUK APYIHM
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moxsaM? B 9TON CcTaThe MBI ONMINEM HEKOTOPHIC PEIICHUS, BKIKOUAS KOHLEMIIHIO Kpunrorpaduu c
OTKPBITBIM KJTHOYUOM.

MeHemkep KOMIIAHUHM MOXKET COXPAHHUTh CBOM CEKPETHI MyTEM IMHU(POBAHUA JAHHBIX C MOCICIYEO-
MM XpaHECHUEM KiIroua mudpoBanus B 6e3onacHoM Mecte. OH XO4eT COBMECTHO HCHOIB30BATh HEKO-
TOPBIC N3 CBOUX CCKPCTOB € APYIUMHU JIFOABMU. Har[pI/IMep, A UMCJI BCTPCUY € MNOTCHUHUAIBHBIM
nokynareneM B, u xoten Gbl 00CYyAUTH CTpATErHr0 ACkCTBUE ¢ ', BHIEC-PE3UACHTOM KOMIIAHHH 10
npoxaxam, 6occom A. OOpraHO A U [ obmarorcs mo tenedoHy, HO B JAHHOM CIIyYac UM HY>KHO oOMe-
HUBATHCA AOKYMCHTAMU, U OHU PCIOUIIN, YTO Jy4YIIC BCCIO 3TO ACIATDH IO 3J'IeKTpOHHOI\/'I TIOYTC. OHI/I XO0-
Tenu Obl 00e3omacuTh 0OMEH BaKHBIMH AaHHBIMH. Ckopee Bcero, A ans mocryma B Internet mpuaetcs
MOJKTIOYATh CBOH HOYTOVK K TeneOHHOH WK NOKAIbHOW CETH OpraHu3aunmu, rae padbotaet B, a xto
CMOZKCT MMOPYUUTHCA, UYTO HCKUC 3JIOYMBINIJICHHUKH HC IMOAKITIOYHUINUCH K TeJ'Ie(I)OHHOfI CCTH KOMITIQHHUH.

CambM mpocTeIM perneHueM A A Oyaet 3ammdposats (aiiibl, koTopbie oH mockutact I'. Taxum
obpasom, ecnu B mepexBatuT coOOlICHHWE, OHA YBHAWUT JIMIIb OCCCMBICACHHBIH HAOOpP CHMBOJIOB.
[Ipobnema B TOM, uTO KOraa coodwmenne gouaet A0 [, oHa YBUIUT TOT ke GECCMBICICHHBIH HAOOP CHUM-
BosioB. YUtoOn1 pacimdposare coodmenue, I morpedyercs kiarod. Y A €CTh KIIKOY, HO KaK OH MOXKET
ormpasutk €ro ['?7 OH HE MOKET OTIPABUTh KIKY B APYrom cooOmeHun; eciu B cmocoOHa nepexsa-
THIBATh COOOIICHWEC ¢ JAHHBIMH, OHA TAKKE CMOXKET MEPEXBATUTh U CoOOmEeHHe ¢ kmouom. Ecmm A
HAWJCT KaHAI, MO0 KOTOPOMY MOXKHO OC30MAacHO OTIPABUTH KIKOY, OH MOXCET IMPOCTO OTIIPABHTH CBOIO
CCKPETHY IO HHPOPMALIHIO TI0 TOMY K€ KaHAIY.

IMpoGaema, Berapmas nepex A u I, u3BecTHa Kak mpodaeMa PaclpeacICHUs KIKOUCH, COCTOSIIAS B
TOM, KaK ABOC HIH 0OJice Tr0ACH MOTyT OC30macHsM 00pa3oM NepeaaBaTh KIKOUYH M0 HE3AIMUIICHHOMY
kaHajy cBs3u? Mimu, eciu 0000IuTh, Kak MOTYT JIIOAH OS30TACHO NICPeAaBaTh BasKHY KO HHGOPMALIHIO TI0
HesamuineHHbIM KaHamaM? [1ockopky Mbl MOskeM 3arudpoBarh JaHHBIC, MPOOIEMA CBOAUTCS OS30mac-
HoU mepegaun kmoua. Ecmm v Bac mmeercs 10 MO BaxHOH MHpOpPMAINK, MOKHO HONBITATHCSA HANTH
cnoco0 OTNPaBUTE 3TY HHGOPMALHIO OS30MacHBIM 00pa3oM, MO0 MOXKHO 3aimugpoBaTh €€ ¢ UCMOIb30-
BaHHEM 128-GHTHOrO CHMMETPHYHOrO KJIKOUA, & 3aTeM MOMBITATHCS HAUTH criocod Ge3onacHeIM oOpa3oM
ornpasuth Kar04. Ecau Bel peurure mpoOneMy pacmlpeaciCHHs KIOUCH, TO PEIHTe W MpodIeMy
pacupoCTpaHEeHUs OCHOBHBIX JAHHBIX.

[TpoGreMbl, CBOMCTBEHHBIC JAHHOH CXCME

A u I' Teriepp COBMECTHO BIQACIOT KJIFOUOM. JTa cxeMa OyJAeT paboTaTh, €CIIH aTaKyHOIINUE MOMbI-
TAIOTCSI MICPEXBATUTE UX COOOIICHUS, 3aiMU(POBAHHBIC C HCIOJB30BAHMEM A3TOTO KIIOYA, TO OHH HE
CMOT'YT BOCCTAHOBUTH HH(popMaLiio. Ho 3ToMy peIeHHIO MPUCYIIH HEXOCTATKH.

[peanonaokum, 4TO HECKOMBKO JIFOACH MOKHBI COBMECTHO HCIONB30BaTh KIOUH. YUToOBI Ge3-
OINAaCHBIM o6pa30M BSaHMOﬂCﬁCTBOBaTb A npuacTesa IMOCCTUTh UX U MPOU3BCCTU O6MCH KIIIOYaMH.
Ka>1<,£[0My opuaCTCA JIAIHO O6MCHHTLCH KITIOYaMH C KOUKABIM, ¢ KCM OH XO4YCT COBMCCTHO HCIIOJIB30BATH
KOH(HICHIMATBHY 0 HHPOPMALHIO.

O,Z[HO nu3 pCH.ICHI/Iﬁ COCTOUT B HUCMOJB30BaAHUU BCCMU COTPYAHUKAMHU KOMIIAHHUKW OAHOT'O KJIHOYA. B
KOMITAHHUHU MOXKCT 6I>ITI> «XO3AHH KIIIOYa», KOTOprﬁ BbIAACT KJIHOY BCCM COTPYIAHHUKAM. Ecnu xe xomma-
HUA HUSMCHACT KIIKOY, XO3AUHY KIHO4Yd MNOPUACTCA TOBTOPHO HAHCCTH BU3HUTBI BCCM COTPYIAHHUKaM
KOMITaHHUH.

[Mpu cOBMECTHOM HCMOIB30BAHMHM KIIOUYA, CCIM ATAKYIOIIHUC B3IaMBIBAIOT OJHO COOOLICHHUC, OHH,
TEM CaMbIM, B3JIAMBIBAIOT BCE cooOieHus. [TockompKy Bee COOOIICHUS, KOTOPHIMH OOMCHHBAIOTCS JBA
YCIOBCKA, 3AIIHU(POBAHBI OJHUM M TEM JKC KIIOUOM, ONPCACICHUC KIKOYa Il OZHOTO COOOLICHUS
O3HAYACT OMPEACICHUE KITFOUa Al BeeX cooOueHuit. C apyroi CTOPOHBI, ©CIH BO3MOXKHO 03 0COOBIX
3aTPYAHCHHIN UCTIOIb30BATh OTACIBHBIN KITFOY AJIS1 KAKI0TO COOOIICHUS, MOYeMy Obl HE BOCTIOIb30BATHCS
3TOM JOMOTHUTEIBHON MEpOoH 0e30macHOCTH? XOTS 3TO H SBISCTCS HEAOCTATKOM, MPUCYIIAM MOAXOIY C
COBMCCTHBIM HCIIOJIB30BAHUCM K/IHOUa, ¢ HUM BIIOJHC MOXKHO INPUMUPUTBHCA, YUUTBIBAd HCy,Z[O6CTBa,
BOSHUKAIOIUC IIPU ITOMBITKC O6MCHI/IBaTbC$I KJIIOYaMHU JIMYHO.

ITpoGaemsr Oe30macHOCTH

[pexnonoxmm, A ormpasiset I 37eKTpOHHOE COOOIIECHHUE C HCIIONB30BAHUEM IHU(PPOBOTO KOHBEPTA,
a B mepexsatriBaet coobmenne. Cmoxet 1 B mpouects ero? OcHOBHBIE AaHHBIC OBLITH 3aITU(POBAHEL C
MOMOIIBI0 CUMMCETPHYHOTO AITOPUTMA, TIO3TOMY i MOTPeOyeTCst ceaHcoBbi Kimod. YroOsl pacumbpo-
BATh AAHHBIC, OHAa MOXKCT HOMNBITATBCA MPUMCHUTH aTaKy MCTOAOM IMPAMOro Hepe6opa, HO €C/IN KIIO4
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128-OuTHBIH, 3TO 3aliMET MIJUTHAPIBI MM JAKE TPUUTHOHBEL neT. Ho MOCKOMBKY MMeEeTcsl ceaHCOBBIN
KIIIOY (OH SIBJISICTCS HACTHEO CAMOTO COOOIICHNS), M BPSLA JTH MOHATOOUTCS IPUMCHSTH 3Ty aTaky — €Clu
TOIBKO CCAHCOBBIM KIIOYW Taioke He Obln 3ammgpoBad. UrtoObl pacmmdpoBaTh CEaHCOBBIM KIIOY, CH
HEOOXOIUM KJIIOY, TAPHBIA OTKPBITOMY KUY, KOTOPBIH OBIT HCHONB30BaH I ACIIH(POBAHUS, IO-
CKOITBKY 3TO €AWHCTBEHHBIH KITIOY, CIIOCOOHBIN pacmiu(poBaTh AaHHBIE. ITO CEKPETHBIN KITIOY, HMEETCS
oH TompKO y I

Bo3smoxno, B cMOXkeT B3MOMaTh aNropuTM ¢ OTKPBITHIM KIKOUOM HIH PACKPBITh CEKPETHHIN KIIOU C
MOMOIIBIO MPSIMOro repebopa. BemomamM, 9TO CYINECTBYET ABa CmOCO0a BOCCTAHOBHUTH COOOIICHHUS,
3amu(poBaHHBIC ¢ TOMOIIBIO MH(POBAHH ¢ CHMMETPHUYHBIM KIFOUOM: B37IOM QIITOPUTMA U HAXOXKICHHC
KIroua nytem npsvoro niepebopa. To ke camoe cnpaBeanuBo M LI MH(DPOBAHHUS OTKPHITHIM KIFOUOM.
Ecmu B cMmoXeT packpbITh CEKPETHBIH KIOY, B3IOMAaB aNrOPUTM WIH BOCIOJb30BABLINCE METOIOM
npsMoro nepedopa, OHA CMOXKET PacIH(pOBaTh CEAHCOBBIH KIIIOYM W HCIONB30BATH €ro AN pacurud-
POBKH OCHOBHBIX JAHHBIX.

UroOwr packpeiTh cexpeTHbiil kmou, C momkHa Haiitn 160-OutHoe mmn 510-OutHoe umcno. Ecmu
araka METOAO0M mpsiMoro mepebopa Ha 128-OuTHOE 3HAUCHME (CUMMETPUYHBIN KITFOU) MPESACTABISCTCS
HEOCYIICCTBUMOM, TO 4TO roBoputh 00 arake Ha 160-OutHbiii kmou? Takum oOpa3oM, ataky METOIOM
npsmoro nepedopa va 160-OutHeIH Wiy 5 10-OUTHEIN KITF0OY MOYKHO CUHTATh OECIIONC3HOM.

Mosker mu OBITH B3JIOMaH aNMTOPUTM € OTKPHITEIM KmrouoM? [la, Takod amroput™ MOKET OBITh
B37IOMaH MYyTEM ONPEACICHHUI CEKPETHOTO KIIOUA HA OCHOBE OTKPHITOro Kiro4ya. OTKPBITHIH U CEKPETHRIN
KITIOY SIBIISIFOTCS TIAPOH, OHH CBA3AHBI MEXAY COOOM, a 3TO COOTHOLICHHUE ABIACTCA MareMaTHaeckuM. Jls
MOJYYCHUS CEKPETHOTO KIIOYa M3 OTKPBITOrO KIHOYa MOTYT OBITh HCIONB30BAaHBl MaTEMATHICCKHC
BBIYHCIICHUSL.

Kak u png mudpoBaHus ¢ CHMMETPUYHBIM KITFOUOM, YeM JIHHHEEC OTKPBITBIH KITIOY, TeM OOMbIIC
BPEMECHH 3aliMET BOCCTAHOBICHHS MO HEMY CCKPETHOrO Kimro4a. Ecium Kmo4YM AOCTATOYHO JIIMHHBIC,
pCLICHHE 3aJa4ud 3alfiMET CTOJIBKO K€ BPEMCHH, CKOJBKO 3aHMMACT aTaka METOAOM IpsAMoro mepebopa
IpY aTtake Ha 96-OUTHBIN MK 28-OUTHBIH KIIOY IPH CUMMETPHYHOM [U(PPOBAHUH.

Kak paGoraer kpunrorpadus ¢ OTKPBITBIM KIIOUOM

PaccmoTpum kak paGotaet mudpoBaHHE ¢ CHMMETPUYHBIM KIFOUOM: HCIONB3YS KITHOY, MOCIEIO-
BaTCIBHO BHIMTOIHACTCS Hpoucaypa mudpoBaHud TEKyIIUX JaHHBIX. UtoOwl pacmmdpoBars uX, HAIO
BBITTONHATh ACUCTBHA B oOparHOM mopsake. Ecin mocnexnum aelicTeHeM mpH 3ammn(pOBRIBAHHH OBLT
LIUKITHYCCKUH CIBUT CIIOBA, MEPBOEC, UTO ACTACTCH HPU PACIIN(POBBIBAHHH, — 3TO LHUKIHUYCCKHH COBUT
3amu(poBaHHOTO €I0Ba B 0OPATHOM HANPABICHHUU HA TO YK€ camoce 4uciao OuToB. Ecian ko4, ucmomb-
3yeMbli Js [MUGpPOBaHUS JAHHBIX, COBMAAACT C KITIOUOM, IPUMCHACMBIM IPH UX paclu(poBaHuH, TO
Pe3VAbTAT LUKIHYECKOro casura OyaeT teM xe. (Ecnu kirou HempaBUIBHEIN, €CTh BEPOSTHOCTh, YUTO
PE3VABTAT CABHra MOXKET OCTATHCS MPABUIBHBIM, HO BCEC OCTAJIBHBIC JANBHEHUINHNC ONCPALUH, TAKHE KaK
XOR B ogaom mecte 1 AND B apyrom mecte, 6yayT HEBEPHBI.)

Ho B xpunrorpaduu ¢ OTKpPBHITEIM KIIOUOM Takas mpoueaypa He Oyaer padorars. Henpas mpocto
BBITTOTHUTE ACHCTBHS B 0OpaTHOM mopsake. B To BpeMs kak mudp ¢ CHMMETPHYHBIM KIIOYOM HPOCTO
ONCPHUPYET AAHHBIMH Kak OWTaMH M mpeobpasyeT UX ¢ MOMOIIbE) KOMIBIOTEPHBIX ONEpaluid, mudp c
OTKPBITHIM KITIOUOM OTMEPUPYET C JAHHBIMH KaK YHCIAMH W BBIMOIHACT ACHCTBUS HAJ YUCIaMH. A Mate-
MATHYCCKHUC ICHCTBHS OJHOHANPABICHB: OHH JICTKO BBIMOIHAIOTCS B OJHOM HANPABICHUH, HO HE B
JpyroM HampaBieHUH. PaKkTHUECKH, OCHOBOU THO0OT0 XOPOIIETO ANTOPUTMA C OTKPBITHIM KIFOUOM SIBJI-
€TCS OJHOCTOPOHHSS (PYHKIIUS, KIaCC MATEMATHUCCKUX 3aa4, HA PCIICHHH KOTOPBIX CTPOUTCS KPHUIITO-
rpadus ¢ OTKPHITEIM KITI0YOM. OTHOCTOPOHHIOK (PYHKLUEO MOXKHO CPABHHUTB C JTFOKOM, KOTOPBIH OTKPBI-
BACTCS JHIIb C OJHOM cTOpOHBI. s BCero ocTambHOro Mupa (QYHKLHH SBISIOTCS OXHOCTOPOHHEH, HO
CEKPETHBIM KJIIOY ACUCTBYET KaK MOTAMHOM JOK, KOTOPBIN JAET BO3MOXKHOCTb BNAJECIbLy BOCCTAHOBUTH
HCXOJHBIC JAHHBIC.

Hns peieHud 3a0a4 pacnpeaciCHUs KITIOUSH U 3ICKTPOHHBIX HH(POBEIX MOAMUCEH OBLTH HCIOMb-
30BaHbl HJACH ACHMMETPHYHOCTH NpeoOpa3oBaHWM M OTKpHITOro pacmpeicnenus kmwoueh Hudpdu u
Xennvana [6].

B pesynbrare Obina cozaana kpuntorpadus ¢ OTKPBITBIMH KIIOUAMH, B KOTOPOH HCIIOIB3YETCS HE
OJIMH CCKPCTHBIH, a mapa KIYCH, OTKPHITHIHA (ITyOIHYHBIN) KITFOY U CCKPSTHBIN (JIMYHBIH, HHIAUBUAYAIb-
HBIH) KJIHOY, H3BECTHBIM TOIBKO OJHOH B3aUMOJACHCTBYIOMICH CTOpOoHE. B oTiMuHe OT CCKPETHOTO KiIrO4a,
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KOTOPBIA JOIDKEH COXPAHATHCS B TAMHE, OTKPBITHIH KITIOY MOXKET PACIIPOCTPAHATECS MyOIraHO. CHCTEMBI
C OTKPBITBIMH KJIFOUaMH 0ONaJar0T ¢ ABYMS CBOWCTBAMH, KOTOPbBIC MO3BOJIOT (hopMupoBaTh 3armud-
POBaHHBIC U Ay TCHTU(DHLUPOBAHHBIC COOOIICHHSL.

CxeMa mudpoBaHus AAHHBIX C HUCIOJNB30BAHMCM OTKPHITOIO KIIHOYA COCTOHT M3 ABYX 3Tamos. Ha
MEPBOM M3 HUX MPOU3BOIUTCS OOMEH MO HECCKPETHOMY KaHATy OTKPBITBIMH KitouaMu. [Ipu sTom Heob-
XOOMMO OOCCIICUYHTh TOJIMHHOCTD Mepeadd KaueBoi uapopmaumu. Ha BTOpOoM 3Tame, coOCTBEHHO,
peamu3yercs IMU(pPOBaHUE COOOIICHHH, MPH KOTOPOM OTIPABHTEIL 3alH(POBBIBACT COOOLICHHE
OTKPBITHIM KITIOUOM TOJyYaTesl. 3amugpoBaHHEd (aiin MOXKeT ObITh MPOYUTAH TONBKO BIAICIBICM
CCKPETHOTO KJIIOua, T.¢. mojydareiaeM. Cxema pacummdpoBanus, peann3yemMasi morydareieM COOOIICHHUS,
HCMONB3YET AJIS 3TOTO CEKPETHBIHM KU NOTYYATEIIS.

JPPeKTHBHOCTD 3aIIUTH CHCTEM € MOMOLIBIO MIOOBIX KPHUNTOrpadHUCCKUX aIrOPUTMOB B 3HAYH-
TENBHOU CTETICHH 3aBUCHT OT OE30MaCHOrO PACTIPEACICHUS KITIOUCH. 346Ch MOXKHO BBLACTHUTD CIICIYIOLIHC
OCHOBHBIC METO/IBI PACTIPEACICHIS KITIOUCH MEKAY VIACTHUKAMH CHCTCMBI.

1) Merox Ga3oBbix ceaHCOBBIX Kiroucih. Takoit merox omucad B cranmapte ISO 8532 u ucmoms-
3VeTcs I PACHpPEACTCHUS KITOUCH CHMMETPHUHBIX alrOpuTMOB mudposanus. s pacmpeaeicHus
KITFOUCH BBOAUTCS MCPAPXHUS KITFOUCH: TOJOBHOM KJIFOY (TAK HA3bIBACMBIM MACTCP-KITIOY, HITH KITIOY Iud-
pOBaHMS KIIFOUCH) W KIOY MH(PPOBAHUS AAHHBIX (T.€. CCAHCOBBIN KIO4). Mepapxus Moxer ObiTh H
JBYXYPOBHEBOH: Kmou mmpoBanus kiarouck / kmou mudposanus Crapmmil K109 B 3TOH HEpapXuu
HAQJO0 PacmpOCTPaHATh HEIJICKTPOHHBIM CHOCOOOM, HUCKIIOYAIOIINM BO3MOXKHOCTh €TO KOMITPOMCTALHH.
Ucnonp3oBanue Takod cXeMbl PacnpeAcicHUs KIoueH TpeOVeT 3HAYUTEIBHOTO BPEMCHH M 3HAYH-
TCNBHBIX 3aTpar.

2) Meton oTkpbIThIX Karouck. Takoi metoq omucan B cranaapte ISO 11166 u MoxeT ObITh HCHIONB-
30BaH A1 PACHPEACICHUS KITOUCH Kak Il CHMMETPHYHOrO, TaK U JUIl ACHMMETPHYHOTO MH(POBAHHUSL.
C ero noMomp0 MOXKHO OOCCICYHTh HAICKHOE (DYHKIMOHHPOBAHHE LICHTPOB CEPTHPHKALNHN KIHOUCH
JUI 3ICKTPOHHOM LM(poBod mnoAamucy Ha 0a3e aCHMMETPUYHBIX AITOPUTMOB H PaclpelIciICHHE
CepTHU(HKATOB OTKPBITHIX KIIOUEH yIacTHHKOB HH(popMarmoHHBIX cucteM. Kpome Toro, ncnons3oBanue
METOAA OTKPBITHIX KIIOYCH TMO3BOSET KKIOC CooOmeHue MmUpoBaTh OTIACIBHBIM KIHOUOM
CHMMETPUYHOTO aNropuT™Ma W TEepeaaBaTh 3TOT KIOY € CAMHM COOOIICHHEM B 3amu(poBaHHOU
ACHMMETPHUYCCKUM ATITOPHUTMOM.

3axmrouenne. Hanmexxnas xpunrorpaduyeckas CHCTEMa JODKHA YAOBIETBOPATE TakuM Tpedo-
BaHUSM, KaK MPOLCAYPHl 3amu()pOBBIBAHUS U PacIiiu(pPOBBIBAHUS JOKHBI ObITh '"Mpo3paduHbr’” s
MOJIb30BaTENs; ACMU(POBAHUE 3aKPHITON HHOOPMALMH JOIKHO OBITh MAKCHMATIBHO 3aTPYIHCHO; COACP-
JKaHHC TepenaBacMoil HHpopMaly HE TODKHO CKa3bIBAThCA HA 3((EKTHBHOCTH KPHUOTOrPadUUIeCKOro
anropuTM™Ma.
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AIIBIK KIITTI AKITAPATTBI KOPFAY KYPAJITAPBIHA TAJITAY KACAY
A. M. AxmeroBa, C. A, Hyrmanosa

AKmaparTsIK xKoHE ecentey TexHomormaIapel HHCTUTYTHL, KP FK BEM, Anmmarer, Kaszakcraw,
Abaii aTeiHAAFEI KA3aK YITTHIK MEAATOTHKANBIK YHUBCPCHTET, AMatel, KazakcTan

Tipek ce3mep: akmapaTThIK KAyiNCi3miK, aKMApaTTHIH KOH(PHICHIHATIBLIIBIFGL, AIOBIK KT, KYIAS KiIT, CHM-
METPHATIBI KinTi 6ap kpunrorpadus.

Annoramusa. CHAMMCTPHATIBIK KiITTI MAWJANAHY ApPKBLUTBI MH(PpPIAY MOTIMCTTCPAIH KAVINCI3AIriH CakTayra
CCTTITiH TUTI3Cl JKOHE 0JI 0aCKa KOJIAHYIObIFA KYIHA aKHApaTTHl OiIyTe >koa OepMeiini, COHTal-aK OHBIMCH KOCa
KurTTepai madgamanyra Oomamsl. bipak Oacka KoamaHyIIbFa Kamalma KiTrTi Kayimcis xkioepyre Oomanpi? ATmbIk
KIITTEpP KpUNTOTPA(HICHI OCHI MAKATIaAa KApPaCThIPBLIAIBL.

Kinrrepai ymecripy eceOiH mIbFapy YIIH aIObIK KIITTEp KPHNTOTPa(UsICHIH KapacThIpyFa OONaibl. ANIBIK
KinTmeH mudpiaay ASpeKTep aJrOpHTMi TEK KYNHS KiNTiH maizanansim Kadboraamay MymkiH. Juddu-Xemmvan
(DH) memece »mmmmTukaiblK KACHIKTarbl Jupdu-Xemman (ECDH) anropuT™iHaeri Kayinci3 CeccHs KilTiHE Ty
YIIiH, OPTaK Kymus KAJbIITACTHIPY AINBIK KiNT TEXHOJOTHSIApABI MaiimanaHyra Oonanpl. Tek e3apa OannaHbIC
JKacayImbl TapanTap Oy KYMHAHBIH MOHIH jKacal amaasl, COTAH KCHIH CeCCHA KilT PETIHAC MAliTaTaHBLTY bl MYMKIH.

Opbip YII arropuTMICPAIH APTHIKIIBLIBIKTAPEI MEH KEMIUITIKTEPI 0ap, COHABIKTAH Oy aaropuTMIACpAiH Oip
OipiHCH apTHIKIIBLIBIFE OCTim Oip KOMAaHY YIOiH TaHAATAael. Erep Kymusaces3miH KiATTCPiH CAKTAHTBIH YKOFAFAH
KYPBUIFBIHBI YMBITBIJICA KPHINTOTPA(QMSUIIBIK KINTTEPIAIH >KOFaNTy MYMKiHAiri 0ap. COHbIMEH KaTap, aKMapaTThIK
mu(pIaHFaH KIITTEPl KATIMBIHA KeNTipy Kepek 0omysr MyMiH. Ocbl ceOentepre OaiIaHbICThI, KONTETCH YHBIMAAP
KaHTa KaMIblHA KENTIPY KIUITTEPIHIH >XKOCTAPIAPBIH ICKE achIpyaa. OAETTE, KBICKAPTY HETI3rl MadgamaHyIbl
KO3/IeH i, aIbIK KIIT KAIBIHA KEATIPY areHTTI MaiAaTaHbII KITTTepAl Iu(pIaniIbL.
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