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ANALYSIS OF MATHEMATICAL MODELS
OF INVESTMENT STRATEGIES IN THE UNIVERSITY
ON CYBER SECURITY SYSTEMS

Abstract. The article provides an overview and analysis of mathematical models for choosing investment
strategies in cybersecurity systems of informatization objects (I0O) as a particular example of educational information
systems (IS). The purpose of the work is the analysis and comparison of known and new investment models for the 1O
protection. It is shown that previous researches have often purely economic nature and do not take into account the
trends relating to the introduction of innovative information technologies in the control and decision-making
procedures of the 10O cybersecurity tasks. It is shown that the optimal value of resources allocated for the IO protection
and cybersecurity depends not only on the vulnerabilities of IS, but also on the cost of information should be protected.
All this makes it relevant to develop new models for the decision-making support on the 1O protection and cyber-
security investment. The task, in particular, can be solved through the use of new information technologies and
computer-based decision support systems (DSS). As a variant, it was proposed to use as a basic mathematical model
for DSS the models based on game theory.

Key words: cybersecurity, information and educational environment of the university, investment, model,
decision support system.

Introduction. Nowadays, information is the most valuable asset for any company or educational
institution. Information and information technologies (IT) have become the basis of all educational and
business processes in educational institutions. Modermn universities today are at the forefront of innovative
developments and projects in all arcas of human activity[1]. Weak information security in the information
and educational environment of the university (IEEU) can be a serious problem for the reputation and
financial condition of universities.

Moderm cyber attacks on important IS, in particular, on the IEEU have contributed to the development
of researches that are associated with the intellectualization of calculations in the field of decision support
for IP and cybersecurity (CS).

Investments in innovative projects, for example, in I'T and CS, in many cases are determined by a high
probability of inaccurate calculations. Created in recent years by various decision support systems (DSS)
companies in IT and CS investment tasks have received good responses. Some of these DSSs provide an
opportunity to optimize procedures related to the search for multivariate strategies for the financial
investment of projects in the field of IEEU CS [1,2].

The purpose of the article. The purpose of the work is the analysis and comparison of known and new
investment models for the protection of the information and educational environment of universities (IEEU).

Main part. The most common practical model was proposed by American researchers Lawrence
Gordon and Martin Loeb of the Maryland University in 2002 [3]. The paper describes an economic model
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that determines the optimal amount of investments in order to protect a given set of information. The model
takes into account the information vulnerability for security hacking and the potential loss in case of such
hacking. It is shown that for a given potential loss, a company does not necessarily have to focus its
investments on information sets with the highest vulnerability. Since extremely vulnerable sets of
information may be prohibitively expensive in protection, the companies should better focus their power on
information sets with medium-level vulnerabilities. The analysis also suggests that in order to maximize the
expected benefits from investments in order to protect information, a company must spend only a small part
of expected losses due to a security breach [3].

The model structure is static - decisions and results come at the same time, and dynamic effects,
including the dependence of money on time, are not taken into account. An information set can take various
forms, such as a customer list, a payables book:

A — monetary loss caused by the security breach of the information set;

t — probability of attack, < [0,]];

v — the vulnerability of information, which means the probability that in condition of investment
absence the attack will be successfulfor 1; 0 <v <1

z — information security costs.

Forthe model A = const , although in practice A= A(¢) i the value 7 is a single attack (the simultancous
attacks are not considered).

Other values are also considered:

Vi — probability of loss as a result of attacks;

L =t/ —potential losses associated with an information asset;

S(z,v) — probability of security breach.

The nature of information vulnerability and information security leads to consideration of the following
assumptions (Al, A2, A3) regarding S(z,v):

Al.5(z,00=0 for all z. That is, if the set of information is completely invulnerable, it will remain
ideally protected for any amount of investments in security, including zero investment.

A2, For all v, S(0,v)=v. That is, if there is no investment in information security, the probability of

a security breach due to the realization of a threat will remain unchanged.

A3.Forall ve(0]) andall z,S_(z,v)<0 and S_(z,v) >0, where S, determines the partial derivative
according to z and S, denotes the partial derivative from S, with respect to z . Therefore, as investments
in information security increases, information becomes more secure. In addition, there is an assumption that
for all ve(0]), imS(z,v) >0, as z — oo , therefore, due to the security investment the probability of a
security breach is 7 times S(z,v) that is, it can reach a zero [3].

The expected benefits from investments in information security, referred to as EBIS (Expected Benefits
of an Investment in Information Security), are equal to the reduction of the expected losses of the company
related to additional security:

EBIS(z)=[v—-S(z,V]L . (1)

The expected net income from an investment in information security (Expected Net Benefits from an
Investment in Information Security, ENBIS) is equal to the difference of EBIS and the costs of investments:

ENBISz)=[v—-S(z,V)]L—z. 2)

The optimal size of investment is z (V') at which ZNBISz) reaches the maximum value.

In [3] there were proposed two classes of vulnerability functions that meet the conditions of A1 — A3,
The first class of exponential functions:

ST(z,v) = ﬁ 3)
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where the parameters o > 0, S=1 are the measures of information security performance (for the given v
and z the probability of a security breach decreases for both, o and g). From the condition

ENBIS,(z') =0 it follows that the optimal amount of investments can be calculated as follows:

1
(Vpol)——
W) = % . 4)

That is, from (4) it follows that z'"(v)=0 is for 0 < v <1/ af L . Therefore, the optimal investments

in security for the first class is zero until such the value v does not increase up to v = L With a further
afL

increase of the v threats probabilities, the value Z[*(V) , in accordance with (3), increases with decreasing

speed.
The second class of exponential functions:

S[[ (Z, V) — Vaz+l ’ (5)

where the parameter « >0 - the measure of information security performance. From the condition
ENBIS, (z")=0 we obtain:

1
In( —avl(In V)) .

ZH*(V) —
alnv

(6)

From (6) it follows that for the second class of functions S(z,V), the function z”" firstly increases

and then decreases with increasing of v .

Despite the fact that the Gordon-Loeb model after publication was recognized in the scientific
community and supplemented, both by other authors [4,5,6] and by Lawrence Gordon and Martin Loeb [7],
many issues should still be resolved. The indisputable fact is that the authors of the model for the first time
thoroughly examined the problem and identified the vulnerability function, which is a key indicator of
information security.

We can distinguish the following disadvantages of the model:

1. It depends on the constant growth of cash receipts, the model is a single-phase, so it should not be
used to evaluate companies whose cash receipts can vary considerably. For such companies it is better to
use a multi-phase model. Based on the above mentioned, we can conclude that this model is more suitable
for evaluating large companies that have already exhausted all the opportunities for the growth.

2. Too susceptible to input information, does not take into account changes in dividend policy, share
repurchases, and others.

3. Focuses mainly on the study of the optimization aspects of risks control, which almost minimizes
the possibility of taking into account the real risk object.

4. Discounted rate is greater than the growth of dividend payments.

Wuhenn Shim, on the basis of the work of Gordon-Loeb [3], developed his model of interrelated risks
for two identical enterprises [8]. The author demonstrated that the optimal amount of investments in
cybersecurity with negative external effects will be greater or equal to the optimal amount of investments
with independent risks, and the area of zero investments will be less. If the cooperation of enterprises creates
positive external effects, then the optimal amount of investments in cybersecurity will be greater or equal to
the optimal amount of investments with independent risks, and the area of zero investments will be identical
to the model with independent risks.

In addition, Shim [9] theoretically and empirically proved that financial investments for resisting
untargeted attacks and aimed at damaging the maximum possible amount of susceptible systems will cause
positive external effects, because an increase of financial investments of an organization will reduce the
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risks of other companies connected to the system of this company. As a result, a relationship was depicted
among external effects problems and types of attacks, as shown on figure.

Both of the models discussed above have disadvantages. None of them takes into account the
calculation of the optimal solution in a dynamic mode, in particular the effect of financial investments. For
example, they do not analyze how the intruder changes the strategies of his attacks after the appearance of
additional financial investments in cybersecurity. For each of these models, there is the difficulty of
obtaining data, such as quantitative losses evaluation, threats probability evaluation and evaluation of the
system susceptibility to the intruders attacks. The model of interrelated risks is only suitable for the same
enterprises, therefore it is not suitable for all organizations. Both models are based on two classes of
information system vulnerability functions.

Targeted attacks
Interdependent
Securitv Risks
Non-targeted
attacks

Communication between external effects and types of attacks

Investments causing
positive external effects

The tendency to
increase the amount

Af invactmant

The tendency to
decrease the amount

Af fmtracteeant

Investments causing
negative external effects

In the work of V.K. Zadiraky and co-authors [10] there was considered a version of the model for
determining the amount of information protection costs that could be useful for organizations in order to
create or to improve their own information security system.

The total expected amount of information security losses ¥ can be expressed as the sum of expenses
S and potential losses H(S):

V=85+5b(S). N
Function (7) can be represented as a targeted one, which should be minimized:
V(S)=S8+b(S) > min. ®)

Investment of the information protection costs S should reduce the amount of expected losses H(S)
from a security breach, larger values of S corresponds to smaller values of 5(S):

0<S, <S8, = b(S,)<b(S,) <b(0)=B. 9)

The formula (9) means that the function A(S) is monotonically decreasing, and therefore the rate of
change A(S) of expected losses of costs is negative:

b($)<0. (10)

Maximum value of § — costs we obtain in the following way:

1
S B VBlfl/ _Blfl/ B (B17V)V,1 B B (11)
v-DoB YL v =
v—1 v—1

In the work of Glushak-Novikov [11, 12] there was proposed an approach in order to solve the problem
of creating an information protection system with the condition of the complex nature of the attacks and
with the limited resources of the protector in order to create a protection system. According to the developed
model, there was formed an optimization task to decrease the costs for the creation of a protection system
at the presence of information about the attacker and vulnerabilities in the system.
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The object of the study is a distributed information and communication system (ICS) with an open
architecture, which consists of C interacting components involved in information processing. Each
component is described by a set of characteristics, including information processing technology, operating
environment, and others. The specified parameters of the components determine their value for the system,
which will be denoted by ge.

Taking into account the nature of the computing environment, each of the components is vulnerable to

certain threats with A acceptable threats. It is assumed that the information about the architecture of the
ICS is opened and is known to the sides of the conflict. In addition, there is given the probability of
successful realization of a threat ¢ against a component of the system €, as well as the probability of
neutralizing the threat by establishing protection mechanisms p. Therefore, random factors that need to be
considered at modeling are influencing the effectiveness of decisions made by an attacker or protector.
Relationships between the protector and the attacker can be formalized using the risk function. The
attacker, by damaging the system, triecs to maximize the risk. At the same time, the protector, opposing the
attacker, establishes protection mechanisms, seeking to reduce the risk to a zero. In conditions of limited
financial and technical resources, according to a predetermined model of an attacker, the protector needs to
distribute the means and protection measures so that the risk in ICS was minimal. In terms of game theory,
the risk function is a payment function. The quantitative value for risk assessment is the caused damage O.,
which is expressed in the form of costs and lost benefits. Therefore, the damage value (. is caused by a
certain component ¢ equivalent to the value of this component g, for the functioning of the system as a

whole. In general, the ratio for the information security risk function & can be written as the composition
of the probability £, of the threat realization o and the caused damage during the realization of this threat

Q.. The variable V, describes the probability of neutralizing the threat using the established additional pro-
tection mechanisms [11]:

R,=P_ *0Q,*(1-V,). (12)

One of the features of the confrontation between the protector and the attacker is dynamic character,
since the attack is usually preceded by monitoring the system and intelligence, which must be taken into
account in the model. Therefore, the state of conflict can change over time.

The creation of an information protection system (IPS) according to the developed approach [12] can
be divided into the following stages:

1. Collection and analysis of initial information using expert assessment methods - structure analysis,
vulnerability analysis, threat analysis.

2. Synthesis of the information security system structure. We substitute the initial data obtained at the
first stage into the model. As a result the solution of the obtained problem using the method simplex was
obtained by the relative value of risk R, as well as a set of protection mechanisms that will be optimal
during the confrontation.

The model of confrontation between the two sides, developed within the framework of the RAND
company, is the model of Gross [13], designed to simulate tactical military operations. According to this
model, the conflicting sides have the resources X and Y, and the result of their opposition is determined
by the objective function, which linearly depends on the difference of the invested resources and leads to
the linear programming problem:

i(x,y)= z 2:1 () = z 2=1gk max(x, — y;,0), (13)

where k — object number, X, and },— attack and protection resources at £ object, g, — a weight coefficient
which expresses the importance of objects or their vulnerability.
The value max(x, — ¥,,0), the value of which is the larger of the two numbers X, — J, and 0, is the

part of the unit X, that is able to penetrate the protection to the object. Therefore, the value

g, max(x, — y,,0) characterises the success of the attack on the & object. For the applying to information
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security tasks, g, expresses the relative value of information at the & object, and g, max(x, — y,,0) - the
damage caused by information leakage. Since the damage cannot be greater than its cost, it should be
i(x,y)=1 at x—y>1. Consequently, the function 7(x,y) has a piecewise linear character. The entire
interval of a variable x, with a constant value of y, can be divided into three zones, bounded by two
limiting values x, and x,, at x <x, we have i(x,¥)=0, at x>x, —i(x,y)=1, at x, <x<x, - the
function #(x,)) grows linearly with an angular coefficient g. Taking into account the above

considerations, the objective function, which expresses the damage caused by the information leakage, takes
the form [13]:

i(xay)222:1gk(xk_yk)a (14)

Oatxj —yi <0,

where Xk —Vk =Xk —Vk at O<x} —yi <1,
lat xj —yi > 1.

The task of Gross, which arose during the planning of military operations, has a number of differences
from the considered tasks. Firstly, the objective function has a discrete nature, since it determines the amount
of units that broke through the protection or that destroyed the attack or protection. Secondly, these units in
cach episode of confrontation are the same for attack and, accordingly, for protection. The uniformity of
objects greatly simplifies the solution of the problem, but limits the conditions of the confrontation.
However, the main disadvantage of the Gross model is the piecewise linear character of its objective func-
tion, which, of course, cannot correspond to real conditions. For this reason, the Gross model, at its simpli-
city, is used only to approximate the objective function and to obtain results at the first approximation [13].

The research [14] describes the study of cyber attack on the information sphere by Grischuk R. V. An
assessment of the cyber attacker's capabilities during cyber attacks is carried out using game methods for
cyber attacks analysis.

The author reviewed the non-cooperative cyber attack 4 of n cyber attack players on information
systems:

A=V @) (15)

where n— the amount of cyber attack players that is defined on the set N ,n e {N },N = {1,2,...,n}; i— the

number of cyber attack player, i € {N }; X;— i cyber attack player strategy, x, € {X i}; fi(x)—a fee of i

player of the cyber attack A at choosing by n players their own strategies x of the cyber attack x € {X }
The fee for a successful cyber attack of the 7 player has the form of a quadratic function:

fi(x)=xMDx" (16)

where M ® — symmetric scalar quadratic matrix, X” — column vector.
The aim of a cyber attack for i player in a cyber attack is to choose such a strategy x; € X, when the
success of the implementation will be greatest:
f,(x) > max. (17)

This model does not take into account the impact of investments on the choice of the optimal solution,
however, the researchers demonstrate how the developed game analysis methods allow to evaluate both
single and group cyber attacks. This allows to receive guaranteed and reliable estimates of the information
security level from cyber attacks on the information sphere.

Works O. E. Arkhipov [15, 16] study the use of “attack-protection” economic value models for risk
assessment and research of the effectiveness of investments in information security.

There was considered the situation that arises when an attacker 4 implements a threat 77 with respect
to a certain information resource / that belongs to the side B . It is assumed that D - the total cost of
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expenses of the attacking side A for the implementation of the threat 7", g - the resulting "benefit", the

value of which is determined by the value of the resource / for the attacker. The damage incurred in this
situation by the side B (the owner of the resource /), that is, the cost of the resource from the point of view
of its owner, is estimated by him as ¢ , and the total cost of the implemented complex of protective measures

is equal to c.

On the basis of this information, it is possible to create a logical-heuristic scheme for expert estimation
of probabilistic characteristics used to calculate information risks. The net income of the attacker in case of
a successful threat 7 is Q =g — D . If the value g of the resource / for the attacking side A4 is significant,

in particular, if g >>D it can be assumed that the attacker will try to use any chances to realize this threat.
On the contrary, for small values of g the economic motives for the occurrence of a threat 7" are practically
absent: at Q=0 (or g =D) an attack of a resource becomes impractical, in this case /2 =0.For g <D an

attempt to realize the threat 7 loses all economic sense. Based on these considerations, in [15] there is
proposed a relationship:

p-L_,_. 2

t
g g

which can be used to estimate the approximate values of the activation probability (occurrence) of the threat
T . In the general case, the probability of a threat 7' realization is a composition of:

I =EF,. (19)

(18)

where P - the probability of use by an attacker successfully the information system vulnerabilities (IS or

10) containing an information resource /. The probability value £, depends on the degree of IP protection,

which, in turn, is determined by the volume of investments in IPS, which with a certain approximation is
taken into account by the relation [16]:

Pvzqfsc’ (29)

where s — the coefficient by which the level of investments efficiency ¢ in the information protection
system is determined, namely: the larger the value s is, the lower, under the condition of the same
investment volume of ¢, the probability value £, . From the formula (20) it is obvious that at the absence
of critical information in IS (that is ¢ = 0) the probability is £, =0 . When the cost g of a resource [ is
high or very high, however, the costs on the creation and operation of IPS are low, that is ¢ >> sc, the
probability is £, — 1 . If the owner of the resource / pays enough attention to its protection, the values ¢

and sc are proportionate, £, <1. In general, the probability value B, at ¢ = const grow with a decrease in

the level of IPS investment ¢ and vice versa, increase with the growth of their volume. Formulas (18), (20)
allow to create an optimization scheme, according to which it will be possible to draw conclusions about
the effectiveness and feasibility of investing in IPS. For this, it is assumed in [16] that with a zero investment
in IPS P, =1 the output information risk is R, = P,q . Investing in IPS the costs ¢ (under the condition
of rational costs of these funds for the needs of protection) leads to the fact that the probability of successful
execution of vulnerability becomes less than 1, that is £, <1. The residual risk in this case will be equal to

R = PP q, the amount of losses that could be prevented — R — R = Pq— PP g=(1-F,)Pq and the
corresponding "income" - A, =R - R —c=(1-PF)Pq—c.
The economic value model is based on the results of the analysis of the real indicators of the

organization’s information system security level, information security requirements, requiring the use of
real information risk control mechanisms, taking into account economic trends, and then allows to hope to
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achieve more objective results at assessing the optimal investment volume in the information protection
system.

The cost-based “attack-protection” models also provide an opportunity, on the basis of specific infor-
mation about a real organization, to check whether the funds invested in the information security of this
organization are sufficient in volume.

Levchenko and co-authors in works [17,18,19,20] proposed a mathematical model that provides for
the use of the objective function 7(x; ), where i is assigned to the total amount of the lost information
cost, X and y isthe i attack and protection resources, respectively. This function in general terms has the

form:

i(x,y)= Zﬁc=lik('x7y) = Zﬁmlgkpk%(x:y)fk(x:y)a (21)

where k = 1,/ — the object number; g, —amount of information on the object; p, — probability of attack
on an object; ¢, (x;)) — the probability density of allocation of attacks resources X on k object; f,(x;))

— dependence of the share of lost information on the ratio of x and y, which can be considered as the
probability of information loss at given values x and y.
Two classes of functions are proposed as dependencies. f, (x,y):

a(x/y)
_ 22
range f(x,)) b/ y) 1c (22)
exponential f(x,y)=d(1— e_m(X/y)") , (23)

where the parameters o, b, ¢, d , n, m take positive values and determine the position and slope of the
curves.

The work [17] proposed two possible types of dependencies g(x) in the form g(x) = Nx"e " - the
Maxwell distribution g,,(x) = Nx*e ™™ and the Rayleigh distribution ¢ ,(x) = Nxe 7 , where N is the

normalization coefficient and the constants 72, 4 determine the position of the dependence maximum and
the degree of its asymmetry. Comparing these distributions, their essential difference lies in the fact that for

the g,,(x) in the initial area x>0 the convexity is directed downwards and for ¢ ,(x) - upwards.

The given values allow the managers of a company or an educational institution to conclude that the
allocated funds are sufficient or expedient to increase them. This depends, of course, on the permissible
values (X, y), which, in turn, are determined from the subjective assessment of the top manager and his
risk tendency.

Also, in order to invest cybersecurity, there are created new models based on game theory. One of these

models is the Akhmetov-Malyukov model.
The Akhmetov-Malyukov model [21] describes a model for cybersecurity systems investment. The

pure strategy of the first ally-player is the function u:7 - [O,l]- [O,l]—) [O,l], setting to the state of the
information (position) (z, (z1(0),z(0))) the value u(t, (z1 (O), Z4 (O))) 0< u(t, (z1 (O), Zs (O))) <1, where u is
the control parameter of the first investor; /- time parameter; z, - the value of the financial resource of the
first investor; z, - the value of the financial resource of the second investor. With regard to the awareness
of the opponent player (within the framework of the positional game scheme), no assumptions are made,
which is equivalent to the fact that the opponent player chooses his control action u(t) based on any
information.

For any moment of time 7, following conditions are met: «,(t)=a,; a, (t) =a,; fi(t)= B
B.(t)= Bo; ()= 1 n@)=r,. We denote: ¢, =(1-45)(a,+r)-1Lq,=0-4) (@ +n)-1,
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where o, — the coefficient determining the interest fee for the financial resource of the second investor to
the first investor; «, - the coefficient determining the interest fee for the financial resource of the first
investor to the second investor; [ - the coefficient determining the share of repayment of the debt of the
first investor to the second investor; f3, - the coefficient determining the share of repayment of the debt of
the second investor to the first investor; # - the coefficient determining the share of return of the financial
resource of the second investor to the first investor; r, - the coefficient determining the share of return of

the financial resource of the first investor to the second investor; ¢ - the coefficient that determines the
equilibrium beam.

In [21], there was proposed a model for a decision support system module for mutual investment in the
cybersecurity systems of a situational transport center. The model allows to predict the results of investment
and to find strategics for investment process managing. Unlike the existing solutions, the proposed model
gives specific recommendations at choosing strategies in the investment process of a protected situational
center creation. With an unsatisfactory forecast, a flexible adjustment of the parameters of the investment
process is possible in order to achieve an acceptable financial result by the sides [21].

Analysis of mathematical models of investment strategies for cybersecurity systems showed that fixed
assets and forces are applied to the issues of determining the amount of investment in order to protect
information systems (table). In addition, existing models rarely take into account how the intruder changes
his cyber attack tactics in response to additional investments in information security. There are difficulties
in obtaining data for models, such as a numerical assessment of the caused damage, the probability of threats
and vulnerabilities.

Mathematical models of investment strategies for information security

Comparison criteria Gordon- Wuhenn Arkhipov Levchenko- Zadiraky ?\/[al Elt{(())“l;
P Loebmodel | Shim model model Prus model model mz el

Calculation of the optimal

.. . — s + + _ +
solution in a dynamic mode
Object Vulnerability Accounting - - + + - -
Resource allocation optimization + =+ - + - +
Security means accounting + + + + + -
Attacking means accounting - - + + - -
The difference between positive 3 5 3 3 3 3
and negative effects
Accounting of the cost of each _ 3 + 3 _ 3
protection

Conclusions. It is shown that the disadvantage of most of the considered models is the lack of specific
recommendations on the formation of strategies for financial investments in protection and cyber security
systems.

There is justified the need to develop new models of DSS, which will allow finding optimal strategies
for financial investments in information protection and cybersecurity of the information and educational
environment of universities.

It is shown that the DSS in the investment problems of IEEU CS can be created on the basis of the
application of mathematical models of game theory, which make it possible to find rational investment
strategies.
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B. B. Axmeros!, B. A. JIaxuo?, A. B. Aapanosa’, JI. M. Keiasipaauna®, JI. 1, Thimcka®

'Ecenos yauBepcureTi, Akray, Kasakcram;
ZYKpauHaHBIH OHOPECYPCTAp sKOHE TAOMFATTHI MAH A TITTHIK YHUBEpCHTETI, Kues, YkpanHa;
¥ y , ) ;
3 AGaii areimarsl Kazak WITTBIK MEIArOrMKAIbIK yHEBEPCHTETI, Anvatsl, KazakcTan

YHUBEPCUTETTEPAIH KUBEPKAYIICI3IIK )KYHECIHE HHBECTHI[UAIAY
CTPATEI'UAJAPBIHBIH MATEMATHKAJIBIK MOJAEJBAEPIH TAJIJAY

AnHoTamus. Makanaga OKy OpBIHIAPBIHBIH AKMAPATTHIK skyHenepiHiH (AYK) skeke MBICAmbl peTiHAE aKIma-
parrarabipy o0BekTiNepiHiH (AOO) KHOSpKAYINCi3mik KYHECIHC HHBSCTHIHATIAY CTPATCTHACHIH TAHAAY YIIIH MaTe-
MATHKAIBIK MOJCABACPTC IIONY JKOHC TANAAy JKacaaraH. bimim Ocpyac anmbHFBI KAaTAPIbl HH(PPIBIK TCXHOIO-
THATAPABl KBUIIAM HICPCTIH OKY OPBIHAAPBIHBIH AKMAPATTHIK JKYHCICPIHIH JKYMBICBIHA JCCTPYKTHBTI apanacy
CaHbIHBIH 6CYy1 >KaraalsIHIa Oocekere KaOlNeTTINMK OHE TaOBICTBI JAMY/IBIH HETI3TI INAPThI AKMAPaTThl CAyaTThl
KYPBUFAH KOPFAY aKNapaTTapbl OOJIYbI MYMKIH.

Kympictein Makcatsl - AOOG-IH KOprayFa MHBECTHIIMSUIIAYIBIH OCNTLTl YKOHE ’KaHA VITUICPIH Tanay >KOHE
CaJBICTHIPY. AJIBIHFBI 3CPTTCYIICP JKHI Ta3a SKOHOMHKANBIK CHIATKA He skoHC AQOO-HIH KHOCPKOpPFay MiHICTTCPIH
0aKpLIay JKOHC IMCImiMACP KaObLIaay paciMACPiHC HHHOBAMAIBIK AKIAPATTHIK TCXHOIOTHAIAPABI CHI13YTe KATHICTHI
YpaicTepai eckepMeiai.

AxmaparraHapIpy 0OBEKTLICPIHIH KOHE YHUBEPCHTETTEPAIH KHOCPKAYINCI3AiriHe KAp Kbl CaIBIMAAPhIH Oaraiay
eccOiHAC MalTaTaHBLIATBIH HETI3T1 MOACTHACPTS KAH-KAKTHI TaIaay >kacanasl. ['opmon-Jlocda Moaemi TaiaaHIbl, O
Kayinci3mikti Oy3y VINIH aKHApaTTHIH OCAJIBIFBIH JKOHC OCBIHAAHW OY3y KAFJAWBIHIA KOFANTY BIKTHMAJIBIFBIH
eckepeni. CoHbIMEH Karap e3apa OainansICTHl Toyekemuep vy B. IITmv moaembaepi, B.K. 3ammpak, I'mymak-
HoBuroBa Mozenbaepl 3USAHKECTIH MIaOyBIIIAPBIHBIH KEIICH/II CHIATHI JKOHEC KOPFay KYMECIH KYpyFa KOPFAyIbI
peCYPCTaphIHbIH, MEKTEYJILNN IMAPTHIMEH aKMApaTThl KOPFay JKYHECiH Kypy OOMBIHIIA MIHACTTEPAl INCIIy Smici
YCBHIHBUTFAH. Op TYPJIL aBTOPIAPIBIH 0acKa 1a MOACTHACPI KAPACTHIPBLIFAH.

YHUBCPCUTCTTIH aKmapatThIK-OimiM Ocpy opraceiamarsl (BBAXK) MomiMeTTepaiH 97I1Ci3 KOPFANYHl YHHBCPCH-
TETTEPAIH OeAei MEeH KapsKbIIbIK >KAaFAaibl YIIIH MAHBI3AbI MPOOIeMaIapabIH maiiaa 60xysiHa ceden 601y bl MYMKIH
EKCHI aHBIKTAJIIBL.

AOO-iH KOpFay MEH KHOEpKayincizairine OemHETIH pecypcTapaIblH OHTAHIbI MOHI aKIAPaTTHIK XKYHEHIH ocam-
JBIKTAPBIHA FAHA €MEC, KOPFAyFfa >KATATBHIH AKMAPATTHIH KYHBIHA 12 OAWmaHbICTBHI eKeHAIri kepceTimmi. OChIHBIH
OapiBIFbl AKMAPATTAHABIPY OOBEKTIICPIH KOPFay MEH KHOEPKAYINCi3AiriHe MHBECTHIMIAY OOHBIHINA IICIIIMICD
KaOBIIIay I6I KOJIAAY YIOiH JKaHA MOJCTBACPAL O3ipieyai e3¢kTi ereai. MiHACT, aTam aHTKAHIA, 'KAHA aKMAPATTHIK
TEXHOJIOTHSUIAP MEH HIennMAepal Kadbuimay apl Koaaay AbH koMibroTepiik kyienepin (IIKKJK) xonmany verizinae
merminyi MyMKiH, Hycka peTiHae YCHIHBUTFAH, IICITM KaOBLTAAY ABI KOJIAAY JKYHEC] YIIiH 0a3ablK MaTCMATHKATBIK
MOJICTTb PETIH/IC, OWBIH TEOPHSACHIHBIH HETI31HAE MOJCIb Il Al amaHy .

AXmaparTsl KOpray »KYHECIHE KOHE aKIApaTTaHABIPYIBIH OPTYPIi OOBEKTIIEPiHIH KHOCPKAYINCI3AiriHE, OHBIH
IIIHAE OKY OPBIHAAPHIHBIH AKIAPATTHIK >KYHEIepiHe HHBECTHIMUIAY THIMIUIITIH OaFanay yOriH Koiga 0ap MOACIb-
Jiepre Taxaay >Kacaipl.

OcCHBI canagarsl 3CPTTCYACPAIH KOMIILITL KOPFay KYHCCIHES KApyKbl KAPAsKATBIH CAJYABIH OHTAHIIBI CTPATCTHA-
JAPBIH 13ACCTIPY MIHACTIH 3KOHOMMKAJBIK TYPFBIIAH KOIOFA FAHA HA3ap ayAAapbLIFAHIBIFBI )KOHE WHBECTHIMIBIK
sko0amap yImiH OaKbUIay SKOHC MICTIMACP KAOBLIIAY POCIMICPIHE aKMAPATTHIK TCXHOJIOTHAIAPABI CHTI3YTe KATHICTHI
YpaicTepai eCKePMETeHI KOPCETIITeH.

Tyiiin ce3aep: KHOCPKAYINCI3MiK, YHHBCPCUTCTTIH aKHAPATTHIK-O1TiM OCpy OpPTACHI, HHBCCTHIHAIAY, MOICID,
IeTniM KaOBITIay bl KOJIIay sKyHeci.

B.B.Axmeros!, B.A.JIaxno?, A.B.Agpanosa®, .M. Koiasipaamma®, JL A I mcka?

'VausepcureT Ecenona, Akray, Kazaxcran;
"HaumoHabHBIH YHHBEPCHTET GHOPECYPCOB M MPHPOAOTIONb30BaHuA Y kpaunbl, Kues, Ykpanna;
3Kasaxckuii HAIMOHAJILHBIN TIEJATOTHIECKHH YHHBEPCHTET mMeHH AGas, Anmarer, Kazaxctan

AHAJIN3 MATEMATHYECKHUX MOJEJIEA CTPATEIAid HHBECTUPOBAHUA
B CUCTEMBbBI KHBEPBE3OITACHOCTH YHUBEPCUTETOB

AnnoTanus, B cTaTee BEIMOTHCH 0030 U AaHATIN3 MATEMATHUCCKIX MOICIICH AT BEIOOPA CTPATCTHIT HHBECTHPO-
BaHUS B CHCTCMBI KHOCPOC30MaCHOCTH 00peKTOB HH(popMaTu3armn (O01), kak 4aCTHOTO puMepa HHPOPMAHOHHBIX
cucreM (UC) yueOHbIX 3aBeacHmi. [10ka3aHO, UTO B YCIOBHAX POCTA KOJHUCCTBA ACCTPYKTHBHBIX BMCIIATCIBCTB B
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padotry UC yueOHBIX 3aBSACHHH, KOTOPBIC CTPEMHUTEIHFHO OCBAWBAIOT IICPCAOBHIC H(POBHIC TCXHOIOTHH B 00pa30-
BAaHWH, OCHOBOIIOJATAIOLIMM YCIOBHEM KOHKYPEHTOCIIOCOOHOCTH W YCHCIIHOTO PAa3BHTHA MOMCET HOCIYKHTb
TPAaMOTHO BBICTPOCHHAS 3AIUTA HHPOPMALIHH.

L[em, pa60T1>1 — dHAJTA3 U CPABHCHUC U3BCCTHBIX W HOBBIX MATCMATHICCKUX MOI[GJ'IGI\/II HWHBCCTHPOBAHHUA B 3AIIUTY
00bekToB HH(popMaTu3anuu. [1okazaHo, YTO MPEAMIECTBYONINE HCCICIOBAHMI YaCTO HOCIT YHCTO SKOHOMHYCCKHUH
XAPAKTCP U HEC YUUTHIBAKOT TCHACHINHN, KACAKIIUCCA BHCAPCHU HHHOBAITHOHHBIX I/IH(I)OpMaI.[I/IOHHI)IX TCXHOJIOTHH B
TMPOLCAYPHI KOHTPOJII U IPHHATHA PCIICHUH B 3a1a4ax kuOep3amuts O0M.

BBIMOTHCH BCECTOPOHHHUI AHATIM3 OCHOBHBIX MOJICICH, HCIIOJIB3Y CMBIX B 331a4¢ OLCHKH (PHHAHCOBBIX BIIOKCHHI
B kudOepoe3omacHocTs OOU, W YHHBEPCHTCTOB, B YacTHOCTH. [IpoananmsupoBans! Moaeib ['opmona-JIoeba, kotopas
VUHUTBIBACT YI3BUMOCTh HH(POPMAWH I B3IOMA OC30IIACHOCTH | MOTCHIHAILHY IO IOTEPIO B CIIy4Yae TAKOTO B3JIOMA.
Tarxe paccmorpersl Moaemu B. [llnva amt B3anMOoCBA3aHHBIX pUCKOB, Moaens B K. 3aaupaxu, moaems [ rymaka-
HoBukoBa, B KOTOPOH NPEAJIOKCH MOAXOA K PEHICHHIO 3aJa4YM IO CO3JAHUIO CHCTEMBI 3AINUTHI HHPOPMAIWHU C
YCIIOBHEM KOMILICKCHOTO XapPaKTEpa aTaK 310y MBIIIUICHHUKA B OTPAHUMEHHOCTH PECYPCOB 3aIMTHHKA HA TOCTPOCHHE
CHCTCMBI 3AIIHUTHIL. PaCCMO"I’peHBI U APYTHC MOACIIHA PA3JIUIHBIX aBTOPOB.

YcraHoBIEHO, YTO cnadast 3aIUINCHHOCTh JTAHHBIX B HH(POPMAILMOHHO-00PAa30BaTEIbHON CPEIe YHUBEPCUTETA
(AOCY) MOKET MOCIYKUTh MOABICHACM CCPHE3HBIX MPOOJICM I PCYTAINH W (PHHAHCOBOTO COCTOSHHS YHHUBCP-
CHTETOB.

[TokazaHo, 4TO ONTUMAIBHOE 3HAUCHHE PECY PCOB, BEIACISIEMBIX HA 3aIIUTy B knOepOesomacuocTs O0H, 3aBucur
He TOBbKO OT yszuMocreit MC, Ho u oT crommocTtr mH(pOPMAIMHK, KOTOpas MOMICKHT 3ammTe. Bee 3to memaer
AKTYATBHBIM Pa3paO0TKy HOBBIX MOJCIICH I TMOMACPKKH MPHHATHA PCHICHHH N0 WHBCCTHPOBAHHIO B 3ALIHTY H
kudepbOe3omacuocTr OOM. 3amada, B YaCTHOCTH, MOKCT OBITH PCIICHA HA OCHOBC MPHMCHCHHS HOBBIX HH(OpPMA-
IHOHHBIX TCXHOJOTHH W KOMIBFOTCPHBIX CHCTEM moanepskku mpursaTus pemmeruii (CITIP). Kak BapuaHT mpenmo-
JKCHO, MCMOTB30BATH B KA4eCTBE 0a30BoH MaTteMartmueckoii moxemm mt CIITIP, Mmoaem Ha OCHOBE TCOPHH UTP.

BrIMOTHCH aHATN3 UMCIOIMAXCA MOJACACH M1 OUCHUBAHHA 3(D()CKTHBHOCTH WHBSCTHPOBAHHSA B CHCTCMBI 3a-
IIHUTH HHPOPMALHMH U KHOEPOE30MAaCHOCTH PA3IHIHBIX 00BEKTOB HH()OPMATH3ALHIH, B TOM YHCIIEC, HH()OPMAIHOHHBIX
CHCTCM YUCOHBIX 3aBCICHHI.

[NToxa3ano, 4T0 OOIBPIIMHCTBO WCCJICIOBAHHH B JAHHOH OOJIACTH AKICHTHPOBAHO JHIIb HA YKOHOMHYECKOH
IIOCTAHOBKC 3a4a4YH IIOHCKA OITHMAJIBHBIX CTpaTel"I/Iﬁ BIIOKCHH (I)I/IHaHCOBI)IX Cp€ACTB B CHCTCMBI 3AIIMTHI H HEC
YYATBIBAKOT TCHACHIWH, KAaCAarOIHUCCS BHCAPCHHUA I/IH(I)OpMaI.[I/IOHHI)IX TCXHOJIOTHH B npoucaypsl KOHTPOJLI H
TPUHATHA peH.[eHI/II\/II A1 HHBCCTHIUOHHBIX ITPOCKTOB.

KmoueBnie ci1oBa; kuOepOe30macHOCTh, HH)OPMAIHOHHO-00PA30BATCIBHASL CPEIa YHUBSPCHTCTA, HHBCCTHPO-
BAaHUE, MOJE]Ib, CUCTEMA MOACP KKHU MPUHATHS PEILCHUI.

Information about authors:

Akhmetov Berik Bakhytzhanovich, candidate of technical sciences, academician of the international academy of
informatization, rector of the caspian state university of technology and engineering named after Sh. Yessenov;
berik.akhmetov(@yu.edu.kz; https://orcid.org/0000-0003-2860-2188

Valeriy Lakhno, doctor of technical sciences, professor, computer systems and networks department, national
university of life and environmental sciences of Ukraine; Valss21@ukr.net; https://orcid.org/0000-0001-9695-4543

Adranova Asselkhan, PhD student, Abai Kazakh National Pedagogical University; assel.adranova@gmail.com;
https://orcid.org/0000-0001-7233-4104

Kydyralina Lazat, PhD student, Abai Kazakh National Pedagogical University; lazat 75@mail.ru;
https://orcid.org/0000-0002-2836-0919

Pliska Luba, Post graduate student, national university of life and environmental sciences of Ukraine;
luba.pliska@gmail.com; https://orcid.org/0000-0002-6383-7233

REFERENCES

[1] Lakhno V. (2017) Development of the decision making support system to control a procedure of financial investment /
V.A. Lakhno,V. Malyukov, N. Gerasymchuk // Eastern-European Joumal of Enterprise Technologies. 6(3):24-41.
DOI: https://doi.org/10.15587/1729-4061.2017.119259 (In Eng.).

[2] Lakhno VA. (2017) Developmentof a support system for managing the cybersecurity [Text]/ Radio Electronics,
Computer Science, Control. 2:109-116. DOI: https:/doi.org/10.15588/1607-3274-2017-2-12 (In Eng.).

[3] Gordon L. (2002) The Economics of Information Security Investment // Gordon L., Loeb M.// ACM Transactions on
Information and System Security.5(4):438-457. DOI:10.1145/581271.581274 (In Eng.).

[4] Tleuberdiyeva G, Naizabayeva L (2016). Monte carlo method for simulation of the application process with the use of
service-desk technical support // Bulletin of the National Academy of Sciences of the Republic of Kazakhstan. ISSN 1991-3494,
Vol. 1,N 359: 32 —39. DOIL:10.1007/s10796-006-9011-6 (In Eng.).

13§ ——




ISSN 1991-3494 1. 2020

[5] Willemson J. (2006) On the Gordon & Loeb Model for Information Security Investment // Proceedings of The Fifth
Workshop on the Economics of Information Security (WEIS 2006). P. 101-112.
DOTI:https://www.econinfosec.org/archive/weis2006/docs/12.pdf (In Eng.).

[6] Sanalieva L.K., Kengzhegalieva G.B., Idelbayeva A.S., Niyazbekova Sh.U. (2018). Investigation of modern economic
mechanisms for construction of the intellectual potential of the country as a moving factor of innovative economic development //
Bulletin of the National Academy of Sciences of the Republic of Kazakhstan. Vol. 5, N 375, 144-148. ISSN 1991-3494.
DOI:10.32014/2018.2518-1467.19 (In Eng.).

[7] Gordon LA, Loeb MP, Lucyshyn W. And Zhou L. (2015) Externalities and the Magnitude of Cyber Security Under
investment by Private Sector Firms: A Modification of the Gordon-Loeb Model // Journal of Information Security. 6:24-30.
DOI: 10.4236/5i5.2015.61003 (In Eng.).

[8] Shim Woohyun (2011) Vulnerability and Information Security Investment under Interdependent Risks: A Theoretical
Approach / Woohyun Shim // Asia Pacific Journal of Information Systems. 21(4): http://dx.doi.org/10.2139/ssm.1830804 (In Eng.).

[9] Shim W. (2010) Interdependent risk and cybersecurity: Analysis of security investment and cyberinsurance //Michigan
State University, EastLansing. (In Eng.).

[10] Murtazin Y.Z., Miroshnichenko O.L., Trushel L.Y. (2018). Methods of making of geoinformational and analytical
system of groundwater resources in Kazakhstan// News of the National Academy of Sciences of the Republic of Kazakhstan. Series
of Geology and Technical sciences, 5: 21-31 DOI: 10.32014/2018.2518-170X.6 (In Eng.).

[11] Hlushak V.V. (2013) Syntez struktury systemy zahystu informacii z vykorystannjam pozycijnoi gry zahysnyka ta
zlovmysnyka/ V. V. Hlushak, O.M. Novikov // Systemni doslidzhennja ta informacijni tehnologii. 2:89-100. (In Ukr.).

[12] Hlushak V.V., Novikov O.M. (2011) Metod proektuvannja systemy zahystu informacii z vykorystannjam
determinovanoi gry “zahysnyk-zlovmysnyk™ //Naukovi visti NTUU "KPI". 2: 46-53. (In Ukr.).

[13] Akhmetov B.S., Gnatyuk S., Zhmurko T., Kinzeryavyy V., Yubuzova Kh. (2018) Experimental research of the
simulation model for deterministic secure communication protocol in quantum channel with noise // Reports of the National
Academy of Sciences of the Republic of Kazakhstan, ISSN 2224-5227. Vol. 5, N 321 (2018), 5-11. DOIL
https://doi.org/10.32014/2018.2518-1483.1 (In Eng.).

[14] Gryschuk R.V. (2011) Hierarchical differential-gaming model for evaluation efficiency of information systems
protection/ R.V. Gryschuk// Informatics & Mathematical Methods in Simulation. N 2. (In Eng.).

[15] Arkhypov O. (2014) Methods and Approaches to Investigating Information Risks by Means of Economic Cost Models
/ O. Arkhypov, A. Skyba // The Advanced Science Journal. 2(12):75-82. DOL: 10.15550/AS8J.2014.12.075 (In Eng.).

[16] Arhypov O.Y. (2014) Informacijni ryzyky: metody ta sposoby doslidzhennja, modeli ryzykiv I metody ih identyfikacii
[/ AY. Arhypov, A.V. Skyba // Zahyst informacii. 4:366-375. (In Ukr.) .

[17] Prus RB. (2010) Formation of the objective function in the tasks of information security management / R.B. Prus, V.A.
Shvets // The Fourth World Congress — Aviation in the XXI-st Centuryl Safety in Aviation and Space Technologies. P. 17.14-17.17.
(In Eng.).

[18] Levchenko Ye.G. (2011) Matematychni modeli ekonomichnogo menedzhmentu informacijnoi bezpeky / Ye.G. Lev-
chenko, M. V. Demchyshyn, A.O. Rabchun // Systemni doslidzhennja ta informacijni tehnologii. 4:88-96. (In Eng.).

[19] Levchenko Ye.G. (2015) The correlation of expenses in multi-barrier information security systems / Ye.G. Levchenko,
D.I. Rabchun// System research and information technologies. 2:131-140. (In Eng.).

[20] Levchenko Ye.G. (2010) Optymizacijni zadachi menedzhmentu informacijnoi bezpeky / Ye. G. Levchenko,
A.O. Rabchun // Suchasnyj zahyst informacii. 1:16-23. (In Ukr.).

[21] Akhmetov B.B., Lakhno V.A., Akhmetov B.S., Malyukov V.P. (2018) The choice of protection strategies during the
bilinear quality game on cyber security financing // Bulletin of the National Academy of Sciences of the Republic of Kazakhstan.
ISSN 1991-3494 Vol. 3, N 373 (2018), 6—14. DOI: https://doi.org/10.15588/1607-3274-2018-2-9 (In Eng.).

— 139 =—



