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BLOCKCHAIN TECHNOLOGIES 
FOR SECURITY AGAINST CYBER ATTACKS

Abstract. The article deals with new technologies for countering cyber attacks that can be aimed at 
destabilizing public order, large-scale disruption of communication systems, intimidation by imposing one's will, 
including on power structures, and, in general, pose an increased threat to the national and information security of the 
state. Particular attention is paid to blockchain technology, which allows to hide funds aimed at financing criminal, 
including terrorist activities, including in the information space. Also in the article, the authors present generalized 
research results as part of the implementation of the RFBR scientific project No. 18-29-16175 "Blockchain 
technology to counter the risks of cyberterrorism and cyber extremism: a criminal-legal study".

Modern cybercrime dictates new challenges to the state, which can no longer be responded to within the space 
of a single state. Today, the issue of legislative regulation of the interaction of states to prevent cybercrime with the 
use of new technologies is an acute issue.

The most important aspect of the new forms of countering cybercrime is the decentralization of users of 
anonymous proxy server systems. And if earlier security agencies still had available "loopholes" for direct access to 
the user's IP address, now everything has become much more complicated and a comprehensive analysis of the 
traffic of a particular user is necessary.

Scientists also point out that network attacks can contain malicious embedded code, the use of backdoors 
and much more. Such attacks can be triggered from anywhere in the world because of a computer with a masked 
IP-address. A new type of warfare, even cyber warfare, is changing the landscape of war itself.

This type of war eliminates the need to have physically capable armed forces and requires the need for forces 
with strong technical capabilities, such as computer skills.

Many countries, including Russia, have come to understand that this is a problem and are actively pursuing 
policies to address it in order to mitigate threats.

Key words: blockchain technology, Information Security, cybersecurity, counteraction, cybercrime, cyber 
terrorism, National security, cyberattack, financial security of Russia, VPN server, SORM - 3, cryptocurrency, 
Bitcoin, Litcoin, IP-address.

In tro d u c tio n . The main task for m odern states is the problem of creating a secure cyberspace, which 
can be achieved through the coordinated activities of international organizations, international regional 
organizations, and individual states. Scientists and scholars focus on the need to develop new approaches 
to ensuring the security of cyberspace, as well as examining m odern technological threats of cybercrimes 
that can destabilize technological systems, lead to information leaks, and cause irreparable damage to state 
security [Antonyan & Aminov, 2019; Rybakov & Rybakova, 2019; Stepanenko et al, 2019; Bliznets et al, 
2018; Polyakova et al, 2019].

Unauthorized access to data, programs, and other network resources is w idespread today. Despite the 
use and use of various well-known methods, including law enforcement services, to protect online data, 
cybercriminals are finding new ways to penetrate the network. Nowadays it is not uncommon, in 
particular, in the United States (2018), when a mass cyber-attack affected 150 million people in a day, 
whose personal data was accessed through certain files in web applications. A nother example, when in 
September 2018, already in Russia, the Aeroflot server was attacked by hackers, which led to the leak o f  a
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large part o f  the source code. This data was freely available on GitHub. Despite the fact that due to the 
rapid response to the incident, the data was deleted quickly enough, they still m anaged to spread over the 
network, which made it possible to download them. M odern cyber-attacks are characterized by 
complexity, branching locations and a significant amount of damage, which makes it necessary to search 
for new means o f  ensuring the security o f  technological systems.

All this means that any leaks of information quickly become public, and, therefore, the data m ust be 
protected safety.

One o f  the reasons for existing cyber-attacks is their partial decentralization.
In this case, blockchain technologies can be used not only to protect personal data from possible 

cyber-attacks, but also to improve cybersecurity on various platforms in general. The introduction o f 
blockchain technology will completely decentralize content, increasing cybersecurity in the storage chain 
o f  a large num ber o f  nodes, which will make it almost impossible for cyber-attacks. Blockchain 
technology is an opportunity to increase the cybersecurity of data storage and transportation, primarily due 
to the distributed data storage system on the computers of all network participants, and the absence of a 
central adm inistrator [Nakamoto, 2008].

The blockchain is a multi-functional and multi-level digital system consisting of separate distributed 
registries, in which all transactions performed on an ongoing basis are tracked. Information stored in the 
blockchain is organized as a chain of individual blocks (hence the name "block ", "chain"), each 
subsequent block is linked to the previous one thus any changes to it automatically changes all subsequent 
blocks, and since the chain of blocks is stored on the computers of all users (owners) of this database, the 
changes cannot be unnoticed (Sukhodolov et al, 2019). Thus, once a transaction is made, it is impossible 
to execute it, since each transaction is recorded in the Ledger constantly in order, i.e. in chronological 
order. The database stores the entire history of transactions made within the chain, which is available to all 
users. W hen a new data block is created, the registry is updated simultaneously on all computers in the 
network, which eliminates the possibility o f  data distortion by one o f  the participants [Antonyan, 2020].

Thanks to these features, the system is transparent and reliable. In this case, a group o f  blocks 
together forms a blockchain network. Each block contains basically three values: the data itself; the 
previous hash value of the block; and the current value of the hash block. The hash value of the previous 
block is always zero in the Genesis block, since this is the very first block created. The hash function 
values for each block are generated using the hash function itself. The hashing technique briefly includes: 
a decentralized storage platform  for secure transactions; strictly chronological order; immutability; no 
intermediaries; simple fraud identification; and data stability.

M ethodology. W e used a general scientific method of analysis that allowed us to argue the authors' 
positions on the use of blockchain technology for specific forms of cyber threats, to differentiate and 
update blockchain technology as a universal condition for preventing cyber-attacks and cybercrimes in the 
information technology environment. A comparative legal private method of studying the problems posed 
has proved acceptable for the correlation of the possibilities of using blockchain technology on various 
information platforms in order to increase cybersecurity. The method of abstraction allowed us to focus on 
certain extremely relevant properties of the blockchain technology, which is shown in individual examples 
of this technology from various spheres of professional and public activity (monetary transactions, supply 
chain m anagem ent system, elections, etc.).

R esearch  resu lt. The biggest advantage of using blockchain to ensure the security of cybersystems is 
that when a cybercriminal tries to hack a separate block, the entire system analyzes each block of data to 
find one that is different from the rest. As a result, the system eliminates this type o f block and identifies it 
as false.

In blockchain, if a node needs to update a specific part of the data in a transaction to a block, it must 
add a new transaction on top of the previous one in the block. Because even a small dot or com m a is 
added to the data, the value of the hash function changes. Using this technique, the system easily detects 
which block contains incorrect or false data.

The m ost important aspect of the new forms of countering cybercrime is the decentralization of users 
o f  anonymous proxy server systems. And if  earlier security agencies still had available "loopholes" for 
direct access to the user's IP address, now everything has become m uch more complicated and a 
comprehensive analysis o f  the traffic o f  a particular user is necessary.
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In the Russian Federation, the m ain tool for combating cybercrime is the system SORM -  3 (the 
System o f  operational search measures -  3), which provides control o f  part o f  VPN servers, listens in real 
time to satellite communications, messengers, stores m etadata about calls and Internet sessions, and allows 
you to get data from the operator's internal systems. Experts point out some difficulties in using SORM, 
for example, when cybercriminals use encryption programs for data packets, which makes it difficult or 
impossible to obtain com puter information as evidence of criminal acts (Petrov & Makarov, 2020). The 
blockchain system is able to solve this problem. The absence of a single node that the attack is aimed in 
can ensure that the cyber-attack is decentralized across different blocks, thereby reducing the effectiveness 
o f  criminal influence. W e believe that the use o f  blockchain will allow detecting traces o f  cybercrime that 
will be visible in the block chain and it will be alm ost impossible to m ask them, which will negate illegal 
transactions and significantly complicate the activities o f  terrorist and extremist organizations. The ability 
to prevent cyber-attacks is inherent in the very principle of a decentralized block chain system, which not 
only provides a decentralized network for storing information, but also guarantees its security due to the 
resistance to hacking o f  hashed and encrypted blocks [Antonyan & Aminov, 2019].

Blockchain can become the technology that will significantly reduce the scale o f  criminal processes. 
Enabling cryptographic functions is used as a hash in each block, making it difficult for cybercriminals to 
access the blockchain network and change entries stored in the register. The m ost popular cryptographic 
hashing function is SHA256 / SHA512, which generates a unique hash value each time.

D iscussion of th e  research  results. A consensus algorithm is used to reach an agreement on 
the reliability of a single data value in a distributed network where untrusted nodes are present. 
A 51% consensus is required to accept a valid transaction. The consensus algorithm supports many real- 
world systems, including Google PageRank, smart grids with load balancing, clock synchronization, and 
drone management.

Currently, there is a positive practice o f  using blockchain technologies in various areas.
M onetary operation. One of the m ost important applications of blockchain is the transfer of money 

and storage o f  information without the help o f  banks. The digital currency is growing rapidly and is 
attracting the attention o f  m ajor financial institutions. This cryptocurrency has been called "memory" in 
the literature on monetary Economics. Bitcoin is a peer-to-peer electronic m oney system in which no one 
controls or has a linked printed currency. Bitcoin allows anonymity in peer-to-peer electronic currency 
systems. Some argue that m ajor benefits are lost i f  a trusted third party is needed to prevent double 
spending. The technical infrastructure o f  this decentralized digital currency is based on several 
cryptographic technologies.

Supply chain managem ent system. More than a hundred years ago, supply chains were relatively 
simple because trade was local, but they have become incredibly complex. Throughout the history of 
supply chains, there have been innovations such as the shift to transporting goods by truck rather than rail, 
or the advent o f  personal computers in the 1980s, which led to dramatic shifts in supply chain 
management. It is incredibly difficult for buyers or buyers to truly evaluate the value of products because 
there is no transparency in the existing system. Similarly, it is extremely difficult to investigate supply 
chains when illegal or unethical practices are suspected. They can also be extremely inefficient, as 
suppliers try to combine opinions about who needs what, when, and how. Blockchain can increase the 
efficiency and transparency of supply chains and have a positive im pact on everything from warehousing 
to delivery and payment.

Pow er strength. The blockchain can be used to transfer solar energy to neighbors. The app allows 
users to buy and sell a renewable energy resource by counting electrons and placing it on the blockchain.

Election. The traditional method of voting in the country is through a paper system or electronic 
voting, through a machine at a polling station, or online voting via a web browser. There is always a threat 
to the security o f  the voting system from potential attacks. Using the blockchain concept in the e-voting 
platform, transparency and additional verification of the elections for violations can be provided.

Blockchain technology is guaranteed to protect the system from forgery and fraud, which prevents 
terrorists and extremists from quickly and anonymously launching attacks and getting the information they 
need. The blockchain could be the basis of cybersecurity, in case the user data will be stored in its 
network. It protects your data from being hacked, stolen, or destroyed. If a hacker breaks into a traditional 
system, they can access thousands of objects, but if they break into a blockchain system, they will only get 
access to one block of information. This complicates the work of the criminal, since he will have to
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decrypt each fragment separately to get all the information. Anti-terrorist groups in some countries already 
use supercomputers with advanced software, in particular blockchain technologies, to calculate the 
probability of cyber attacks, collect and analyze large amounts of data from the Internet, identify and 
recognize the location, movem ent and interpersonal relationships of cyberterrorists, as well as identify 
suspected individuals and control their criminal activities.

Scientists pay attention to the fact that network attacks can contain malicious embedded code, the use 
o f  backdoors, and much more. Such attacks can be initiated from anywhere in the world due to a com puter 
with a masked IP address. A  new type of war, even cyberwar, changes the landscape of w ar itself. This 
type of cyberwar eliminates the need to have a physically capable armed force and requires the need for 
forces with strong technical capabilities, such as com puter science skills. Many countries, including 
Russia, have come to understand that this is a problem  and are actively pursuing policies to address it in 
order to mitigate threats.

C onclusion. For cyberterrorists, there are a huge num ber of new tools and technologies available that 
allow them  to commit criminal acts almost anywhere in the world. The tasks o f  ensuring cyberspace 
security are becoming an important element o f  state legal policy in modern States, and they are priority 
areas for ensuring national security, interstate cooperation, and the entire world community. The more 
technologically advanced a society is, the more it is interested in suppressing various types of cyber 
attacks and threats to technological systems that provide the state security system and other life-supporting 
digital platforms. The use o f  blockchain technologies in the security system will allow distributing a 
cyber-attack from a single node to different blocks of the blockchain system, which will ensure the 
stability o f  this system to counter cyber threats and attacks.

The research is perform ed with financial support RFBR, research project No. 18-29-16175 
«Blockchain technology counter the risks o f  cyberterrorism and cyberactivism: o f  criminological and legal 
research».
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Федералдьщ мемлекетлк бюджетлк жогары бш м беру мекемеа
О. Е. Кутафин атындагы Мэскеу мемлекетлк зац университету Мэскеу, Ресей

КИБЕРШ АБУЫ Л ЦАУШ С1ЗДЩ  МЭСЕЛЕС1НДЕП 
БЛОКЧЕЙН ТЕХНОЛОГИЯЛАР

Аннотация. Макалада когамдык тэртшл тураксыздандыруга, байланыс жYЙелерiн аукымды турде 
бузуга, ез еркшдшне, соныц гшщде билж органдарына кысым керсету аркылы коркытуга жэне жалпы 
алганда мемлекеттщ улттык жэне акпараттык кауш аздтне Yлкен кауш тендiретiн кибершабуылдарга карсы 
турудыц жаца технологиялары карастырылады. Кылмыстык, террористiк эрекеттердi, соныц iшiнде 
акпараттык кецiстiктi каржыландыруга багытталган каражаттарды жасыруга мумкшдш беретiн блокчейн 
технологиясына ерекше назар аударылган. Сондай-ак макалада авторлар РБДР № 18-29-16175 
«Кибертерроризм мен киберэкстремизм кауш-катерше карсы турудагы блокчейн технологиясы: кылмыстык - 
кукыктык зерттеу» гылыми жобасын iске асыру аясында жалпыланган зерттеу нэтижелерiн усынады.

Казiргi замангы киберкылмыс мемлекет алдына жаца мiндеттердi алга тартады, оган ендi бiр мемлекет 
кецiстiгiнде жауап беру мYмкiн емес. БYгiнгi танда жаца технологияларды колдана отырып, киберкыл- 
мыстыц алдын алу Yшiн мемлекеттердiц езара катынасын зацнамалык тургыда реттеу езектi мэселе 
саналады.

Киберкылмыспен кYресудiц жаца нысандарыныц мацызды аспектiсi -  анонимдi прокси жYЙелердi 
колданушыларды орталыксыздандыру. Егер бурын каушаздш органдарына пайдаланушыныц IP-мекенжайы 
тiкелей колжетiмдi болса, казiр бэрi кYPделене тусл жэне пайдаланушыныц трафигiне кешендi талдау кажет.

Fалымдар сонымен катар желш к шабуылдарда зиянды ендiрiлген код, арткы есiктi пайдалану немесе 
баскалай болуы да мумшн екендiгi айтылган. Мундай шабуыл элемнiц кез-келген нYктесiнде жасырынган 
IP-мекенжайы бар компьютерге байланысты тууы мYмкiн. Согыстыц жаца тYрi, л п л  киберсогыстыц езi 
согыс ландшафтын езгертуде.

Согыстыц аталган тYрi физикалык кабшетл карулы кYштер кажеттшпн жояды жэне компьютерлж 
шеберлiк секiлдi куатты техникалык м ум ш нд^е ие кYштi кажет етедг
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Кептеген елдер, оныц ш щ де Ресей де буныц кYPделi мэселе екендтн  тYсiнiп, кауiптi азайту 
максатында шешу саясатын белсендi жYргiзуде.

Тушн сездер: блокчейн технологиясы, акпараттык каушаздж, киберкауiпсiздiк, карсы эрекет, 
киберкылмыс, кибертерроризм, улттык каушаздш, кибершабуыл, Ресейдiц каржылык кауiпсiздiгi, VPN 
серверi, Ж1ШЖ -  3, риптовалюта, Биткойн, Литкоин, IP-мекенжайы.

Е. А. Антонян, О. С. Рыбакова

Федеральное государственное бюджетное образовательное учреждение высшего образования 
«Московский государственный юридический университет им. О. Е. Кутафина», Москва, Россия

БЛОКЧЕЙН-ТЕХНОЛОГИИ 
В ВОПРОСАХ БЕЗОПАСНОСТИ ОТ КИБЕРАТАК

Аннотация. В статье рассматриваются новые технологии противодействия кибератакам, которые могут 
быть направлены на дестабилизацию общественного порядка, масштабное нарушение работы коммуника­
ционных систем, устрашение путем навязывания своей воли, в том числе властным структурам и, в целом, 
представляют повышенную угрозу национальной и информационной безопасности государства. Особое 
внимание уделено блокчейн-технологии, которая позволяет скрыть средства, направленные на финан­
сирование преступной, в том числе, террористической деятельности, в том числе в информационном 
пространстве. В статье представлены обобщенные результаты исследования в рамках реализации научного 
проекта РФФИ № 18-29-16175 «Блокчейн-технологии противодействия рискам кибертерроризма и 
киберэкстремизма: криминолого-правовое исследование».

Современная киберпреступность диктует новые вызовы государству, на которые уже нельзя реагиро­
вать в рамках пространства одного государства. Сегодня остро стоит вопрос законодательного регулиро­
вания вопросов взаимодействия государств по предотвращению киберпреступлений с использованием новых 
технологий.

Важнейшим аспектом новых форм противодействия киберпреступлениям является децентрализация 
пользователей анонимных систем прокси-серверов. И если раньше органы безопасности ещё имели 
доступные «лазейки» для прямого выхода на IP-адрес пользователя, то теперь всё стало намного сложнее и 
необходим комплексный анализ трафика того или иного пользователя.

Также ученые обращают внимание на то, что сетевые атаки могут содержать вредоносный встроенный 
код, использование бэкдоров и многое другое. Такие атаки могут быть инициированы из любой точки мира 
из-за компьютера с маскированным IP-адресом. Новый тип войны, даже кибервойны, меняет ландшафт 
самой войны.

Этот тип войны устраняет необходимость иметь физически дееспособные вооруженные силы и требует 
потребности в силах, обладающих сильными техническими возможностями, например, навыками инфор­
матики.

Многие страны, в том числе и Россия, пришли к пониманию того, что это проблема, и активно ведут 
политику для ее решения в целях смягчения угроз.

Ключевые слова: блокчейн-технологии, информационная безопасность, кибербезопасность, 
противодействие, киберпреступность, кибертерроризм, национальная безопасность, кибератака, финансовая 
безопасность России, VPN-сервер, СОРМ -  3, криптовалюта, биткойн, литкойн, IP-адрес.
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