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BLOCKCHAIN TECHNOLOGIES
FOR SECURITY AGAINST CYBER ATTACKS

Abstract. The article deals with new technologies for countering cyber attacks that can be aimed at
destabilizing public order, large-scale disruption of communication systems, intimidation by imposing one's will,
including on power structures, and, in general, pose an increased threat to the national and information security of the
state. Particular attention is paid to blockchain technology, which allows to hide funds aimed at financing criminal,
including terrorist activities, including in the information space. Also in the article, the authors present generalized
research results as part of the implementation of the RFBR scientific project No. 18-29-16175 "Blockchain
technology to counter the risks of cyberterrorism and cyber extremism: a criminal-legal study".

Modern cybercrime dictates new challenges to the state, which can no longer be responded to within the space
of a single state. Today, the issue of legislative regulation of the interaction of states to prevent cybercrime with the
use of new technologies is an acute issue.

The most important aspect of the new forms of countering cybercrime is the decentralization of users of
anonymous proxy server systems. And if earlier security agencies still had available "loopholes"” for direct access to
the user's IP address, now everything has become much more complicated and a comprehensive analysis of the
traffic of a particular user is necessary.

Scientists also point out that network attacks can contain malicious embedded code, the use of backdoors
and much more. Such attacks can be triggered from anywhere in the world because of a computer with a masked
IP-address. A new type of warfare, even cyber warfare, is changing the landscape of war itself.

This type of war eliminates the need to have physically capable armed forces and requires the need for forces
with strong technical capabilities, such as computer skills.

Many countries, including Russia, have come to understand that this is a problem and are actively pursuing
policies to address it in order to mitigate threats.

Key words: blockchain technology, Information Security, cybersecurity, counteraction, cybercrime, cyber
terrorism, National security, cyberattack, financial security of Russia, VPN server, SORM - 3, cryptocurrency,
Bitcoin, Litcoin, IP-address.

Introduction. The main task for modern states is the problem of creating a secure cyberspace, which
can be achieved through the coordinated activities of international organizations, international regional
organizations, and individual states. Scientists and scholars focus on the need to develop new approaches
to ensuring the security of cyberspace, as well as examining modern technological threats of cybercrimes
that can destabilize technological systems, lead to information leaks, and cause irreparable damage to state
security [Antonyan & Aminov, 2019; Rybakov & Rybakova, 2019; Stepanenko et al, 2019; Bliznets et al,
2018; Polyakova et al, 2019].

Unauthorized access to data, programs, and other network resources is widespread today. Despite the
use and use of various well-known methods, including law enforcement services, to protect online data,
cybercriminals are finding new ways to penetrate the network. Nowadays it is not uncommon, in
particular, in the United States (2018), when a mass cyber-attack affected 150 million people in a day,
whose personal data was accessed through certain files in web applications. Another example, when in
September 2018, already in Russia, the Aeroflot server was attacked by hackers, which led to the leak ofa

21


https://doi.org/10.32014/2020.2518-1467.99
mailto:antonyaa@yandex.ru
mailto:orro21@yandex.ru

Bulletin the National academy ofsciences o fthe Republic o fKazakhstan

large part of the source code. This data was freely available on GitHub. Despite the fact that due to the
rapid response to the incident, the data was deleted quickly enough, they still managed to spread over the
network, which made it possible to download them. Modern cyber-attacks are characterized by
complexity, branching locations and a significant amount of damage, which makes it necessary to search
for new means of ensuring the security oftechnological systems.

All this means that any leaks of information quickly become public, and, therefore, the data must be
protected safety.

One ofthe reasons for existing cyber-attacks is their partial decentralization.

In this case, blockchain technologies can be used not only to protect personal data from possible
cyber-attacks, but also to improve cybersecurity on various platforms in general. The introduction of
blockchain technology will completely decentralize content, increasing cybersecurity in the storage chain
of a large number of nodes, which will make it almost impossible for cyber-attacks. Blockchain
technology is an opportunity to increase the cybersecurity of data storage and transportation, primarily due
to the distributed data storage system on the computers of all network participants, and the absence of a
central administrator [Nakamoto, 2008].

The blockchain is a multi-functional and multi-level digital system consisting of separate distributed
registries, in which all transactions performed on an ongoing basis are tracked. Information stored in the
blockchain is organized as a chain of individual blocks (hence the name "block ", "chain"), each
subsequent block is linked to the previous one thus any changes to it automatically changes all subsequent
blocks, and since the chain of blocks is stored on the computers of all users (owners) of this database, the
changes cannot be unnoticed (Sukhodolov et al, 2019). Thus, once a transaction is made, it is impossible
to execute it, since each transaction is recorded in the Ledger constantly in order, i.e. in chronological
order. The database stores the entire history of transactions made within the chain, which is available to all
users. When a new data block is created, the registry is updated simultaneously on all computers in the
network, which eliminates the possibility of data distortion by one ofthe participants [Antonyan, 2020].

Thanks to these features, the system is transparent and reliable. In this case, a group of blocks
together forms a blockchain network. Each block contains basically three values: the data itself; the
previous hash value of the block; and the current value of the hash block. The hash value of the previous
block is always zero in the Genesis block, since this is the very first block created. The hash function
values for each block are generated using the hash function itself. The hashing technique briefly includes:
a decentralized storage platform for secure transactions; strictly chronological order; immutability; no
intermediaries; simple fraud identification; and data stability.

Methodology. We used a general scientific method of analysis that allowed us to argue the authors'
positions on the use of blockchain technology for specific forms of cyber threats, to differentiate and
update blockchain technology as a universal condition for preventing cyber-attacks and cybercrimes in the
information technology environment. A comparative legal private method of studying the problems posed
has proved acceptable for the correlation of the possibilities of using blockchain technology on various
information platforms in order to increase cybersecurity. The method of abstraction allowed us to focus on
certain extremely relevant properties of the blockchain technology, which is shown in individual examples
of this technology from various spheres of professional and public activity (monetary transactions, supply
chain management system, elections, etc.).

Research result. The biggest advantage of using blockchain to ensure the security of cybersystems is
that when a cybercriminal tries to hack a separate block, the entire system analyzes each block of data to
find one that is different from the rest. As a result, the system eliminates this type of block and identifies it
as false.

In blockchain, if a node needs to update a specific part of the data in a transaction to a block, it must
add a new transaction on top of the previous one in the block. Because even a small dot or comma is
added to the data, the value of the hash function changes. Using this technique, the system easily detects
which block contains incorrect or false data.

The most important aspect of the new forms of countering cybercrime is the decentralization of users
of anonymous proxy server systems. And if earlier security agencies still had available "loopholes” for
direct access to the user's IP address, now everything has become much more complicated and a
comprehensive analysis ofthe traffic of a particular user is necessary.
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In the Russian Federation, the main tool for combating cybercrime is the system SORM - 3 (the
System of operational search measures - 3), which provides control of part of VPN servers, listens in real
time to satellite communications, messengers, stores metadata about calls and Internet sessions, and allows
you to get data from the operator's internal systems. Experts point out some difficulties in using SORM,
for example, when cybercriminals use encryption programs for data packets, which makes it difficult or
impossible to obtain computer information as evidence of criminal acts (Petrov & Makarov, 2020). The
blockchain system is able to solve this problem. The absence of a single node that the attack is aimed in
can ensure that the cyber-attack is decentralized across different blocks, thereby reducing the effectiveness
of criminal influence. We believe that the use of blockchain will allow detecting traces of cybercrime that
will be visible in the block chain and it will be almost impossible to mask them, which will negate illegal
transactions and significantly complicate the activities ofterrorist and extremist organizations. The ability
to prevent cyber-attacks is inherent in the very principle of a decentralized block chain system, which not
only provides a decentralized network for storing information, but also guarantees its security due to the
resistance to hacking of hashed and encrypted blocks [Antonyan & Aminov, 2019].

Blockchain can become the technology that will significantly reduce the scale of criminal processes.
Enabling cryptographic functions is used as a hash in each block, making it difficult for cybercriminals to
access the blockchain network and change entries stored in the register. The most popular cryptographic
hashing function is SHA256 / SHA512, which generates a unique hash value each time.

Discussion of the research results. A consensus algorithm is used to reach an agreement on
the reliability of a single data value in a distributed network where untrusted nodes are present.
A 51% consensus is required to accept a valid transaction. The consensus algorithm supports many real-
world systems, including Google PageRank, smart grids with load balancing, clock synchronization, and
drone management.

Currently, there is a positive practice of using blockchain technologies in various areas.

Monetary operation. One of the most important applications of blockchain is the transfer of money
and storage of information without the help of banks. The digital currency is growing rapidly and is
attracting the attention of major financial institutions. This cryptocurrency has been called "memory" in
the literature on monetary Economics. Bitcoin is a peer-to-peer electronic money system in which no one
controls or has a linked printed currency. Bitcoin allows anonymity in peer-to-peer electronic currency
systems. Some argue that major benefits are lost if a trusted third party is needed to prevent double
spending. The technical infrastructure of this decentralized digital currency is based on several
cryptographic technologies.

Supply chain management system. More than a hundred years ago, supply chains were relatively
simple because trade was local, but they have become incredibly complex. Throughout the history of
supply chains, there have been innovations such as the shift to transporting goods by truck rather than rail,
or the advent of personal computers in the 1980s, which led to dramatic shifts in supply chain
management. It is incredibly difficult for buyers or buyers to truly evaluate the value of products because
there is no transparency in the existing system. Similarly, it is extremely difficult to investigate supply
chains when illegal or unethical practices are suspected. They can also be extremely inefficient, as
suppliers try to combine opinions about who needs what, when, and how. Blockchain can increase the
efficiency and transparency of supply chains and have a positive impact on everything from warehousing
to delivery and payment.

Power strength. The blockchain can be used to transfer solar energy to neighbors. The app allows
users to buy and sell a renewable energy resource by counting electrons and placing it on the blockchain.

Election. The traditional method of voting in the country is through a paper system or electronic
voting, through a machine at a polling station, or online voting via a web browser. There is always a threat
to the security of the voting system from potential attacks. Using the blockchain concept in the e-voting
platform, transparency and additional verification of the elections for violations can be provided.

Blockchain technology is guaranteed to protect the system from forgery and fraud, which prevents
terrorists and extremists from quickly and anonymously launching attacks and getting the information they
need. The blockchain could be the basis of cybersecurity, in case the user data will be stored in its
network. It protects your data from being hacked, stolen, or destroyed. If a hacker breaks into a traditional
system, they can access thousands of objects, but if they break into a blockchain system, they will only get
access to one block of information. This complicates the work of the criminal, since he will have to
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decrypt each fragment separately to get all the information. Anti-terrorist groups in some countries already
use supercomputers with advanced software, in particular blockchain technologies, to calculate the
probability of cyber attacks, collect and analyze large amounts of data from the Internet, identify and
recognize the location, movement and interpersonal relationships of cyberterrorists, as well as identify
suspected individuals and control their criminal activities.

Scientists pay attention to the fact that network attacks can contain malicious embedded code, the use
of backdoors, and much more. Such attacks can be initiated from anywhere in the world due to a computer
with a masked IP address. A new type of war, even cyberwar, changes the landscape of war itself. This
type of cyberwar eliminates the need to have a physically capable armed force and requires the need for
forces with strong technical capabilities, such as computer science skills. Many countries, including
Russia, have come to understand that this is a problem and are actively pursuing policies to address it in
order to mitigate threats.

Conclusion. For cyberterrorists, there are a huge number of new tools and technologies available that
allow them to commit criminal acts almost anywhere in the world. The tasks of ensuring cyberspace
security are becoming an important element of state legal policy in modern States, and they are priority
areas for ensuring national security, interstate cooperation, and the entire world community. The more
technologically advanced a society is, the more it is interested in suppressing various types of cyber
attacks and threats to technological systems that provide the state security system and other life-supporting
digital platforms. The use of blockchain technologies in the security system will allow distributing a
cyber-attack from a single node to different blocks of the blockchain system, which will ensure the
stability ofthis system to counter cyber threats and attacks.

The research is performed with financial support RFBR, research project No. 18-29-16175
«Blockchain technology counter the risks of cyberterrorism and cyberactivism: of criminological and legal
research».

E. A. AHTOHSAH, O. C. PribakoBa

Pepfepanibll, MEMNEKETIK BIOIKETNK Xorapbl 6w M 6epy Mekemea
O. E. KyTadwmH aTbiHAarsl Mackey Mem/ieKeT/K 3aL, yHuBepcuTeTy Mackey, Peceii

KNBEPWABYbI/T UAYLWIC13AW M3CENECIHAEN
BNOKYENH TEXHONOTUANAP

AHHOTaUMA. Makanaga KoramiblK T3pTLIA TypaKcbi3faHabipyra, 6aiinaHbic XYVienepiH aykbiMabl Typae
by3yra, €3 epKLWALlHe, COHbIL ruiliae 6umK opraHapbiHa KbICbIM KEPCETY apKbiibl KOPKbITYra >K3He Xannbl
anraHja MeMeKeTTLY YATThIK XK3He aknapaTTbiK Kaylla3gTHe Y/IKeH KayLll TeHAipeTiH kubepluabybingapra Kapcbl
TYpYZ4blL, Xaua TexHonorusnapbl Kapactbipbinagbl. KbUIMbICTbIK, TEPPOPUCTIK 3peKkeTTepai, COHbIL, iWiHae
aKnapaTTblK KeUiCTIKTi KapXblfaHAblpyra 6arbiTTanraH KapaxaTTapfbl XKacblpyra MyMKLIALW 6GepeTiH 610KYeliH
TEXHOMOrUsACbIHA epekwe Hasap aygapbiiraH. CoHpail-ak Makanaga asTopnap PBAP  Ne  18-29-16175
«KnbepTeppopusm MeH KMBEpIKCTPEMU3M KayLL-KaTepLue Kapchl TypyAarbl 6/10KUYeliH TeXHONOTUACHI: KbIIMbICTbIK-
KYKbIKTbIK 3epTTeY» IblIbIMU X06aCbIH iCKe acblpy asacblHAa XannblaaHraH 3epTTey HITUXKeNepiH YCbiHaAbI.

Kasipri 3amaHrbl KW6epKbIIMbIC MEMJIEKET afnfblHa XXala MiHAeTTepAi anra Taptagbl, oraH eHgi 6ip memnekert
KeuicTiriHge >ayan 6epy MYMKiH emec. BYTiHri TaHfga >Kaua TexHOnorusnapfbl KonfaHa OTbipbin, KubepKbi-
MbICTbIL, angblH any YLWiH MeM/eKeTTepAil, e3apa KaTblHaCblH 3alHamanblK Typrbifa peTTey e3eKTi Macene
caHanagbl.

KnbepkbinMbicnieH KYpecyail, »ala HblCaHAapblHbIL, Malbi3abl acmekTici - aHOHWMAI npokcn Y Wenepai
KOMAaHyLWblNapabl OpTabiKChbi3AaHAbIpy. Erep 6ypbiH Kaylla3ilw opraHAapbiHa NaiganaHywbiHbIL, |P-MekeHXalibl
Tikenei KomkeTiMAi 6onca, Kasip 63pi KYPAeneHe TyCn »aHe NainganaHyLbliHbIL TpaguriHe KelleHAi Tangay Kaxer.

Fanbimgap COHbIMEH KaTap XXeflWK Wwabybingapaa 3MsHAbl eHAIPINreH Kof, apTKbl ecikKTi naijanaHy Hemece
backanaii 60Mybl fla MyMLUH eKeHAiri aintbinraH. MyHpaaid Wwabybin 3MemMHil, Ke3-KkenreH HYKTeCiHAe XacbipblHraH
IP-MeKeHXalibl 6ap KoMmnbtoTepre 6aiinaHbICTbl Tyybl MYMKIH. COrbICTbIL, XXaua TYPi, NN KMOEPCOrbICTbIL, e3i
COrbIC NaHAwWadThiH e3repTyfe.

CorbICTbll, aTanraH TYpi (M3nKanbiK KablweTn Kapynbl KYLWITEP KaXeTTLMNH XOs4bl X3He KOMMbTEPMK
Lebepnik cekingi KyatTbl TEXHUKaNbIK MYM L HAMNe Me KY LTI KaXeT eTear
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KenTereH engep, OHbIL wuige Pecelt ge OyHbiy KYPaeni macene eKeHATH TYCiHIN, KayinTi azsaiTty
MaKcaTblHAa LWeLly cascaTbiH 6enceHAi XYprisyge.

TywH ce3gep: 6/OKYeiH TEXHOMOTMACHI, aknapaTTblK Kayllas3fX, Kubepkayincisgik, Kapcbl 3pekeT,
KNOEPKbLIIMbIC, KnbepTeppopusM, YANTTbIK Kayllasalw, Kubeplabybin, Pecelfil kapXblablK Kayincisgiri, VPN
cepBepi, XX1LDK - 3, puntoBantota, BUTKOIH, JINTKOWH, IP-MeKeHXalibl.
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®depnepanbHoe rocyfapcTBeHHOe GHOKETHOE 06pa3oBaTeNlbHOE YUPEXAEHNE BbICLLIEr0 06pa3oBaHums
«MOCKOBCKMIi rocyjapCTBEHHbIVi lopuanyeckunii yumepcutet um. O. E. KyTagmHa», Mockea, Poccus

BNNOKYEWH-TEXHONOT NI
B BOMPOCAX BE3OINMACHOCTUN OT KUBEEPATAK

AHHOTaums. B cTaTbe pacCMaTpMBAOTCS HOBbIE TEXHONOIUM MPOTMBOAEINCTBMS KnbepaTakam, KOTOpble MOTYT
6bITb Hampas/ieHbl Ha AecTabunmsaynio 06LLECTBEHHOIO Nopsiaka, mMaclTabHoe HapylleHue paboTbl KOMMYHMUKa-
LIMOHHBIX CUCTEM, YCTpalleHne NyTeM HaBsA3blBaHWsA CBOE BOMM, B TOM YMCNe BNACTHbIM CTPYKTypaM W, B LiENOM,
NPeACTaBNAT MOBbIWEHHYIO Yrpo3y HauWOHaNbHOW M MH(OPMaLMOHHOK 6Ge3onacHoOCTM rocyaapctea. Ocoboe
BHUMaHMWe Yy[eneHo O6/I0KYeH-TEXHONOrMK, KOTopas MO3BONSET CKPbiTb CPeACcTBa, HanpaBfieHHble Ha (UHaH-
CMpOBaHMe MPeCTYNHOi, B TOM uucne, TeppOPUCTUYECKOW AeAaTenbHOCTM, B TOM 4uc/ie B MH(OPMaLMOHHOM
npocTpaHcTBe. B cTtaTtbe npefAcTaBneHbl 0606LWEeHHbIE pe3yNbTaTbl UCCNEA0BAaHMA B pamMKax peanusaunn Hay4yHoro
npoekta P®®UN Ne 18-29-16175 «BnoKYeliH-TEXHONOTUM MPOTMBOAEINCTBMS puUCKaM KubepTeppopuaMa K
KMOEepaKCTpeMM3Ma: KPUMUHOMOT0-NPaBoOBOE NCCE[0BaHMEY.

CoBpemeHHas KnbepnpecTynHOCTb AUKTYET HOBble BbI30Bbl FOCYAApPCTBY, Ha KOTOPbIE YXXe HeNb3si pearupo-
BaTb B paMKax MpOCTpaHCTBa OAHOro rocygapcrea. CerofHs OCTPO CTOMT BOMPOC 3aKOHOAATe/IbHOro perynnpo-
BaHMs BONPOCOB B3aMMOAECTBMS rocylapCTB No NPeAoTBPaLLEHNIO KNOepnNpPecTyNNeHUA ¢ MCMONb30BaHNEM HOBbIX
TEXHOJIOTUA.

BaXXHeMLWMM acrneKToM HOBbIX (JOPM NPOTWBOAENCTBUA KWOEPNPECTYNNEHNAM ABNAETCS AeleHTpanusayus
nonb3oBaTeneil aHOHMMHBIX CUCTEM MNPOKCU-CEPBEPOB. WM ecnu paHblle opraHbl 6e30MacHOCTU ewg KMenn
[OCTYNHble «/1a3elikn» AN NPSAMOro Bbixofa Ha IP-agpec nonb3oBaTens, TO Tenepb BCE CTano HaMHOMO CNOXHee n
HeobX0aUM KOMMJIEKCHBI aHanu3 TpadyKa TOro UM MHOTO Mo/b30BaTeNs.

Takxe yuyeHble 06pallaloT BHUMaHKWE Ha TO, YTO CeTEBble aTaKu MOTYT COAepXXaTb BPEAOHOCHbI BCTPOEHHbIN
KOA, UCMonb3oBaHMe G3KA0POB 1 MHOroe Apyroe. Takue aTaky MOTYT 6GbiTb MHULMMPOBAHbI 13 06O TOYKM MUpa
M3-3a KOMMbIOTEPA C MACKMpPOBaHHbIM IP-afpecoM. HOBbI TWN BOWMHbI, faXe KWOEPBOMHbI, MeHSeT naHawagT
CaMoWi BOMHbI.

ATOT TUN BOMHbI YCTPAHSAET HEOOX0AMMOCTb MMETb (PU3NYECKU AeecrocobHble BOOPYXXEHHbIE CUMbI U TPebyeT
noTpebHOCTM B cunax, 061ajarolumX CUbHBIMU TEXHUYECKMMU BO3MOXHOCTAMMW, Hanpumep, HaBblkamu WMHMOP-
MaTUKN.

MHorune cTpaHbl, B TOM Yucne u Poccusi, NpULWAN K MOHUMAHWIO TOr0, YTO 3TO MPo6/iemMa, U aKTUBHO BeAyT
MOSINTUKY A/15 ee PELLEHNA B LieIAX CMArYeHNs yrpos.

KntoueBble cnoBa:  6GMOKYEH-TEXHONOrMK, WMHKHOPMALMOHHAs  6e30MmacHOCTb,  Kubep6e3onacHoCTb,
NPOTUBOAECTBMNE, KMOEPNPECTYNHOCTb, KMGEPTepPOPM3M, HalMoHanbHas 6e30MacHOCTb, KubepaTaka, (JMHaHCOBas
6e3onacHocTb Poccun, VPN-cepeep, COPM - 3, KpunToBantoTa, GUTKOWH, NMMTKOIH, IP-agpec.
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