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PIPELINE MULTIPLIER OF POLYNOMIALS MODULO
WITH ANALYSIS OF HIGH-ORDER BITS OF THE MULTIPLIER

Abstract. Among public-key cryptosystems, cryptosystems built on the basis of a polynomial system of
residual classes are special. Because in these systems, arithmetic operations are performed at high speed. There are
many algorithms for encrypting and decrypting data presented in the form of polynomials. The paper considers data
encryption based on the multiplication of polynomials modulo irreducible polynomials. In such a multiplier, the
binary image of a multiply polynomial can serve as a fragment of encrypted text. The binary image of the multiplier
polynomial is the secret key and the binary representation of the irreducible polynomial is the module.

Existing sequential polynomial multipliers and single-cycle matrix polynomial multipliers modulo do not
provide the speed required by the encryption block. The paper considers the possibility of multiplying polynomials
modulo on a Pipeline in which architectural techniques are laid in order to increase computing performance.

In the conclusion of the work, the time gain of the multiplication modulo is shown by the example of the
multiplication of five triples of polynomials. Verilog language was used to describe the scheme of the Pipeline
multiplier. Used FPGA Artix-7 from Xilinx companies.

The developed Pipeline multiplier can be used for cryptosystems based on a polynomial system of residual
classes, which can be implemented in hardware or software.

Key words: Polynomial system of remainder classes, irreducible polynomials, remainder former, Pipeline
modular multiplier.

Introduction. There are two approaches to multiplying polynomials modulo. At the first approach,
multiplying modulo in two stages is performed [1, 2]. At the first stage, polynomials are multiplied, at the
second stage, polynomials multiple by irreducible polynomials modulo. If at the first stage of
multiplication polynomials are possible to accelerate on matrix circuits, then the accelerated of them
multiplying modulo is difficult. At the second approach, process of multiplying modulo is divided into
steps, and at each step of the multiplication polynomials is combined with the operation of reduction
irreducible polynomials modulo. While, of multiplying polynomials are performed on a sequential circuit
starting with the analysis of high-order [3] or left-most [4] bits ofthe polynomial multiplier.

To improve performance, one-clock multipliers of polynomials modulo with a matrix structure were
developed [5-7].

The matrix structures of parallel multipliers have the potential improving performance - the
possibility of pipelining, which is a prospective architectural technique [8].

Main part. During pipelining, the multiplying operation is divided into a finite number of sub-
operations, and each sub-operation is performed at its own Pipeline stage, with all Pipeline stages are
working of parallel. The results obtained at the i-th stage are transferred for further processing to the
(i+1)-th Pipeline stage. Transmit of information from stage to stage is through the buffer memory located
between them.
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A stage that have accomplished of its sub-operation remember the result in the buffer memory and
can start processing the next portion of the sub-operation data, while the next Pipeline stage uses the data
stored in the buffer memory located at its output. Synchronization of the Pipeline is provided by clock
pulses, the period of which is determined by the slowest Pipeline stage and the delay in the buffer memory
element.

In a Pipeline multiplier of N stages, the multiplying data modulo can be input with an interval of
N times less than for a matrix multiplier. Output results appear at the same pace.

A diagram of an N-stage of the Pipeline for multiplying a polynomial-multiplicand A(x) by a
polynomial-multiplier B(x) modulo an irreducible polynomial P(x) shown in figure 1

Figure 1- Pipeline multiplier of polynomials modulo starting with analysis of high-order bit of the multiplier
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The first Pipeline stage contains logical block diagram AND1 and buffer registers RgA.1, RgRo,
RgB.land RgP.1. The second and next Pipeline stages contain logical blocks-former of partial remainders
(PRFn ™ PRFn-1). The second and other Pipeline stages have individual buffer registers. For example, the
buffer registers of the second Pipeline stage are the registers RgA.2, RgRb RgB.2 and RgP.2. The buffer
register of the N-stage is the Rg.N-1 register, in this diagram the registers RgA, RgB and RgP are the input
Pipeline registers, where before the start of operations on the next triples of polynomials A(x), b(x) and
P(x)-, the i-th triple of polynomials is accepted.

Upon the first clock pulse CP1 is provided, the first triple of polynomials A, B, P from the input
registers are transferred to the first stage of buffer registers. In the process this transfer, the contents input
register RgA logical are multiplied by the high-order bit bii polynomial-multiplier Bj(x). The result of
operations A1(x)&b11==R0Owritten to the first stage of buffer register RgRo, and A 1(x), P1(x) are accepted in
the RgA.1 and RgP.1 registers.

According to the clock signal CP1, the second triple of polynomials A2(x), B2(x) and P2(x) are
received to place of the first triples A 1(x), B1(x) and P1(x) in the input registers. Upon the signal CP2 is
provided, the contents of the input registers are transferred to the first stage of buffer registers, the
contents of the first stage are transferred to the second stage of buffer registers RgA.2, RgR1, RgB.2 and
RgP.2. While, in the first Pipeline stage operation A2(x) &bil= Ro is performed, reaches in RgR register.
The buffer registers RgA.1, RgP.1 will receive the corresponding contents of RgA (A2 and RgP (P2.

During the action of the second pulse of CP2 in PRF.1, the operation and the calculation of the
remainder R1= (2Ro ® A1&bi-2) mod P1lsaved in the buffer register RgR1are performed.

The clock signal CP2 into the input registers receives the polynomials of the third triples of
polynomials A3(x), B3x) and P3(x). Upon the third clock signal CP3 is provided, the third triples of
polynomials A3(x), B3(x) and P3(x), will be processed by the logical blocks of the first stage (AND1), the
second triples of polynomials A2(x), B2(x), and P2(x), will be processed by the logical blocks ofthe second
stage PRF.1, the logic blocks of the third stage PRF.2 will process the first triples of polynomials A 1(x),
B1(x) and P 1(x).

Upon the N-clock pulse CP.N is provided, the contents of the input registers polynomials ANX),
BN(x) and PN(x) will reaches to the first stage buffer registers, the contents of the first stage buffer
registers to the second stage buffer registers, etc.

The results of processing the polynomials A1(x), B1(x) and P1(x) from the N-1 stage buffer registers
will moved to the N-stage buffer register - Rg.N-1, while in PRF.N-1 RN1 = [(2RN1 ® A 1(x)&b0]modP1
is calculated, which is the result of multiplying modulo [ALX)*B1(x)]modP1(x). The input registers receive
the triples of polynomials ANH(x), BN¥l(x) and PN¥L(x) with a clock signal CP.N.

Upon the clock pulses N+1, N+2, N+3, etc. is provided on the output Pipeline register Rg.N-1, the
results of multiplying oftriples of polynomials will be formed:

rn-1=\an+l(x )* bn+1(x )]mod PN+1

RN-1 = \AN+2(X )* BN+2 (X )ImOd Pn +2

RN-1 = \AN+k (X )p BN+k(X)Imod Pn +k

The results of the sum modulo oftwo 2R -1 ® A(x)bt is provided to the left inputs is performed by

the adder modulo oftwo Add.1. The value of P (x) is provided to the right inputs of Add.2. If, at the same
time C =2R -1 ® A(x)bt >P(x) then in the high-order bit ofthe sum C the value Ch= 1is formed. With

this signal, block of diagram AND3, the result of adding C ® P (x) atthe output of Add.2 forming Rris
output. If C =2R-1® A(x)bt<P(x), Ch=0. Then the value C =2R-1® A(x)bt by the signal
Ch =1 by the block of diagram AND?2 the outputis C =R .

Figure 2 shows the structure ofthe PRJV The central adder modulo 2 is the Add.2 adder.
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A (x) b:

Ri
Figure 2 - PRFi structure

Consider the example of multiplying polynomials modulo on a five-stage Pipeline. Let:

A1=Xx3+Xx = 010102; B1=X4+x2+x = 101102; P1=x5+x2+1 = 1001012;

A2=x4+x2= 101002, B2=x3+x2+1 = 011012; P2=x5+x3+1 = 1010012

A3= x4+ x3+ 1= 110012; B3= x4+ x2+ 1= 101012; P3=x5+x3+x2+x+1 = 1011112;

A4= X3+ x2+ 1=011012; B4= X3+ X2+ X = 011102; P4= x5+ x4+ x2+ x + 1= 1101112;

A5= X4+ X = 100102; B5= x4+ x = 100102; P5= x5+ x4+ x3+ x2+ 1= 1111012.

The results of multiplying polynomials A1(x) * A5Xx) by B1(x) ~ B5x) modulo P1(x) ~ P5x) are
shown in figure 3.

AirNX3tx A2=X4+X2 A3=x4+x3+1 A4=X3+X2+1 Af=x4+x
Bi=x4tx2+x B2=X3+X2+1 B3=x4+x2+1 B4=X3+X2+X B3=x4+x
Pit+xV I P2=x5+x3+1 P3=X5TX3+X2X+1 P4=X5r X4+X2+X+1 P>=x5rx4+x3+x2+ L
CPI CP2 CP3 CP4 CP3 CP6 CP7 CPS CP9
ROL= 010102 RC2 = 000002 Ko3 = 1100b Rg4 = 000002 Ro5 = 100102
1 - R11= 101002 R12= 101002 R13 = 111012 R14= 011012 RI15= 111012
in - - R21= 001112 R2—101012 R23= 011002 R24= 101112 R25= 011112
v - - - R31= 001002 R32= 000112 R33= 110002 R 3= 101002 R35= 011002
\% - - - - Rdi = 00002 R42= 100102 R43= 001102 R4= 111112 R45= 110002

Figure 3- The results of multiplying polynomials AXx) + A5Xx) by B1(x) +B5x) modulo P1(x) +P5Xx)

From this figure 3

R41 = [AL(x) *B1(x)] mod P1= 010002 is corresponds to a polynomial: R4l = x3;
R42 = [A2(x) *B2(x)] mod P2= 100102 is corresponds to a polynomial: R42 = x4 + x;
R43 = [A3(x) *B3(x)] mod P3=001102= x2+ Xx;

R44 = [A4(x) *B4(x)] mod P4= 111112= x4+ x3+ x2+Xx + 1,

R45 = [A5(x) *B5(x)] mod P5= 110002 = x4 + X3.
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In this figure 3, Rj are the numbers of intermediate remainders i(i = 0 4) and the numbers oftriples
of numbers j, wherej = 1~ 5.Consider the time value. The multiplying time of polynomials without a
Pipeline is determined by the formula:
Twe =NKTK,

where K - the number of triples of polynomials to be multiplying, N - The number of Pipeline stages,
TK - the duration of the clock period, which is determined by the ratio TK = TPRF + TBRy, where
TPRF - partial remainder formation time, TBRg - time of recording of the processing results to buffer
registers.

The runtime of operations on K input polynomial streams (triples of polynomials) at N Pipeline
stages or with a clock period TKis determined by the ratio [9]:

Tk =(N + (K- )Tk .
The time value is determined by the formula:
C=(mk-(n +K -1))TK.
For our example,
C=(NK-(N +K -1))Tk =(25 - 9)Tk = 16TK .

The timing diagram and the results of the multiplying modulo the above triples of numbers on a five-
stage Pipeline are shows in figure 4. Verilog HDL is used to describe the circuit ofthe Pipeline multiplier.
Artix-7 from Xilinx as the Field Programmable Gate Array (FPGA) was chosen.

As shown in the figure 4, the first triple of polynomials A1(x), B1(x), P1(x) from the Pipeline input
registers to the buffer registers ofthe first stage with the first clock signal CP1 are transferred. In this case,
the partial remainder ROi = 010102is calculated by the logical block ofthe first stage.

Figure 4 - The timing diagram of the Pipeline circuit

During the action ofthe second clock signal CP2, the second triple of polynomials A 2(x), B2(x), P2(x)
from the Pipeline input registers are transferred to the first stage buffer register, the contents of the first
stage buffer registers are transferred to the second stage buffer registers. In this case, at the first stage
R = 000002, at the second stage ofthe Pipeline, the remainder R11 = 101002is calculated.

Upon the third clock pulse CP3 is provided from the Pipeline input registers, the triple of polynomials
A3(x), B3(x), P3x) are transferred to the first stage buffer registers, the contents of the first stage buffer
registers are transferred to the second stage buffer registers, also the contents of the second stage buffer
registers are transferred to the third stage buffer registers. While, a partial remainder R = 110012 is
formed in the first stage of the Pipeline, R12= 101002 and R2L = 001112 respectively are formed in the
second and third stages ofthe Pipeline.

After the fourth clock pulse CP4 is provided, triple of polynomials A4(x), B4(x), P4(x) enter the inputs
of the first stage of the Pipeline, the partial remainder R04 = 000002 is calculated of the first stage of the
Pipeline, the remaining residues R13= 111012, R2 = 101012 R3L = 001002 are formed on the other three
stages.
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Upon the fifth pulse CP5 is provided, triple of polynomials A5(x), B5(x), P5(x) enter the inputs of the
first stage of the Pipeline, and at the first, second, third and fourth stages partial remainders
R0 = 100102 R14= 011012 R = 011002 R¥= 000112 R4l = 010002are formed.

Upon the sixth pulse CP6 is provided to the inputs of the first stage of the Pipeline, polynomials are
not provided and the remainders R15= 111012 R24= 101112 R3= 110002, R4 = 100102are formed on the
corresponding 2, 3, 4, 5 stages ofthe Pipeline.

After the seventh pulse CP7 is provided the remainders RS = 011112 R34 = 101002 R43= 001102in
the 3, 4, 5 stages ofthe Pipeline are calculated.

The eighth clock pulse CP8 the remainders R®%= 011002, R44= 111112in stages 4, 5 are formed.

The ninth clock pulse CP9 completes the work of the Pipeline and in the fifth stages of the Pipeline
the remainder R45is calculated, which is the result R45 =\A5(x) *B5(x)]mod P5(x).

Conclusion. Considered pipeline scheme and calculation examples show that pipeline allows you to
process a stream of three polynomials increasing the data encryption performance, which allows you to
build a high-performance cipher process.

Acknowledgement. This research has been supported by the Science Committee, the Ministry of
Education and Science, Republic of Kazakhstan(Institute of Information and Computational Technologies,
project no. AP05132469 “Development of software-hardware facilities for cryptosystems based on the
nonpositional number system”).
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AKNapaTTbIK X3He ecenTeyLl TeXHONOTMANAP MHCTUTYThI, AnmaTbl, KasakcTaH;
2ANMaTbl 9HepreTMKa XaHe GaiinaHbic yHMBepcUTeT AnMartbl, KasaxcTaH;
3On-®apaby aTblHgarsl Kasak ynTTbiK yHMBepcuTeT Anmartbl, KasaxcTaH

KOBEMTK1L TL, YXOFAPIbl PA3PAATAPBIH TANAAY HET131HAE
NONVHOMIAPbLIL MOAY /b BOVbIHLLIA KOHBENEPAL KOBEMTY LLYPbIATbICHI

AHHOTaUMA. ALbIK KiNTTi KpunToXyiie iwiHae KanabikTap XYVIeciHiH kenMYLwenik HerisiHae KypblaraH
KpUNTOXY MenepiHin anaTbiH OpHbI Genek. BIiTKew MyHAaii XYWege apudMeTUKanbik amangap orapbl Xblagam-
AblKneH opblHAanaasl. Kenmywenw TYpiHae 6epinreH ManiMeTTepAi wudpnayabiH TMiIMAT T3cini peTiHge NOANHOM-
fnapabl MofynbMeH KebeliTy amanbiH anyra 6onagbl. MyHgai Tacinge kebelriw peTiHge WuUgpnaHaTbiH MITLLHLL
6enrini 6ip dparmeHTi 60NbIN caHanaTbiH KENMY WENIKTLY eKinik 6eiiHeci anblHCa, an KebelTw L peTiHae Kynus Kint
60/bIN TabblNaTblH KeNMY LWENIKTLY eKinik 6eiHeci anbiHagbl. Mogynb peTiHAe KebeNTineTiH kenmY LWenikTLy Kenn-
PINMeNTIH KenmY LWenikTepiHLy 6ipi Tauganafb!.

MonuHomAapabl MOAYNbMeH KeGeWTeTiH Kypbirbliapabll, ilWiHEH >KblAgamAbirbl XOrapbl 60/bin KeneTiH
maTpuuanslk “6eliTy KypblarbinapbiH atayra 6onafbl. bipak MyHAali Kypbiarbinapgbil esi wudpnay Xbiigam-
ObITbIH KypT ecipe anmaiigbl. Lundpnay XbingamabirbiH apTTeipy YLiH cTaTbafa MOAMHOMAApAbl MOAY/bMEH
KebenTeTiH KOHBeliep cynbachIHbIL, K¥pambl, IOTUKa/bIK KypbIUIrbinapsl, 0napAbly, ilKi aknapaTTbiK 6alinaHbicTapsbl
Kapanafbl. YLWTiK nofiMHoMAap Ti30beriH KoHBeliepae eHAey peTiHe Mbicangap KepCeTinreH.

YKAMbICTbIL, KOPbITbIHAbICbIHAA 6eC caTblfbl KOHBENep apKbifbl MOMMHOMAAPAbIL, 6ec YLWTiriH (Kebewril,
KebeNTKil, MoAyNb) MOAYNbMeH KebelTeTiH KOHBeep cynbacbiHbIL, NporpaMManaHaTblH N0rUKanblK UHTerpangbik
cynbaga (MNINC) Verilog TiniHge icke KOCbINy >Kargaibl KapacTbipbligbl. KOHBeep >XYMbICbIHbIL, YaKbIT
fAmarpaMmMachl MeH MOAynbMeH KebelTy HaTwxkenepi KenTipinreH. MJINC petiHge Xilinx ¢upManbik eHimi Artix-7
TaHAan aiblHraH.

AnNbIHraH KoHBeliep cynbackl KangblkTap YWeciHil, kenmYiwenik HerisiHge KypbiaraH KpUnToxyiiede Xbini-
LamabIrbl Xorapbl Wngpnay 610rbiH Kypy YLWiH KongaHyra 6onagbl.

TyWH ce3fep: KanablK KnacTapbiHbIL, NOAMHOMABIK XYWeci, KenTipinmeiiTiy nonvHomaap, Kangbik KypacTbl-
pyLUbl, MOAY/b 60MbIHLIA KOHBeWepi Ke6eTy KypbIArbIChI.
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WMHCTUTYT UH(OPMALMOHHBIX U BbIUMCINTENBHBIX TEXHOMOMWA, AnMaThl, KazaxcTaH;
2ANIMATUHCKNIA YHUBEPCUTET SHEPTeTUKM 1 CBA3K, ANMaTbl, KazaxcTaH;
FKazaxckuit HaMoHa/bHbIW YHUBEPCUTET UM. anb-Papabu, Anmartsl, KazaxcTaH

KOHBEWMEPHbIN YMHOXWUTENb MOJIMHOMOB MO MOAY /O
C AHAJIM3OM CTAPWNX PA3PALOB MHOXWMTENA

AHHoTaumsa. Cpegu KpUNTOCUCTEM C OTKPLITbIM KAHOUOM 0C060€ MECTO 3aHMMArT KPUMTOCUCTEMbI, MOC-
TPOEeHHble Ha 6a3e MOMMHOMMWANLHOW CUCTEMbl OCTATOYHbLIX KfaccoB. MOTOMY 4YTO B TakuMxX cucTemax apudme-
TUYeCKMe onepauun BbIMOMHAOTCSA C BbICOKON CKOPOCTbO. CyLlecTBYeT MHOXECTBO asrOpUTMOB LUMGPOBAHUA 1
paclngpoBaHnsa AaHHbIX, NPeACTaBMEeHHbIX B BUAe MHOrouneHoB. B paboTe paccmaTpuBaeTcs WndpoBaHUe
[aHHbIX, OCHOBAHHbIX Ha YMHOXEHUW MOMMHOMOB MO MOAY/MH HEMpUBOLMMbIX MOAMHOMOB. B TakoM ymHOXWTene
[BOMYHOE U306paXKeHMe MOMMHOMA-MHOXMMOIO MOXET CAYXWTb (PparMeHTOM LUM(PYEMOro TeKcTa, [BOMYHOE
n306paXKeHNe MOIMHOMAa-MHOXUTENA ABSETCA CEKPETHLIM K/HOUOM, a [BOVMYHOE MPeAcTaBfieHVWe HempuBOAUMOrO
MoJIMHOMa -MOY/eM.

CylLuecTByOWNE YMHOXUTENN MOAMHOMOB TOCNE0BaTe/IbHOrO [eiCTBMA U OAHOTaKTHble MaTpUYHbIe
YMHOXUTENN MOIMHOMOB MO MOAY/NH0 He 06ecneymBaoT Ty CKOPOCTb, KOTopas TpebyeTcs OT 6/10Ka LM(POBaHUs.
B pa6oTe paccmaTpmBaeTCs BO3MOXHOCTb YMHOXEHWS MOIMHOMOB M0 MOAY/0 Ha KOHBeepe, B KOTOPOM 3a/10XKEHb!
apXMTEKTYPHbIE NPUEMbI A5 NOBbILIEHUS MPOU3BOANUTENBHOCTU BbIYNCEHMS.

B 3akntoueHMn paboTbl NMPUBEAEH BbIAPbLILL MO BPEMEHU YMHOXEHWSA MO MOAYI0 Ha MPUMEpPe YMHOXeHUs
NATW TPOEK MOAMHOMOB. [1a OMNMcaHUA CXembl KOHBEMEPHOro YMHOXWTeNs 6bln ucnonb3osaH fA3blk Verilog.
B kauectse MJ/INC BbibpaH Artix-7 0T komnaHuu Xilinx.

Pa3paboTaHHbI/i KOHBEMEPHBIA YMHOXWUTE/Tb MOXET ObITb MCMOMb30BaH [/15 KPUMTOCUCTEM Ha 6a3e MOSMHO-
MWaNbHON CUCTEMbl OCTATOYHBLIX KNAacCOB, KOTOPble MOFYT OblTb peasim3oBaHbl MPOrpaMMHO-annapaTHbIM Wau
annapaTHbIM crioco6amu.

KntoueBble cfioBa: NOAMHOMUaIbHAA CUCTEMA OCTATOYHbLIX K/1acCOB, HEMPUBOAUMbIE MOAVHOMbI, (HOPMUPO-
BaTeNb OCTATKOB, KOHBENEPHbI YMHOXMNTENb N0 MOAYSIO.
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