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PIPELINE MULTIPLIER OF POLYNOMIALS MODULO 
WITH ANALYSIS OF HIGH-ORDER BITS OF THE MULTIPLIER

Abstract. Among public-key cryptosystems, cryptosystems built on the basis of a polynomial system of 
residual classes are special. Because in these systems, arithmetic operations are performed at high speed. There are 
many algorithms for encrypting and decrypting data presented in the form of polynomials. The paper considers data 
encryption based on the multiplication of polynomials modulo irreducible polynomials. In such a multiplier, the 
binary image of a multiply polynomial can serve as a fragment of encrypted text. The binary image of the multiplier 
polynomial is the secret key and the binary representation of the irreducible polynomial is the module.

Existing sequential polynomial multipliers and single-cycle matrix polynomial multipliers modulo do not 
provide the speed required by the encryption block. The paper considers the possibility of multiplying polynomials 
modulo on a Pipeline in which architectural techniques are laid in order to increase computing performance.

In the conclusion of the work, the time gain of the multiplication modulo is shown by the example of the 
multiplication of five triples of polynomials. Verilog language was used to describe the scheme of the Pipeline 
multiplier. Used FPGA Artix-7 from Xilinx companies.

The developed Pipeline multiplier can be used for cryptosystems based on a polynomial system of residual 
classes, which can be implemented in hardware or software.

Key words: Polynomial system of remainder classes, irreducible polynomials, remainder former, Pipeline 
modular multiplier.

In tro d u c tio n . There are two approaches to multiplying polynomials modulo. A t the first approach, 
m ultiplying modulo in two stages is perform ed [1, 2]. A t the first stage, polynomials are multiplied, at the 
second stage, polynomials multiple by irreducible polynomials modulo. I f  at the first stage o f 
m ultiplication polynomials are possible to accelerate on matrix circuits, then the accelerated o f  them 
m ultiplying modulo is difficult. A t the second approach, process o f  multiplying modulo is divided into 
steps, and at each step o f  the m ultiplication polynomials is combined with the operation o f  reduction 
irreducible polynomials modulo. W hile, o f  m ultiplying polynomials are performed on a sequential circuit 
starting with the analysis o f  high-order [3] or left-m ost [4] bits o f  the polynomial multiplier.

To improve performance, one-clock multipliers o f  polynomials modulo with a matrix structure were 
developed [5-7].

The m atrix structures o f  parallel multipliers have the potential improving performance - the 
possibility o f  pipelining, which is a prospective architectural technique [8].

M ain  p a r t.  During pipelining, the multiplying operation is divided into a finite num ber o f  sub­
operations, and each sub-operation is performed at its own Pipeline stage, with all Pipeline stages are 
working o f parallel. The results obtained at the i-th stage are transferred for further processing to the 
(i+1)-th Pipeline stage. Transmit o f  information from stage to stage is through the buffer m em ory located 
between them.
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A stage that have accomplished o f  its sub-operation remem ber the result in the buffer m em ory and 
can start processing the next portion o f  the sub-operation data, while the next Pipeline stage uses the data 
stored in the buffer m em ory located at its output. Synchronization o f  the Pipeline is provided by clock 
pulses, the period o f  which is determined by the slowest Pipeline stage and the delay in the buffer memory 
element.

In a Pipeline m ultiplier o f  N  stages, the multiplying data modulo can be input with an interval o f 
N  times less than for a m atrix multiplier. Output results appear at the same pace.

A diagram o f  an N-stage o f  the Pipeline for m ultiplying a polynomial-multiplicand A(x) by a 
polynom ial-m ultiplier B(x) modulo an irreducible polynomial P(x) shown in figure 1.

Figure 1 -  Pipeline multiplier of polynomials modulo starting with analysis of high-order bit of the multiplier
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The first Pipeline stage contains logical block diagram AND1 and buffer registers RgA.1, RgRo, 
RgB.1and RgP.1. The second and next Pipeline stages contain logical blocks-form er o f  partial remainders 
(PRFn ^  PRFn-1). The second and other Pipeline stages have individual buffer registers. For example, the 
buffer registers o f  the second Pipeline stage are the registers RgA.2, R gR b RgB.2 and RgP.2. The buffer 
register o f  the N-stage is the Rg.N-1 register, in this diagram the registers RgA, RgB and RgP are the input 
Pipeline registers, where before the start o f  operations on the next triples o f  polynomials A (x ), b (x ) and 
P(x)-, the i-th triple o f  polynomials is accepted.

Upon the first clock pulse CP1 is provided, the first triple o f  polynomials A, B, P from the input 
registers are transferred to the first stage o f  buffer registers. In the process this transfer, the contents input 
register RgA logical are multiplied by the high-order bit b i_i polynom ial-m ultiplier Bj(x). The result o f  
operations A 1(x)&b1_1=R0 written to the first stage o f  buffer register RgRo, and A 1(x), P 1(x) are accepted in 
the RgA.1 and RgP.1 registers.

According to the clock signal CP1, the second triple o f  polynomials A2(x), B2(x) and P2(x) are 
received to place o f  the first triples A 1(x), B 1(x) and P 1(x) in the input registers. Upon the signal CP2 is 
provided, the contents o f  the input registers are transferred to the first stage o f  buffer registers, the 
contents o f  the first stage are transferred to the second stage o f  buffer registers RgA.2, R gR1, RgB.2 and 
RgP.2. W hile, in the first Pipeline stage operation A 2(x) &bi-1 = Ro is performed, reaches in RgR register. 
The buffer registers RgA.1, RgP.1 will receive the corresponding contents o f  RgA (A2) and RgP (P2).

During the action o f  the second pulse o f  CP2 in PRF.1, the operation and the calculation o f  the 
remainder R 1 = (2Ro ®  A 1&bi-2) mod P 1 saved in the buffer register RgR1 are performed.

The clock signal CP2 into the input registers receives the polynomials o f  the third triples o f 
polynomials A 3(x), B3(x) and P3(x). Upon the third clock signal CP3 is provided, the third triples o f 
polynomials A 3(x), B3(x) and P3(x), will be processed by the logical blocks o f  the first stage (AND1), the 
second triples o f  polynomials A 2(x), B2(x), and P2(x), will be processed by the logical blocks o f  the second 
stage PRF.1, the logic blocks o f  the third stage PRF.2 will process the first triples o f  polynomials A 1(x), 
B 1(x) and P 1(x).

Upon the N-clock pulse CP.N is provided, the contents o f  the input registers polynomials A N(x), 
BN(x) and PN(x) will reaches to the first stage buffer registers, the contents o f  the first stage buffer 
registers to the second stage buffer registers, etc.

The results o f  processing the polynomials A 1(x), B 1(x) and P 1(x) from the N-1 stage buffer registers 
will m oved to the N-stage buffer register -  Rg.N-1, while in PRF.N-1 RN-1 = [(2RN-1 ® A 1(x)&b0)]modP1 
is calculated, which is the result o f  m ultiplying modulo [A1(x)*B1(x)]modP1(x). The input registers receive 
the triples o f  polynomials AN+1(x), BN+1(x) and PN+1(x) with a clock signal CP.N.

Upon the clock pulses N+1, N+2, N+3, etc. is provided on the output Pipeline register Rg.N-1, the 
results o f  multiplying o f  triples o f  polynomials will be formed:

r n -1 =  \a n +1 ( x  ) *  b n +1( x  ) ] m o d  P N+1

R N -1 =  \A N +2 ( X  ) *  B N +2 (X  ) ] m Od  P n +2

R N -1 =  \A N +к ( X  )ф  B N +Ik ( X  ) ] m o d  P n +к

The results o f  the sum modulo o f  two 2 R -1 ®  A (x )b t is provided to the left inputs is perform ed by 

the adder modulo o f  two A dd.1. The value o f P (x) is provided to the right inputs o f  Add.2. If, at the same 
time C  = 2 R -1 Ф A (x )b t > P (x )  then in the high-order bit o f  the sum C the value Ch = 1 is formed. W ith 

this signal, block o f  diagram AND3, the result o f  adding C  ®  P (x )  at the output o f  Add.2 forming R г is 

output. I f  C  = 2 R -1 Ф A (x )b t < P ( x ) , C h = 0 .  Then the value C  = 2 R -1 ®  A (x )b t by the signal 

Ch = 1 by the block o f  diagram AND2 the output is C  = R  .

Figure 2 shows the structure o f  the PRJV The central adder modulo 2 is the Add.2 adder.
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A (x ) b :
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Figure 2 -  PRFi structure

Consider the example o f  multiplying polynomials modulo on a five-stage Pipeline. Let:
A 1 =x3+x = 010102 ; B 1 =x4+x2+x = 101102 ; P 1 =x5+x2+1 = 1001012 ;
A 2=x4+x2 = 101002; B2=x3+x2+1 = 011012; P2=x5+x3+1 = 1010012;
A 3 = x4 + x3 + 1 = 110012; B3 = x4 + x2 + 1 = 101012; P3=x5+x3+x2+x+1 = 1011112;
A 4 = x3 + x2 + 1 = 011012 ; B4 = x3 + x2 + x  = 011102 ; P4 = x5 + x4 + x2 + x  + 1 = 1101112 ;
A 5 = x4 + x  = 100102 ; B5 = x4 + x  = 100102 ; P5 = x5 + x4 + x3 + x2 + 1 = 1111012.
The results o f  multiplying polynomials A 1(x) ^  A 5(x) by B 1(x) ^  B5(x) modulo P 1(x) ^  P5(x) are 

shown in figure 3.

A i^ x 3+ x
B i= x 4+ x 2+ x
P i ^ + x V l

A2=X4+X2
B2=X3+X2+ 1
P2= x5+ x3+ 1

А з= х 4+ х 3+ 1
В з= х 4+ х 2+ 1
Рз=Х5тХ 3+Х2+ Х + 1

А4=Х3+Х2+ 1  
В4=Х3+Х2+Х 
Р4=Х5т Х4+Х2+Х+ 1

A f= x 4+ x
В з= х 4+ х
Р>=х5+ х 4+ х 3+ х 2+  L

- - - -

C P I С Р 2 С Р З C P 4 С РЗ С Р б C P 7 C P S C P 9

I R 01 =  010102 RC2 =  000002 Коз =  110 0  b Rg4 =  ООООО2 Ro5 =  1 0 0 1 02 - - - -

II - R 11 =  IOIOO2 R 12 =  101002 R13 =  111012 R 14 =  011012 R l5 =  111012 - - -

i n - - R 21 =  001112 R 22 — 101012 R 23 =  011002 R 2 4 =  101112 R25 =  011112 - -

IV - - - R 31 =  001002 R 32 =  000112 R 33 =  IIOOO2 R 34 =  101002 R 35 =  011002 -

V - - - - Rdi =  ОЮОО2 R 42 =  1 0 0 1 02 R 43 =  001102 R 44 =  1 1 1 1 1 2 R 45 =  IIOOO2

Figure 3 -  The results of multiplying polynomials A1(x) + A5(x) by B1(x) + B5(x) modulo P1(x) + P5(x)

From this figure 3
R41 = [A1(x) • B 1(x)] mod  P 1 = 0 1 0002, is corresponds to a polynomial: R41 = x3;
R42 = [A2(x) • B2(x)] mod  P2 = 100102, is corresponds to a polynomial: R42 = x4 + x; 
R43 = [A3(x) • B3(x)] mod  P3 = 001102 = x2 + x;
R44 = [A4(x) • B4(x)] mod  P4 = 111112 = x4 + x3 + x2 + x  + 1;
R45 = [A5(x) • B5(x)] mod  P5 = 110002  = x4 + x3.
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In this figure 3, R j are the numbers o f  intermediate remainders i(i = 0 ^  4) and the numbers o f  triples 
o f  numbers j ,  where j  = 1 ^  5.Consider the time value. The m ultiplying time o f  polynomials w ithout a 
Pipeline is determined by the formula:

Tw.c = N K T K ,

where K -  the num ber o f triples o f  polynomials to be multiplying, N  -  The num ber o f Pipeline stages, 
TK -  the duration o f  the clock period, which is determined by the ratio TK = TPRF + TBRg, where 
TPRF -  partial remainder formation time, TBRg -  time o f  recording o f the processing results to buffer 
registers.

The runtime o f  operations on K input polynomial streams (triples o f  polynomials) at N  Pipeline 
stages or with a clock period TK is determined by the ratio [9]:

T nk = ( N  +  (K  -  i )T k  .

The time value is determined by the formula:

C  = (n k  - ( n  + K  -1 ))T K .

For our example,

C  = ( N K - ( N  + K -1))T k  = (2 5  -  9)Tk  =  16TK .

The timing diagram and the results o f  the multiplying modulo the above triples o f  numbers on a five- 
stage Pipeline are shows in figure 4. Verilog HDL is used to describe the circuit o f  the Pipeline multiplier. 
Artix-7 from Xilinx as the Field Programmable Gate Array (FPGA) was chosen.

As shown in the figure 4, the first triple o f  polynomials A 1(x), B1(x), P1(x) from the Pipeline input 
registers to the buffer registers o f  the first stage with the first clock signal CP1 are transferred. In this case, 
the partial remainder R0i = 010102 is calculated by the logical block o f  the first stage.

Figure 4 -  The timing diagram of the Pipeline circuit

During the action o f  the second clock signal CP2, the second triple o f  polynomials A 2(x), B2(x), P2(x) 
from the Pipeline input registers are transferred to the first stage buffer register, the contents o f the first 
stage buffer registers are transferred to the second stage buffer registers. In this case, at the first stage 
R02 = 000002, at the second stage o f  the Pipeline, the remainder R 11 = 101002 is calculated.

Upon the third clock pulse CP3 is provided from the Pipeline input registers, the triple of polynomials 
A 3(x), B3(x), P3(x) are transferred to the first stage buffer registers, the contents o f  the first stage buffer 
registers are transferred to the second stage buffer registers, also the contents of the second stage buffer 
registers are transferred to the third stage buffer registers. W hile, a partial remainder R 03 = 110012 is 
formed in the first stage o f  the Pipeline, R 12 = 101002 and R21 = 001112 respectively are formed in the 
second and third stages o f  the Pipeline.

A fter the fourth clock pulse CP4 is provided, triple o f  polynomials A 4(x), B4(x), P4(x) enter the inputs 
of the first stage of the Pipeline, the partial remainder R04 = 000002 is calculated of the first stage of the 
Pipeline, the remaining residues R 13 = 111012, R22 = 101012, R31 = 001002 are formed on the other three 
stages.
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Upon the fifth pulse CP5 is provided, triple o f  polynomials A 5(x), B5(x), P5(x) enter the inputs o f  the 
first stage o f  the Pipeline, and at the first, second, third and fourth stages partial remainders 
R05 = 100102, R 14 = 011012, R23 = 011002, R32 = 000112, R41 = 010002 are formed.

Upon the sixth pulse CP6 is provided to the inputs o f the first stage o f  the Pipeline, polynomials are 
not provided and the remainders R 15 = 111012, R24 = 101112, R33 = 110002, R42 = 100102 are formed on the 
corresponding 2, 3, 4, 5 stages o f  the Pipeline.

A fter the seventh pulse CP7 is provided the remainders R25 = 011112, R34 = 101002, R43 = 0 0 1102 in 
the 3, 4, 5 stages o f  the Pipeline are calculated.

The eighth clock pulse CP8 the remainders R35 = 0 1 1002, R44 = 111112 in stages 4, 5 are formed.
The ninth clock pulse CP9 completes the work o f  the Pipeline and in the fifth stages o f  the Pipeline 

the remainder R45 is calculated, which is the result R 45 = \A5 (x ) * B 5 (x )]m o d  P5 ( x ) .
C onclusion . Considered pipeline scheme and calculation examples show that pipeline allows you to 

process a stream o f  three polynomials increasing the data encryption performance, which allows you to 
build a high-performance cipher process.
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Education and Science, Republic o f  Kazakhstan(Institute o f Information and Computational Technologies, 
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К0БЕЙТК1Ш ТЩ  Ж ОГАРГЫ  РАЗРЯДТАРЫН ТАЛДАУ НЕГ1З1НДЕ 
ПОЛИНОМДАРДЫЦ МОДУЛЬ БОЙЫНШ А КОНВЕЙЕРЛ1 К 0БЕЙ ТУ  ЦУРЫЛГЫСЫ

Аннотация. Ашык кiлттi криптожуйе iшiнде калдыктар жYЙесiнiн кeпмYшелiк негiзiнде курылган 
криптожYЙелерiнiн алатын орны белек. вйткеш мундай жYЙеде арифметикалык амалдар жогары жылдам- 
дыкпен орындалады. Кепмушелш тYрiнде берiлген мэлiметтердi шифрлаудын тиiмдi тэсiлi ретiнде полином- 
дарды модульмен кебейту амалын алуга болады. Мундай тэсiлде кeбейгiш ретiнде шифрланатын мэтшнщ 
белгiлi бiр фрагментi болып саналатын кeпмYшелiктщ екiлiк бейнесi алынса, ал кебейтшш ретiнде купия кiлт 
болып табылатын кeпмYшелiктщ екiлiк бейнесi алынады. Модуль ретiнде кeбейтiлетiн кeпмYшелiктщ келп- 
рiлмейтiн кeпмYшелiктерiнщ бiрi тацдалады.

Полиномдарды модульмен кeбейтетiн курылгылардыц iшiнен жылдамдыгы жогары болып келетiн 
матрицалык ^бейту  курылгыларын атауга болады. Бiрак мундай курылгылардыц eзi шифрлау жылдам- 
дыгын курт eсiре алмайды. Шифрлау жылдамдыгын арттыру Yшiн статьяда полиномдарды модульмен 
кeбейтетiн конвейер сулбасыныц к¥рамы, логикалык курылгылары, олардыц iшкi акпараттык байланыстары 
каралады. Yштiк полиномдар тiзбегiн конвейерде eндеу ретiне мысалдар кeрсетiлген.

Ж^мыстыц корытындысында бес сатылы конвейер аркылы полиномдардыц бес Yштiгiн (кeбейгiш, 
кeбейткiш, модуль) модульмен кeбейтетiн конвейер сулбасыныц программаланатын логикалык интегралдык 
сулбада (ПЛИС) Verilog тiлiнде iске косылу жагдайы карастырылды. Конвейер жумысыныц уакыт 
диаграммасы мен модульмен кeбейту нэтижелерi келтiрiлген. ПЛИС ретiнде Xilinx фирмалык eнiмi Artix-7 
тандап алынган.

Алынган конвейер сулбасы калдыктар жYЙесiнiц кeпмYшелiк негiзiнде курылган криптожуйеде жыл- 
дамдыгы жогары шифрлау блогын куру Yшiн колдануга болады.

Тушн сездер: калдык кластарыныц полиномдык жYЙесi, келтiрiлмейтiц полиномдар, калдык курасты- 
рушы, модуль бойынша конвейерлi кeбейту курылгысы.
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КОНВЕЙЕРНЫЙ УМНОЖИТЕЛЬ ПОЛИНОМОВ ПО МОДУЛЮ 
С АНАЛИЗОМ СТАРШИХ РАЗРЯДОВ МНОЖИТЕЛЯ

Аннотация. Среди криптосистем с открытым ключом особое место занимают криптосистемы, пос­
троенные на базе полиномиальной системы остаточных классов. Потому что в таких системах арифме­
тические операции выполняются с высокой скоростью. Существует множество алгоритмов шифрования и 
расшифрования данных, представленных в виде многочленов. В работе рассматривается шифрование 
данных, основанных на умножении полиномов по модулю неприводимых полиномов. В таком умножителе 
двоичное изображение полинома-множимого может служить фрагментом шифруемого текста, двоичное 
изображение полинома-множителя является секретным ключом, а двоичное представление неприводимого 
полинома -модулем.

Существующие умножители полиномов последовательного действия и однотактные матричные 
умножители полиномов по модулю не обеспечивают ту скорость, которая требуется от блока шифрования. 
В работе рассматривается возможность умножения полиномов по модулю на конвейере, в котором заложены 
архитектурные приемы для повышения производительности вычисления.

В заключении работы приведен выигрыш по времени умножения по модулю на примере умножения 
пяти троек полиномов. Для описания схемы конвейерного умножителя был использован язык Verilog. 
В качестве ПЛИС выбран Artix-7 от компании Xilinx.

Разработанный конвейерный умножитель может быть использован для криптосистем на базе полино­
миальной системы остаточных классов, которые могут быть реализованы программно-аппаратным или 
аппаратным способами.

Ключевые слова: полиномиальная система остаточных классов, неприводимые полиномы, формиро­
ватель остатков, конвейерный умножитель по модулю.
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