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BIOMETRIC HUMAN AUTHENTICATION SYSTEM
THROUGH SPEECH USING DEEP NEURAL NETWORKS (DNN)

Abstract. Biometrics offers more security and convenience than traditional methods of identification. Recently,
DNN has become a means of a more reliable and efficient authentication scheme. In this work, we compare two
modern teaching methods: these two methods are methods based on the Gaussian mixture model (GMM) (denoted
by the GMM i-vector) and methods based on deep neural networks (DNN) (denoted as the i-vector DNN). The
results show that the DNN system with an i-vector is superior to the GMM system with an i-vector for various
durations (from full length to 5s). DNNs have proven to be the most effective features for text-independent speaker
verification in recent studies. In this paper, a new scheme is proposed that allows using DNN when checking text
using hints in a simple and effective way. Experiments show that the proposed scheme reduces EER by 24.32%
compared with the modern method and is evaluated for its reliability using noisy data, as well as data collected in
real conditions. In addition, it is shown that the use of DNN instead of GMM for universal background modeling
leads to a decrease in EER by 15.7%.
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1. Introduction. Biometry is the development of statistical and mathematical methods applicable to
the problems of data analysis in the biological sciences. The introduction of this technology brings new
approaches to the security of computer systems. Identification and verification are two ways to use
biometrics to authenticate a person. Biometrics refers to the use of physical or physiological, biological or
behavioral characteristics to establish a person’s identity. These characteristics are unique to each person
and remain partially unchanged during the course of a person’s life [1]. A biometric security system is
becoming a powerful tool compared to electronic security [2]. Any physiological or behavioral
characteristic of a person can be used as a biometric characteristic, provided that it has the following
properties: universality, distinctiveness, constancy, collectability, bypass, acceptability and performance
[3]. Physiological biometry is associated with body shape. Behavioral biometrics related to human
behavior. Speech is a unique biometric feature that falls into both categories [4]. Based on the application,
choosing the right biometrics is a crucial part. For example, speech is a biometric feature whose
characteristics will differ significantly if a person is affected by a cold or other emotional status. Some of
these problems can be solved using a biometric system. Although some of the features offer good
performance in terms of reliability and accuracy, none of the biometric features are 100% accurate. With
the growing global need for security, the need for reliable face recognition systems is becoming apparent.
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For applications related to the flow of confidential information, the accuracy of system authentication is
always a priority. Examples of such applications include secure access to buildings, computer systems,
laptops, cell phones and ATMs. In the absence of reliable personality recognition schemes, these systems
are vulnerable to the cunning of an impostor. The aim of this work is to develop a biometric system using
speech technologies for personal identification.

The present work is mainly devoted to the implementation of a biometric system using speech and we
use i-vector DNNs, which are usually used to recognize a speaker in a VP.

In this work, various methods are proposed for improving the speaker’s gender classification based
on the i-vector and deep neural networks (DNN) as an attribute extractor and classifier. First, a model is
proposed for generating new functions from DNN. DNN with a bottleneck layer is trained in an
uncontrolled way to calculate the initial weights between the layers, then it is trained and not controlled in
a controlled way to generate converted low frequency cepstral coefficients (T-MFCC). Secondly, the label
method of general classes is introduced among incorrectly classified classes to regularize weights in DNN.
Thirdly, DNN-based speaker models using the SDC feature set are offered. A speaker-supported model
can more effectively capture the speaker’s age and gender characteristics than a model representing a
group of speakers. Moreover, the new T-MFCC feature set is used as input to a two-system merger model.
The first system is a class model based on the GNN vector, and the second system is a speaker model
based on the DNN i-vector [5]. Using T-MFCC as input and combining the final grade with the grade
model based on the DNN vector improved the classification accuracy.

2. Human authentication system through speech. Like any other pattern recognition system, a
speech-based personality authentication system also consists of three components: (1) feature extraction,
which converts the speech waveform into a set of parameters that carry essential information about the
speaker; (2) Generating a template that generates a template representing an individual speaker from the
object’s parameters: and (3) Matching and classifying a template that compares the similarity between the
extracted objects and the previously saved template or the number of previously saved templates,
respectively providing the speaker’s identity. The speaker recognition system consists of two stages:
training and testing. At the training stage, speaker models (or patterns) are generated from speech patterns
using some selection and modeling methods. At the testing stage, feature vectors are generated from the
speech signal using the same extraction procedure as during training. Then a classification decision is
made using some matching method. Identity authentication is a binary classification task [6]. The
characteristics of the test signal are compared with the claimed speaker circuit, and a decision is made to
accept or reject the claim [7]. Depending on the operating mode, speaker recognition can be classified as
text-dependent recognition and independent text recognition. Text-dependent recognition requires that the
speaker make a speech over the same text both during training and testing, while independent text
recognition does not affect the specific text spoken. In this paper, we use the method of recognition of
text-dependent texts. In this paper, we use feature extraction methods based on (1) Mel frequency
coefficient coefficients (MFCC) obtained from Cepstral speech analysis, and (2) wavelet-octave remainder
coefficients (WOCOR) obtained from Linear Prediction (LP) residual. A time-frequency analysis of the
LP residual signal is performed to obtain WOCOR [8]. WOCORs are generated by applying a pitch-
synchronous wavelet transform to the residual signal. Experimental results show that WOCOR parameters
provide additional information to the usual MFCC functions for speaker recognition [9]. Vector
quantization (VQ) and Gaussian mixture modeling (GMM) are used to model information about a person
from these MFCC and WOCOR functions [10,11]. The modern system uses MFCC derived from speech
as feature vectors, and GMM as a modeling method.

2.1 Pretreatment. Voice activity detection (VAD) is an important step in most speech processing
applications, especially if there is background noise. The importance of VAD is that it improves
intelligibility and speech recognition. Since the speech utterances used in this work were recorded in a
public call center, the recording utterances were exposed to noise and other interference. As a result, the
VAD algorithm is needed to reduce background noises and quict eras in utterances in order to prepare
them for identifying features. In addition, normalization of cepstral mean dispersion (CMVN) is used to
climinate convolutional distortions and linear channel effects. CMVN can be applied globally or locally.
In this work, it is applied globally to obtain a normal distribution with zero mean and unit dispersion. The
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MFCC set is one of the most famous sets of spectral characteristics and is widely used in many speech
applications [12].

2.2 Extracting functions from speech information. Information about the dynamics is present both
in the vocal tract and in the excitation parameters. The voice path system can correspond to speech
processing in short (10-30ms) overlapping (5-15ms) windows. It is assumed that the vocal tract system is
stationary within the window and can be modeled as an all-pole filter using analysis. The most used form
of speech for feature extraction is Cepstrum. Various forms of presentation of Cepstral include complex
Cepstral coefficients (CCC), real Cepstral coefficients (RCC), Mel frequency Cepstral coefficients
(MFCC) and Linear Prediction Cepstral Coefficients (LPCC). Among them, the most commonly used
MFCC [13].

2.3 Extracting MFCC Feature Vectors. The state of the system builds a unimodal system by
analyzing speech in blocks of 10-30ms with a shift of half the block size. MFCCs are used as feature
vectors extracted from each of the blocks. MFCCs are mainly the voice path of the speaker’s information
and therefore only care about the physiological aspect of the biometric characteristics of speech. The
speech signal is obtained by convolution of the voice parameters v(n) and excitation parameters x(n)
given by equation (1). We cannot separate these parameters in the time domain. Hence we go for the
cepstral domain. Cepstral analysis is used to separate the speech path parameter v (n) and the excitation
parameters x(n) from the speech signal s(n).

s(m) = v(n) * x(n) (D

Cepstral analysis provides a fundamental convolution property used to separate the parameters of the
vocal tract and the excitation parameters. Cepstral coefficients C of length M can be obtained using
equation (3.2).

C = real(IFFT(log|FFT(s(n))])) 2)

A non-linear scale, that is, the relationship between the Mel frequency (fye;) and the physical
frequency (f H,), is used to extract spectral information from the speech signal using Cepstral analysis.

Hy
fuer = 2595 logo (1 +L3%) 3)

Using equation (3), we construct a spectrum with critical bands that are overlapping triangular banks,
1.c. we map the linearly spaced frequency spectrum (f H,) to the nonlinearly spaced frequency spectrum
(fmer). In this way, we can imitate the human auditory system and, based on this concept, MFCC feature
vectors are obtained. Window control eliminates the Gibbs vibrations that occur by cutting the speech
signal. Using equation (4), Hamming window coefficients are generated with which the corresponding
frame speech is scaled.

w(n) = 5.54 — 0.46¢cos (%) 4)

But due to working with the Hamming window, samples that are on the verge of the window are
weighed with lower values. To compensate for this, we will try to block the frame by 50%. After the
window, we calculate the logarithmic spectrum of each frame to find the energy coefficients using
equation (35).

Y(©) = X2_, log |S(k,m)|Hi (k %) (5)

where Hi (k 2711) is the ith spectrum of the critical Mel bank, and N is the number of points used to

calculate the discrete Fourier transform (DFT). The number M of frequency coefficients Mel calculated
using discrete cosine transforms (DCT) using equation (6), which is nothing more than a real IDFT
critical-band filter that records the output energy.

N
2\ w71 2
Cln,m) = (ﬁ) Yr=q Y(k)cos (k%n) 6)
wheren=1,2,3 ......... .M.
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3.2 Database performance. In this subsection, we apply our technique to a database that contains
real audio files collected from open media channels with significant discrepancies. To gencrate a large
number of short statements of random duration, we first combined the dev and eval datasets, and then
selected 250 statements from a relatively clean state. We truncated each of 250 statements into several
non-overlapping short statements lasting 5 seconds, 3.5 seconds, 2.5 seconds (including both speech and
non-speech parts). As a result, 1956 statements were received. In total, we developed 664,746 tests for our
task of verifying a speaker with an arbitrary word length. For each short statement, we first lower the
sampling frequency of the audio files to a sampling frequency of 8 kHz, and then extract the i-vectors
using the previously trained DNN i-vector system. To display the i-vector, we use the most tested models
in the SRE10 data set (condition 5s) to apply to the SITW data set. The results of the EER and minDCF
estimates are shown in table 2. The table shows that the best models tested on the SRE10 dataset
generalize the SITW dataset well, which gives a relative EER improvement of 24.32% for women
speaking and 22.87% relative improvement for talking men. The results also show that the proposed
methods can be used in real conditions, such as smart home and forensic applications.

Table 2 — DNN-based mapping results for SITW using arbitrary durations of short sentences

female male
EER (Rel Imp) DCF10 EER (Rel Imp) DCF10
Custom Duration
basic level 16,35 0,079 11,9 0,084
DNN mapping (best models from SRE10) 142 0,076 10,8 0,081

3.3 Cartographic effects. To investigate the effect of the proposed i-vector mapping algorithms, we
first calculate the mean square Euclidean distance between the short and long pairs of the sentence i-
vector in the assessment data set before and after the mapping. The RMS Euclidean distance Dg; between
the short and long pronunciation { —vector is determined as follows:

Dy =~ ¥ (ke (ws () — wi ()2 ©)

where wg and w; represent the i-vector of the short statement and the long statement, respectively, L is the
length of the i-vector, and N is the number of short and long pairs of the i-vector. We compare the
Dgvalues for 10-second and 5-second i-vectors with short sentences, as well as the associated 10-second
and 5-second vector expressions for women and men in table 3. From the table we see that after displaying
the displayed i- short pronunciation vectors have significantly lower Dgvalues compared to what they
were before the display. After displaying Dy, in state 10s less than in state 5s. In addition, we calculate and
compare the J-factor of short-pronounced i-vectors before and after the comparison in table 4, which
measures the ability to split votes. Given the i-vectors for M votes, the J-coefficient can be calculated
using equations 10-12:

Sy =230 R; (10)
Sw =T (w; — wo)((w; —wo)T (11)
J =Tr((Sp +Sw)7'Sp) (12)

where S, is the scattering matrix inside the class, Sy is the scattering matrix between classes, w; is the
average i-vector for the i-th speaker, w, the average value of all w;, and R; is the covariance matrix for the
i-th speaker (note that more high J-ratio means better separation). From table 4 we can observe that the
mapped i-vectors have significantly higher /-ratios compared to the original i-vectors with short intervals
for conditions of 5s and 10s. These results indicate that the proposed DNN-based mapping methods can
generalize well to invisible speakers and utterances and improve the ability of i-vectors to split voices.
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Table 3 — Square Euclidean distance (Dy; ) between short and long pairs

of sentence i-vectors from SRE10 before and after display

Dy
10s 5s
original mapped original mapped
female 549,7 3049 618,8 3573
male 4924 305,8 5574 339,9
Table 4 — J-factor for short-term i-vectors before and after mapping
J-ratio
10s 5s
original mapped original mapped
female 86,39 9481 81,85 86,91
male 88,25 91,37 81,15 86,51

4. Conclusion. In this paper, we show how the performance of GMM and DNN-based i-vector
speaker verification systems deteriorates rapidly with a decrease in the duration of evaluative statements.
This work explains and analyzes the causes of deterioration and offers several DNN-based methods for
teaching non-linear mapping of short-sentence i-vectors to their long version in order to improve the
performance of short sentence estimation. The proposed mapping method based on DNN is used to model
joint representations of i-vectors with short and long statements.

When evaluated using a dataset, mapped short i-vectors can provide a relative improvement of about
24.32% to test short sentences in inappropriate learning conditions, and also exceed the learning
conditions of an agreed PLDA using short sentences. We studied several key factors of DNN models and
conclude the following: 1) for a trained DNN model with semi-control, uncontrolled learing plays a more
important role than controlled learning in the speaker verification task; 2) by increasing the depth of neural
networks using residual blocks, we can alleviate the problem of tight optimization of deep neural networks
and get an improvement over a shallow network, especially for DNN; 3) the addition of phoneme
information can help in the study of nonlinear mapping and provide further improvement in performance,
and this effect is more significant for GMM i-vectors; 4) the proposed DNN-based mapping methods
work well for short sentences with different and mixed durations; 5) the proposed models can also
improve the GMM i-vector system and DNN i-vector, and after matching, the DNN i-vector system still
works better than the GMM-i-vector system; and 6) the best-tested models are well generalized to a
dataset and provide significant improvement for short sentences of arbitrary length.
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TEPEH HEHPOH/IBIK KEJILIEPJI (DNN) KOJIIAHY APKBLIBI AJAMHBIH COMIEY
AYTEHTHOUKAHUACEHEIH BHOMETPHSLIBIK KYHECT

Annotanmmst. broMerpuka mocTypii colikecTeHIIPY 9AICTEpiHE KaparaHAa Kayirnci3 api Koaias! OOJBIT KeJIe.
BromMeTpust — OHOTOTHSIBIK FRUIBIMIAPAAFHI ACPEKTEPl TaNAay MICEICICPiHE KOJIAHBLIATHIH CTATHCTHKAJIBIK sKOHE
MATCMATHKANBIK OMICTCPAIH JAMYBL BYJT TCXHOIOTHAHBI CHTI3y KOMITBIOTCPJIIK JKYHE KAyilCi3airiHe kaHa Ke3Kapac-
Tap okexemi. MneHTu(ukamms xXoHE pacTay — >KEKEe KYOJiKTi pacTtay YIIiH OHOMETPHKAHBI KOJIJAHYIBIH €Ki omici
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Ooxpim canananpl. bmomerpwka AETCHIMI3 amaMHBIH >KCKE OAachlH AHBIKTAY YIOIH (DM3MKANBIK HeMece (H3Ho-
JOTHSUTBIK, OMOTOTHSUIBIK HEMECE MiHE3-KYJIBIK CHIIATTAMANApPBIH maigamaHyael Oinaipeni. CoHrsl yakeitra DNN
CCHIMZI KOHE THIM/I ayTeHTH()MKAIUS CXEMACHIHBIH KYPaJbIHA aifHAmAbl. By >KyMBICTa Keneciieil OKBITY IbIH €Ki
3aMaHAyH OIiCiH cambIcThIpambr3; [ayce apamacy mozaemiHe HerismenareH omic (GMM) (GMM  i-BeKTOPBIMCH
OcIrincHe ) JKOHE TSPCH HCHPOHABIK Kemiaepre HerisaenreH oaictep (DNN) (i-Bekropiasik DNN aenmOerincHreH).
Hormxenep i-Bexropsr 6ap DNN xyleciHiH opTYpi Y3bIHABKTApFa (TOIBIK Y3BIHABIFBIHAH 5 CEK JCHIH) apHATFaH
i-sexropel 0ap GMM kydecineH »korapbl ekeHiH kepceredi. Comrbl 3eprreynepac DNN MOTIHAIK Toyeunci3
JAyBICTapabl TEKCEPYIiH THIMAI (DYHKIESIAPHI EKCHIITI momenacHai. Byn sKyMmbicTa MOTIHAI KapamaHbIM >KOHE
THIMOl sxicTieH Tekcepy ke3inae DNN KongaHyra MyMKIHIIK OEpeTiH jkaHa cXeMa YChIHBUFaH. TakipuOe kepcer-
KeHzeH, yehHbpuraH cxeMa EER TeXHOTOTHACHH 3aMaHayH 9icTieH calbIcThipranaa 24,32%-ra TeMeHAeTe Nl JKOHE
OHBIH CCHIMIITITI JAyIsl MOTIMCTTCPII, COHAAW-aK HAKTHI JKAFAAWIA SKHHAIFAH ACPCKTCPAlI MAHAATAHY ApKBLIBI
6aramananel. COHBIMEH Katap, ambedan GpoHapik Moaempaey ymiH GMM opuaera DNN kommany EER nenretinig
15,7% TeMeHICHTIHI KOPCCTINTCH.

BroMeTprsIbIK Kayinci3aik *KyHeci 37MEKTPOHIBIK KayINCI3AIKIEH CANBICTHIPFAHAA MBIKTHI KYpajFa alHaIyaa
[2]. AmaMHBIH Ke3-KeATCH (PH3HOIOTHAIBIK HEMECC MIHC3-KYJIBIK CHIIATTAMACHIH OHOMCETPHSIBIK CHIATTAMA PCTIHAC
malinaganyra 00Jaabl, O VINH KCICCIICH CHMATTachl OOMYBI KAXKET. OMOCOANTHUIBIK, CPCKINCILTIK, TYPAKTHLTBIK,
SKUHAKTAJY, AfHAJBI 6Ty, KAOBIITIaHY KOHE OHIMALIK [3]. ®H3HONOTHAIBIK OMOMETPHS JCHE MiIIiHIMEH OaHIaHbIC-
THI. ATAMHBIH MiHC3-KYJIKBIHA OAWIAHBICTHI MiHE3-KYJIBIK OHoMeTpHKachl. CoHey — €Ki CaHATKA YKATATBHIH CPCKIIC
OMOMCTPHAUTBIK epekmieIik [4]. KockMmmia HETi3iHAC AYPHIC OHOMCTPHSAHBI TAHAAY MAHBI3ABI OOITiK OO0JIBII CAHAJIATHL.
MoceneH, coliey ACTCHIMI3 — OHOMCTPHAIBIK CHIIAT, CTCP aJaMFa CYBIK HeMece 0acKa IMOIHOHAIABI SKAFIAH ocep
erce, OHBIH CHITATTAMANapbl aWTapiblkrail epekmeneHeal. OChl Macenenepain KeHOIpiH OMOMETPHSIBIK KYHCHIH
KOMCTIMCH MICIIYTE OO TIBL.

By skyMBICTa aTPHOYTTHIH 3KCTPAKTOPBI XKOHE KIKTEYIINI PETiHAC i-BEKTOPIBI )KOHE TSPCH HEHPOHABIK >KETi-
nepre (DNN) HEri3meiarcH CHMKCPAiH TCHACPIK KIACCH(HKANMACHH KAKCAPTYABIH TYPIl OmICTCpPi YCHIHBLIFAH.
Bipiamigen, DNN-geH aHa QyHKOmmapas! Kypy YIOIH MOJens YChIHbUIAAbL ThEbI3 KadaTel 0ap DNN kabarrap
apachIHIAFEl OACTANKBI CAJMAKTHI CCCHTCY YIIiH OAKBLIAHOAWTBHIH OMICTICH OKBITBLIAIBL, COTAH KCHIH O TOMCH
SKUTKTE mentpangsl kodpdunuentrepai (T-MFCC) kypy ymiH OGaxkpuiaHazsl skoHE OaKplIaHOAWmpl. ExiHimizeH,
KaIIbI CBIHBITITAPBIH 3THKECTKAIBIK daici DNN-ze canMakrapas! peTTey YIIiH KaTe XKIKTEITCH ChIHBINTAP apaCchIHAA
eHrizineni. YminmigeH, SDC MyMKIHAIKTEp KUHAFbIH MadanasnaTeiH DNN-HeTi3AeIreH AMHAMUK MOJICIBACPI YChI-
HBLIATBL JIMHAMHUK KOJIAWTHIH MOJCTH CHUKCPIIH TOOBIH OLTIIPETIH MOACITBIC KApPaFaHIA JHHAMHKTIH KACc JKOHC
SKBIHBICTBIK CHIIATTAMAJIAPBIH aHAFYPIBIM THIMIL kepcere amaasl. ConbveH Karap, T-MFCC xaHa >KHBIHTBIFBI €Ki
JKYHenik OIpIKTIpYy MOJeIiHe Kipic peTiHAe KoamaHsuiaasl. bipiamn sxyie — GNN BEeKTOpPBIHA HETI3ACITCH CHIHBIII-
THIK MOJACIH, a1 CKiHmi kyHe — DNN i-BeKTOpPBIHA HETI3ACITCH AMHAMHUKATBIK Moaehb [5]. T-MFCC eHri3y x&oHE
KOPBITHIHIB OaraHel DNN BEeKTOPBIHA HET13ACATCH TpadalusI MOIACTIMCH OIpIKTIPY JKIKTCYAiH TOJTITiH KAKCAPTTHL

Tyiiin ce3aep: OHOMCTPHKA, JAYBICTHI TAHY, KBICKA ceitmeMacep, i-Bexrop, DNN.
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BUOMETPHYECKAA CHCTEMA AYTEHTU®UKAIINH YEJTOBEKA YEPE3 PEYH C
HCIOJUBb30BAHUEM I''TYBOKHX HEMPOHHBIX CETEH (DNN)

Annotamusa, buomerpna mpemmaract OOmpIIyr0 OC30MACHOCTh H yAOOCTBO, UCM TPATUIIMOHHBIC MCTOIBI
HACHTH()MKALNH JTHIHOCTH. BHOMETpHS — 3TO Pa3BHTHE CTATHCTHUYCCKUX H MATCMATHUCCKAX MCTOA0B, MPHMCHHMBIX
K 337a4aM aHAJIH3a JAHHBIX B OMOJOTHYCCKHX HAyKaX. BHEAPEHHWE 3TOW TCXHOJIOTHH MPHHOCHT HOBBIC MOIXOJBI K
6€30TIaCHOCTH KOMITBFOTEPHBIX CHCcTeM. MAeHTH(HKAIA U IIPOBEPKA — 3TO JBA COCO0A HCTIOIb30BAHASI OHOMETPHHA
U1 ayTCHTH(DHUKAIIMY YEIOBEKA. BHOMETPHS OTHOCHTCS K HMCIONB30BAHHIO (PH3MUCCKUX WM (PH3HOIOTHICCKUX,
OHMOJIOTHUCCKUX WM MOBEICHYCCKUX XAPAKTEPHUCTHK U1 YCTAHOBICHUS ITHMYHOCTH HYEJIOBEKAa. B mocrmenHee Bpems
DNN crana cpeacrsoMm Oosiee HAASKHON M 3(PESKTUBHOM CXeMbl ayTeHTH(UKAIMK JTUIHOCTH. B 3T0H padore Mbl
CpPaBHHBACM [Ba COBPCMCHHBIX MCTOJA OOYUCHHA. STHMH IBYMS MCTOJAMH SIBJIAFOTCA MCTOIBI, OCHOBAHHBIC HA
Momemm rayccoBoit cmecum (GMM) (obosHadacmbie -BekTopoM GMM) W METOABI, OCHOBAHHBIC HA TIyOOKHX
HelipoHHBIX ceTax (DNN) (o0o3Hauacmbie kak i-Bekrop DNN). Pesymprarhl mokaserBaroT, uro cucteMa DNN ¢
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