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DESIGN AND SIMULATION OF VIRTUAL LOCAL AREA
NETWORK USING CISCO PACKET TRACER

Abstract. Modern local networks consist of several subscriber devices located inside the same building.
Computers on the local network are interconnected using network equipment - switches. By default, all devices
connected to the ports of the same switch can communicate by exchanging network packets.

Computer networks of data transmission are the result of the information revolution and in the future will be
able to form the main means of communication. The worldwide trend towards the integration of computers in the
network is due to a number of important reasons, such as the acceleration of the transmission of information
messages, the ability to quickly exchange information between users, receiving and transmitting messages (faxes,
E-mail letters, electronic conferences, etc.) without leaving the workplace, the ability to instantly receive any
information from anywhere in the world, as well as the exchange of information between computers of different
manufacturers working under different software.

A large number of broadcast packets sent by devices leads to a decrease in network performance, because
instead of useful operations, the switches are busy processing data addressed to everyone at once. The situation
forces us to divide such large networks into autonomous subnets; as a result, the logical structures of the network are
different from the physical topologies. This article discusses VLAN technology (Virtual Local Area Network -
VLAN), which allows you to divide one local network into separate segments.

Key words: Computer Networks, IP Addresses, Cisco Packet Tracer, Ping Test, Virtual Trunking Protocol,
Subnetting, VLAN.

Introduction. Today in the world there are more than 130 million computers and more than 80% of
them are united in various information and computer networks - from small local networks in offices to
global networks. Computer networks - a set of personal computers (PC) distributed over a territory and
interconnected to share resources (data, software and hardware components).

Basic requirements for modern computer networks:

1) Easy operation and user access to the network;

2) Openness — the ability to connect different types of devices;

3) Development — the ability to increase network resources and subscribers;

4) Autonomy — the user's work on his personal computer (PC) should not be limited to the fact that
the PC is included in the network;

5) Integrality — the possibility of processing and transmitting information of various kinds: symbolic,
graphical, etc.;

6) Security — the ability to prevent unauthorized access to the network.

— § ——
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The purpose of a computer network is to provide users with a network service. The organization of
network service is carried out by network services. Network service provides the user with the ability to
perform the following basic functions, which are based on remote access to network resources:

— work with files distributed over the network (transfer, storage, receiving, playback);

— multi-user access to files, allowing you to have one instance of the data and organize the
collaboration of users in a single information space;

— work with geographically distributed databases;

— distributed computing;

— reception, transmission of e-mail;

— remote maintenance, network administration.

The existing networks are currently divided primarily on a territorial basis [1]:

1. Locate Area Network (LAN), this network covers a small arca with a distance between individual
computers. Typically, such a network operates within the same institution.

2. Wide Area Network (WAN), this network usually covers large areas (the territory of a country or
several countries). Computers are located at a distance of tens of thousands of kilometers from each other.

3. Regional networks, such networks exist within the city, district. Currently, each such network is
part of a global network and a special specificity in relation to the global network is not different.

4. Virtual Local Area Network (VLAN) is a feature in routers and switches that allows you to create
multiple virtual LANs on a single physical network interface (Etheret, Wi-Fi interface). VLANs are used
to create a logical network topology that is independent of the physical topology.

Materials and methods. Virtual LAN technology is used in the design of internal networks of
universities, organizations and enterprise networks. VLAN is a data link layer technology for building
multiple logical networks on the top of physical network. The LAN network is divided into different
logical segments called broadcast domains. The workstation division is based on the functions, platforms
and teams [2]. Virtual LAN is nothing but a group of devices that are connected virtually but may or may
not physically connected [3]. Virtual LAN or VLAN allows network engineers and network administrators
to make logical network from physical network. This technology is used to segment a complex network
into smaller networks for better manageability, improved performance and security [4].

Types of VLAN:

- Port-based VLAN (Port - based VLAN) - each switch port is assigned to a specific VLAN and any
network device connected to that port will be in the assigned virtual network;

- MAC-based VLAN (MAC-based VLAN) - VLAN membership is based on the MAC address of the
workstation. In this case, you must bind the MAC addresses of all devices to the VLAN on the switch;

- Port-based VLAN and IEEE 802.1 v protocols - the Protocol type is used to determine VLAN
membership;

- VLAN based on IEEE 802.1 Q - ficld VLAN accessories, integrated into the Ethernet frame
structure, which allows you to transfer this information over the network. The advantage is the flexibility
of configuration, use not only on one switch, but also within the entire switched network; the ability to use
equipment from different manufacturers in the organization of the network [5].

There are two methods for assigning a port to a specific VLAN:

- static assignment - when the VLAN port ownership is set by the administrator during the
configuration process;

- dynamic assignment - when the port VLAN membership is determined during the operation of the
switch by using the procedures described in special standards, such as IEEE 802.1 x When using IEEE
802.1 X to gain access to a switch port a user is authenticated on the RADIUS server. According to the
results of authentication the switch port is placed in a particular VLAN [6].

X.Sun et al. [7] adopted the K-means clustering algorithm to partition VLANSs for each user group
based on a broadcast traffic cost model. The broadcast traffic cost model is defined as

B=H*xA+«W (D)
Here, H denotes the number of hosts of a VLAN, 4 denotes the average broadcast traffic (in packets

per second, pki/s) generated by a host, W denotes the sum of links of the spanning tree, and B denotes the
total broadcast traffic cost of the VLAN. Fuliang Li et al. [5] extend the model as shown in:
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B, =H*xAxC )

Here, H and 4 have the same meaning as Sung’s model, and we assume that broadcast traffic is

generated at 2.12 pkt/s per source, that is, 4 = 2.12. C denotes the total link cost of a VLAN. B, denotes
the weighted (i.e. taking into consideration the link cost) broadcast traffic of the VLAN.

K.He et al. [8] proposed the GreenVLAN approach, An energy-efficient approach for VLAN design,

developed a practical equations to solve the proposed model and the complexity of the algorithm is analysed:

min Ye; E; (3)

s.t.E, = y,(F) (4)

Yhix; <NVieH (5)

" (1-x;)<MVieH (6)
x;(1-Q@))=0,vi,jeH (7

XijXip — Xy = 0,Vi,jk(i<j<k)eH )
B(v(i)) = Z?zlxij * A(v(i)) * W(v(i)) <Th,VieH 9)

Equation 3 computes the total energy consumption in the network. Equation 4 calculates the energy
usage of link /. Equation 5 and Equation 6 guarantee that the produced grouping solution should satisfy the
feasibility criteria, that is, the number of host per VLAN should not exceed the upper bound N and the
number of VLANs created should not exceed the upper bound M. Equation 7 means the produced
grouping solution should guarantee the correciness criferia, in other words, hosts grouped into the same
VLAN must belong to the same logical category. Equation 8 means that if x;; = 1 and x;, = 1, then x
must also equals to 1 (i <j < k), this equation guarantees the correctness of the solution. Equation 9 makes
sure that for each created VLAN, the broadcast traffic will not overflow the threshold 7%, which might be
determined by the network operator.

The structure of a real network is formed using structure-forming equipment (switches, routers), to
which network nodes are connected, and a multi-level (often three-level) network is created [9]. This
approach is used when creating a corporate network based on VLAN technology. At the same time,
groups of the first level of the information structure are virtual local networks. The second and third levels
of the information structure are designed to connect these networks to each other. The number of switches
used to connect nodes of the technical structure of the corporate network when creating first-level groups
(first-level switches) is determined by the features of the real set, the technical capabilities of the switches.
Let's denote this number Ky, K = K; = 1. Number of switches to connect first-level switches and create
second- level groups ( second -level switches) K5, K5 = K, = 1. The number of switches of the third level
to connect the switches of the second level - K3 = 0.

The technical structure of the network is defined by a set of ST clements: Y = |

Yiij
(i=12,..,M;j=1,2,..K;) matrix of connections of technical network nodes (workstations, servejrs)
with first-level switches; Y5 = | y;ij ,((=12,..,K;j =1,2,..K;) matrix of connections of first-level
switches with second-level switches; Y5 = | V3ij
between third-level switches and second-level switches; Xi = ||x{l ]

’

,(=1.2,..,K;;j =1,2,...K3) matrix of connections
,(,j=1,2,...K{) matrix of
,(i,j = 1,2, ... K;) matrix of connections for second-level

connections for first-level switches. X; = ||x§l ]

switches; X3 = | ,(i,j = 1,2,...K3) matrix of connections of third-level switches. For each level, the
following parameters are set matrices that specify the bandwidth of the communication channels used
when building networks: Cy (Y7"), C5(Y5), C3(Y3), €1 (X7), C3(X3), €5 (X3).

Since routing is used in large-size corporate networks, it is necessary to use appropriate routing
algorithms on graphs to calculate flow parameters. For this purpose the matrix of the graph of connections
between switches is constructed € and it is presented in the following form:

X; Yy 0
n= (Yz*)T X; Y3* (10)
0 )" X3

*
X3ij

— § ——
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The proposed approach to analysing the technical structure of the corporate network and the results
obtained allow the network administrator and developer to evaluate the load of communication channels
and network equipment with a known information structure. The proposed results can be applied to
networks built using VLAN technology.
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CISCO PACKET TRACER APKbBLJIbI BUPTYAJIABI ZKEPTLIIKTI ’KEJITHI 5JKOBAJIAY
KOHE MOJEJIBAEY

AnnoTtamust. Kazipri 3aMasFbl KEPIiKTI XKeIiiep Oip ¥fuMaparTa opHaIacKkaH OipHenre aDOHEHTTIK KYPBIIFbI-
JaH Typaasl. JKeprimikTi memiaeri KOMIBIOTEpPIC) JKEeILTIK Ka0IbIK-KOMMY TaTOPJIAP apKbLIBI KOCBUTFaH. bip KoMMYy-
TaTOP MOPTHIHA KOCHLUIFAH KYPBIIFBUIAP JKETIIK MAKETTEPMEH aIMACy bl MYMKIH.

KommbroTepitik skemiiep Heri3iHae AepeKTepi TapaTy aKmapaTThIK PEBOTIOLIHBIH HOTIDKECI CAHANAIBI JKOHE
6onamakra OalIAHBICTBIH HETI3TI Kypanzapsl 0oxa ananpl. KoMmblOTEpiepAiH KEire KipiryiHiH >Kambl dIEMAIK
Ypaici akmapaTThIK XabapraManapasl TapaTyabl )KeACTACTY, Al anaHy IbIIap apachblHAA HKbIIIAM aKIapaT aaMacy
MYMKIHAIr, xabapiaamamapabl (paxc, 3MCKTPOHABIK XaT, MEKTPOHIBIK KOH(PEPEHIMS koHe T.0.) KadbUiaay »KoHE
JKIOepy CHAKTHI OipKarap MaHBI3IBI CCOCTITEPre HETIRACITCH, COHaali-aK TYpii OaraapaaMablK sKacaKTaMa apKbLIBI
SKYMBIC aTKAPaThIH OHAIPY I KOMITBIOTEPIICP] apachIHAa aKapaT aIMacasibl.

Kasipri ke3zeri sxenmijaep MbprHAaAak Tonrapra Oeminemi: xeprimikTi skem (LAN); aykemMast xeri (WAN); afiMak-
THIK JKEJiep; BUPTYamapl skeprimikri xem (VLAN). TapaTeuraTeiH JOMEH KOIeMiH mekTey apksutbl VL AN sxepri-
JKTI JKEMIESPAIH KAayinCi3miri MeH OHIMALUTITIH KAMTaMachI3 €Te.

Bupryannet LAN TeXHOJOTHACH YHHUBCPCHTET, YHBIM JKOHC KOPHOPATHBTIK SKENIEPAiH 1IMKI >KENICIH
sko0anay1a KCHiHCH KOJITAHBLIATIBL.

Xarramanap skeqniae GipHeIne imki keainepai OaraapraManayra MyMKIHIIK Oepe/i, OmapaslH OPKAMCHICH Tpa-
(uxri Oip-OipiHeH oxmaynaiTeiH skeke VLAN-ra xocsurran. Ethernet koMMyTaTOpIapsl OPHATHUTFAH SKBITIAMIBIK-
THI IMEKTEY MYMKIHIIKTEPiH KOJIAHA OTHIPHI, (PH3HKANBIK HHTCPPECHCTED APKBLIBI AFBIH JKbUITAMIBIFBIH INCKTCH
anampl.

Kasipri Ethernet koMMyTaTOpIAPEIHAAFEI OCHI KYPBUIBIMIBIK MeXaHu3MAepaiH kenmriairi SNMP, HTTP ueme-
ce KOMaHJANBIK K0T HHTEp(EHCl apKpLIbl KOIDKETIMAL Keneai. backapy xarramamaps! werizinae VLAN >koHE cOFaH
OalnaHBICTHI JKEILIEpAl, 63re J¢ HMHTCP(EHC >KbIUIIAMIBIFBIHBIH INCKTCYiH OargapiaManslk ACHTreHae OakplIak
anambr3. COHAAN-aK, KAIMBIKTBIKTAH COTCI3AIK KOCKBIIIBIH OAKBUIAM OTHIPYFa OONAdbI KOHE COFaH Opad TYpIi ope-
KeTTep 0acTaly bl MYMKIH.

Makamama Kazak yrrTeik arpapisik yHHBepCHTCTIHIH (Kas¥AY) «IT - TexHOmOTHSAIAp, arpOeHCPKICINTIK
KEIICHII aBTOMATTAHABIPY >KOHE MCXAHHKAIAHABIPY» (DaKyIBTETIHIH YOI Ka()eapachIHbIH JKETIIK TOOIOTHICHIHBIH
OpHAIACy YKaFJalbl MbICAT PETIHAC KAPACTHIPHLIAIBL.

DKCHEPHMEHTTIK »yMbIcKa apHaiibl Cisco Packet Tracer-me xemneci Tomonormstabl KypasIk: «IT skoHe apromar-
TaHIBIPY» Kadeapacel, «KacinTik okbITy» Kadenpacsl, « JHEPTHSHBI YHEMCY JKOHE aBTOMATHKA» Ka(ieIpacsl.

JKympicta xyMBICIIBI OOBCKTIICPAlI OpPHANACKAH JKCPIHC KapaMacTaH Ocmrim Oip Tomrapra, Oip-OipiHcH
OKIIayJ1al OTBIPBII OIPIKTIpyTe OONATHIHABIFBI KOPCETUTAi. Byl TOmomOTHSA KbI3METKEpIEp OpPTYpHi aiMakrapaa
6ipre >KyMBIC aTKapraHaa ere bIiHFaibl. Kayincizaik TyprsicbiHan VL AN 6ip-0ipiH amMacTsipa anMaiThIHbEL OCITi.
EH 6acThIChl, KbI3METKEPICPAiH MIEKTEY T TOOBI SKEMITIK KYPhUIFBIIAPFA KOJI JKETKI3C 1.

Kymeic voTmwkeciHme Vlan skeminmepiH kagempamap apachlHAAQ MAMJANAHYAA KEJCCI APTHIKIIBLIBIKTAP
AHBIKTAIIIBL:

— OPBIH AIMACTBIPY, KYPBUEBLIAPIBI KOCY YKIHE 0JIApABIH Oip-0ipiMeH OAHIaHBICHIH 63I¢PTY Il JKCHUIICTEA],

— 3-meHreimk VLAN KypbUIFBICBIHBIH KEJI ApaChIHAA OAIaHBICTBHI JKY3€Te achIPybIHA OAIAHBICTHI SKIMIMIIIK
GaKbLIaY ABIH XKBUITAMIBIFBI APTA/IbL,

— aKMapaTThl TAPATY KAOIJIECTTLIITI OPTAJIBIK TAPATY JOMECHIMEH CABICTBIPFAHIA TOMEHIC .

Tomonorus GaxyIBTETTIH )KEPTUTIKTI JKEIMICIH 3 KEKe CETMEHTKE 06IyTe MYMKIHIIK Oepai, OyII *KEMITiK KyKTe-
Me TpaduriH eaoyip a3adTThl. Typrer3suFad TomoI0THI Kaz¥ AY etk OKIMIIITITIHE CHTi3y YIIiH YCHIHBUTIBL.

Tyiiin cesnep: xommbroTepik xkeninep, IP-aapecrep, Cisco Packet Tracer, Ping Test, BHpTYanasl TPAaHKHHITIK
xarrama, imki xemiaep, VLAN.
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MPOEKTHPOBAHHUE U MOJIETUPOBAHHUE BUPTYAJIBHOM JIOKAJIBHOM CETH
C HCITOJB30BAHHUEM CISCO PACKET TRACER

Annoramus. COBPEMCHHBIC JTOKAJBHBIC CCTH COCTOAT M3 HECKOJBKHX A0OHCHTCKHX YCTPOHCTB, PACHOIOMKCH-
HBIX BHYTPH OJHOTO 37aHHS. KOMIBIOTEPHI B JIOKAJBHOW CETH COCAMHEHBI MEXKIy COOOHW C MOMOIIBIO CETEBOTO
000pyA0BAHUS - KOMMYTAaTOpOB. [10 YMOIHaHMIO BCE YCTPOICTBA, MOAKIFOYCHHBIC K IOPTAM OJHOTO KOMMYTATOPA,
MOTYT OOMCHHBATHCS CETCBHIMHU NMAKETAMHU.

KoMmbroTepHbIe ceT nepeaadn JAHHBIX SBISEOTCS PE3yIbTaTOM HHPOPMALMOHHON PEBOIIONNHU U B Oy AymeM
CMOTYT CTaTh OCHOBHBIMH CPEACTBAMH CBS3H.

CymecTByIONue CETH B HACTOSIIEE BPEMsI PA3ICIICHbI B OCHOBHOM II0 TCPPUTOPHAILHOMY IPH3HAKY: JIOKaib-
Has cetb (LAN); I'mobampras cets (WAN); Permonanpaeie cetn (Regional networks); BupryansHas TokamsHAg CCTh
(VLAN). VLAN nomoraer 0€30IacHOCTH M MPOU3BOIUTEIbHOCTH JOKAIBHBIX CETEH, OTPAHUMUBAS Pa3MEP IIHPOKO-
BCINATEIBHBIX JOMCHOB.

TexXHOTOTHA BUPTYAJbHOHN JIOKANBHOHW CETH HCIOJIB3YETCA MPH MPOSKTUPOBAHMH BHYTPCHHUX CETCH YHHUBED-
CHUTETOB, OPTraHU3aIUil H KOPIOPATHBHBIX CETCH.

[TpoTOKOIBI TO3BOILIFOT MPOTPAMMHPOBATE B CETH HECKOIBKO MOACETCH, KAKABIM M3 KOTOPBIX CBSA3aH C
oraenbHO VL AN, m3ommpys Tpadux apyr ot apyra. Kommyraropst Ethernet MOTyT OrpaHHIHBATE CKOPOCTH BXOS-
X WUIH UCXOASAIIHUX MOTOKOB Yepe3 CBOM (pu3muccKue HHTEP(EHCHI, HCIOIb3Y I BCTPOCHHbIC (DYHKIMH OTpaHHC-
HUSI CKOPOCTH.

BobIIMHCTBO M3 3THX MEXaHW3MOB CTPYKTYPHPOBAHHSI B COBPEMEHHBIX KoMMyTaropax Ethemet mocTymHbl
yepe3 unreppeiicet SNMP, HTTP nnm koMaHmHON CTpoKH. MOXKHO mporpaMMHO HacTpouTh VL AN m cBs3aHHBIC C
HUMH CBA3YIOIINE CETH, a TAKKC OTPAHHHCHUS CKOPOCTH HHTEP(erica, HCMOIb3ysl MPOTOKOIIBI YIPABICHUS. Taroke
BO3MOXKHO VJAJICHHOEC OTCICKHBAHWE KOMMYTATOPOB HA IPEAMET cOOEB, W PA3MUYHBIC ACHCTBHS MOTYT OBITH
HHUIUHPOBAHEI B OTBET HA 3TH COOBITHS COOCB.

B crarse B KauecTBe ImpHMEpa PACCMATPHBACTCS PACHOJNOKCHHE TOMOJOTHH CeTH TpexX Kadeap ¢axymprera
«IT-TexHONOTHH, ABTOMATH3a0UN H MEXAHH3ALUU ArPONPOMBIIIICHHOTO KOMIDIEKCa» Ka3aXxCKoro HalMOHATIBHOTO
arpapaoro yaueepcurera (KasHAY).

JUIA SKCICpUMEHTATBHOM PadOTHI MBI CO3aaNH Cireayromyto Tomoyoruio B Cisco Packet Tracer: xadeapa «IT u
aBTomarmzammm», kadenpa «IIpodeccronanbHOro 00yUeHI, Kageapa « JHEProcOSPEKECHIUS M ABTOMATU AL .

B manHO# pab0oTe MBI MOKA3AH, YTO, HC3ABHCHMO OT (DH3HUCCKOTO PACTIONOKCHHS, MOKHO JIOTHICCKH 00Be-
JUHATH Y3JIbI B TPYIIIBL, TEM CAMBIM H30THMPYS UX OT APYTHX. Takas TOMOJOTHI OYCHb yIO0OHA, KOTJA COTPYIHHUKH
(pu3HIeCKH PabOTAOT B PA3HBIX MECTAX, HO TOJDKHBI OBITH 00BCAMHCHBL. M1 KOHCUHO, C TOUKH 3PCHHS OC30MaCcHOCTH,
VLAN He SBISIFOTCSL B3aHMO3aMCHCMbBIMHA. [ TaBHOE, YTOOBI OTPAHWYICHHBIA KPYT JIOACH MMEN JOCTYI K CETEBBIM
YCTPOUCTBAM.

B pesymprare mpoBeaACHHOH PadOTHl OBLIH BBIABICHBI CICIYFOIIHAC MPCHMYINCCTBA MPH HCIIOIB30BAHHA CCTCH
Vlan Mexay moapa3aeIcHIsIMHI:

- 00JIeryacT nepeMeeHue, 100aBICHHE YCTPOHCTE H H3MECHEHHE WX COCTUHECHUH APYT C APYTOM;

- 00JBINAs CTENICHD AAMHHUCTPATHBHOTO KOHTPOJISI JOCTHTACTCS 34 CUET HAJMYKS YCTPOHCTBA, BBIOIHSIIOMETO
MapHIpy TH3anHuio Meskay ceramMu VLAN Ha 3-M ypoBHE;

- mOTpeOIICHHE MOTIOCH! MPOITY CKAHMUS CHIDKACTCS IO CPABHCHHIO C CHTYAHEH OJHOTO IIHPOKOBEIATEIHHOTO
JIOMCHA;

- MPEAOTBPAIICHUE MMUPOKOBEIIATEIBHBIX IITOPMOB H IIPESIOTBPAILCHHUE TIETEIb.

ITocTpoeHHAs TOMOIOTHS TO3BONHIO PA3ACTHTH JIOKATBHYIO CETh (JaKyJIbTETA HAa 3 OTACIbHBIC CETMEHTBHI,
KOTOpasi 3HAYMTEJIBHO CHU3WI TpapuK 3arpykacMocT ceTH. [IoCTpOCHHAS TOMONOTHS IPEITO’KCHA CHCTEMHBIM
anmuaucTparopam KasHAY nois BHeapeHwms.

KmoueBnie cioBa: xommbrorepubsie cetw, [P-anpeca, Cisco Packet Tracer, Ping Test, BupTyamsHbIH
TPAHKHHTOBBIH MPOTOKOI, moaceTH, VLAN.
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