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THE DEVICE FOR MULTIPLYING POLYNOMIALS MODULO 
WITH ANALYSIS OF TWO LEAST SIGNIFICANT BITS 

OF THE MULTIPLIER PER STEP
Abstract. We consider a device for multiplying polynomials modulo where two bits of the polynomial 

multiplier are analyzed per multiplication step. Such a device can serve as the basic unit for building cryptosystems 
based on non-positional polynomial number systems, where the binary representation of the polynomial multiplicand 
can show a fragment of the encrypted text, and the binary representation of the polynomial multiplier can serve as a 
secret key. The module is a binary representation of the irreducible polynomial of these two polynomials.

Key words: cryptosystem based on a polynomial number system, irreducible polynomials, polynomial 
multiplier modulo irreducible polynomials, remainders.

Introduction. Modern computing devices mainly operate in a positional number system. In such 
devices, when performing arithmetic operations on multi-bit numbers, it becomes necessary to take into 
account inter-bit transfers, which significantly slows down the calculation speed and complicates the 
structure o f the computer.

In order to significantly improve the performance o f computing devices, it is necessary to use number 
systems devoid o f the disadvantages o f a positional number system. Today, such a number system is the 
so-called "non-positional number systems", one o f which is the "system of residual classes (RNS)" [1]. 
The use o f RNS is an effective way of performing with a large discharge data. In particular, the use of 
RNS allows increasing the speed o f the operation due to the lack o f transfer. These features provide 
significant advantages o f the RNS over the positional number system when performing modular 
operations o f addition, subtraction and multiplication. This is especially true if  multi-bit numbers act as 
operands. In this case, the multi-bit number is grouped into smaller blocks and each block is processed in 
parallel, which leads to faster execution o f operations on the multi-bit number.

In Kazakhstan, the The Institute o f Information and Computational Technologies (of the Ministry of 
Education and Science o f the Republic o f Kazakhstan conducts research and implementations of 
cryptographic information protection algorithms based on the non-positional polynomial number system 
(NPNS) [2-5]. In particular, algorithms for block symmetric data encryption based on the NPNS were 
developed and implemented. O f particular interest are the hardware-software and hardware methods for 
implementing NPSS, which can significantly accelerate the process o f encryption and decryption o f data 
due to parallel processing at the level o f individual modules and bits inside the module, and key generation 
allows for integrity.

The main hardware/software and hardware cryptosystems are polynomial multipliers modulo 
irreducible polynomials, where routine calculations are performed to encrypt and decrypt data. In [6-11], 
multipliers o f polynomials modulo irreducible polynomials were considered, where at each step of 
multiplication, the least significant or most significant bit o f the polynomial multiplier was analyzed.
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In this paper, we consider a device for multiplying polynomials modulo with an analysis o f two bits 
o f a polynomial multiplier, which allows to accelerate the process o f multiplication.

M ain p art. The functional diagram of the considered polynomial multiplier is shown in figure 1. The 
device includes:

a shift register RgB that shifts two bits in the direction o f the least significant bit; 
a register RgP for storing the module P(x); 
partial remainder formers PRF1 and PRF2; 
a register o f partial remainders o f the RgPR;
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Figure 1 -  The device for multiplying polynomials modulo with analysis of two bits of the polynomial multiplier per step
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logical circuits And3 ^  And11 gates; 
logical circuits OR1 and OR2 gates; 
delay lines DL.3, DL.4; 
cumulative adder modulo two (CMAdd2);
a synchronization unit (SynU), which contains a flip-flop T, a counter o f clock signals o f the CCS, 

logical circuits And2 gates, delay lines DL.1 and DL.2.
The “Start” signal, the clock signals Clk, and the binary representation of the number o f shifts K are 

fed to the SynU inputs. The polynomial o f the multiplier B(x) is fed to the input o f the RgB register 
through the block o f circuits And3, the polynomial o f the multiplicand A(x) through the block o f circuits 
And4, and the irreducible polynomial P(x) is fed through a block o f circuits And5.

Figure 2 shows the structure o f the PRF, which consists o f an modulo adder two and a multiplexer 
MS, containing blocks o f circuits A n d l’, And2’ and OR’, the inverter NOT o f which is input to the most 
significant bit order bit (MS) o f the doubled value o f the remainder r _1. The inverter NOT output is 
connected to the control input o f the block o f circuits And2’ and the control bit o f the circuit block A n d l’ 
is supplied with the most significant bit MS, the value o f the doubled remainder 2 r  _ 1, without inversions. 
The information inputs of the block o f circuits And2’are supplied with the bits of the doubled remainder 
2r _1, and the information inputs o f the block o f circuits A n d l’ are connected to the outputs o f MAdd2.

ri ro=A(x)
Ri-iV I
MAdd2

T ?
OR'

~ T i
RgR

Figure 2 -  Functional diagram of PRF Figure 3 -  Functional diagram CMAdd2

When MS = 1 ( 2r _ 1>P(x)), the result o f summing 2r _1 ®  Р (x) is fed through A n d l’to the output of 
the block OR’. In this case, a partial remainder ri =2ri-1mod P(x) = 2ri-1 ®  P(x) is formed. At 
MS= 0 (2ri-1 < P(x)), the value 2r _ 1 is output through the blocks o f And2’ and OR’circuits, a partial 
remainder ri =2ri-1 is formed.

The structure o f the cumulative adder modulo two (CMAdd2) is shown in figure 3, which consists of 
an adder modulo two (MAdd2), an intermediate remainder register RgR, where the values R t = R t_ 1 ®  r  
are stored. As well as the values r0=A(x), which is formed by the “Start” level at b0 = 1 (where b0-bit of 
the binary representation o f the polynomial multiplier B (x)).

The operation o f the multiplication begins with the input to the input SynU signal “Start” . By this 
signal, the polynomial multiplier B(x) is received in the RgB register through the And3 circuit block, and 
the binary representations o f the polynomial-irreducible polynomial module P(x) are received into the RgP 
register through the And5 circuit block. The binary representations of the polynomial A(x) are received 
through the block o f circuits And4. The “Start” signal also writes the binary representations o f the number 
o f shifts -  K to the CCS. After receiving the binary representations o f the polynomial B(x) in the least 
significant bits of the register RgB, the values o f the representations b1 and b0 are fixed. The positive 
output o f the flip-flop, where the value o f the bits b0 is fixed, is connected to the inputs o f the blocks of 
circuits And7 and And10, and the inverse output o f this flip-flop is connected to the input of the block of

2r i- 1  P(x)
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circuits And6. The positive output o f the flip-flop, where the value o f bit b 1 is recorded, is connected to the 
inputs o f the block o f circuits And8. The value of the multiplicand A(x) with a shift by one bit in the 
direction o f the most significant bits (L(1) A(x)) is fed to the inputs of the block o f circuits And6 and 
without a shift, it is fed to the inputs o f the block And7. With a value o f b0 = 1, the binary representations 
of the polynomial A(x) without a shift is fed to the input o f the register RgR CMAdd2 and with a shift by 
one bit in the direction o f the most significant bit, it is fed to the moves o f the block o f circuits OR1. The 
outputs o f OR1 are connected to the first inputs o f the PRF1, and to its second inputs are fed binary 
coefficients o f the polynomial P(x). At the same time, the value o f the first partial remainder r1 is formed 
at the outputs o f PRF1. With a value o f b1 = 1, the value o f r1 is fed to the inputs of the CMAdd2 through 
the blocks of circuits And8 and OR23. At the same time, at the its outputs, the value of the intermediate 
remainder is formed, which is stored in the register RgR.

In parallel with the formation of the intermediate remainder R1, the value of the partial remainder r1 

with a shift by one bit in the direction of the most significant bit one is fed to the inputs of the PRF2. The 
value of the remainder r2 is generated at the outputs of the PRF2, which is stored in the register RgPRF2. 
Since the time of formation and r1 fixations in RgPRF2 is longer than the time of formation and fixations 
of the intermediate remainder R 1, the delay time on the DL.1 o f the “Start” signal is determined by the 
total delay o f PRF1, PRF2 and the registers RgB and RgPRF2. Thus, before the “Start” signal arrives at 
the input o f the flip-flop T from the output DL.1, the partial remainder r2 is fixed in the register RgPRF2, 
and the intermediate remainder R1 is registered in the register RgR CMAdd2.

After the formation o f r2 and R1, the “Start” signal from the output of DL.1 is fed to the input o f flip- 
flop T and puts it in a single state, which allows the first clock signal Clk11 to go to output And1. Clk1 
from the output of And1 is fed to the input of the RgB register and shifts it by two bits to the right, and in 
its lower bits the value o f bits b3 and b2 o f the polynomial B(x) is fixed. At the same time, the Clk1 
decreases the value o f the counter by one. Clk1, after a delay by the time of shifting the register RgB, the 
element DL.2 is fed to the input o f the block o f circuits And10. At b2 = 1 the value r2 from the outputs of 
RgPRF2is supplied through the blocks o f circuits OR3 to the inputs o f the circuit CMAdd2, where the 
value of the intermediate remainder is calculated and it is stored in RgR CMAdd2.

At the same time, the partial remainder r2 is shifted by one bit toward the higher one with the clock 
signal Clk1 through the block o f circuits And9 with a delay for the time of writing R2 in RgR in DL.3 is 
fed to the inputs o f the PRF1 through the block o f circuits OR1. At the outputs o f PRF1, a partial 
remainder is formed, which with a value of b3 = 1 is fed through the blocks of circuits
And8 and OR3 to the inputs o f CMAdd2, where an intermediate remainder R3 =  R 2 ®  r3 is formed. 
During the formation of intermediate remainder R3, the value of the remainder r3 from the outputs of the 
PRF1 with a shift by one bit to the higher side is fed to the inputs o f the PRF2 and the intermediate 
remainder forms the output o f which r4 =  2 r3mo dP (x )  , which is stored in the register RgPRF2. Thus, 
before entering the next pulse o f Clk2 in the circuit in the register RgPRF2 we have a partial remainder r4, 
in the register RgR CMAdd2 the value o f the intermediate remainder R3.

Other remainders are similarly formed in RgR and RgPRF2. After the last clock signal is supplied to 
RgR, the final result R^p - is generated. At the same time, the CCS generates a signal “End of operations”,

which is delayed by the DL.4 elements for the time the remainder r ^_2 and R^p - are PRFs, we are able to

increase the speed.
Consider the example o f multiplication o f polynomials modulo.
Let А(х) = х5+х4+х+1; В(х) = х5+х3+х2+1; Р(х) = х6+х+1. Binary representations o f these 

polynomials: А = 1100112 В=1011012 and Р=10000112. The calculation results are given in table1.
To implement the device “for multiplying polynomials modulo with analysis o f two bits o f the 

polynomial multiplier per step” was used FPGAs from the company Xilinx, family Artix-7. Table 2 shows 
the total number o f Artix 7 FPGAs (xc7a100t). The work o f this device for polynomials with a power of m 
= 6 ^  12 was tested on it.

Figure 4 shows the timing diagram o f the device for polynomials A(x) = 1100112, B(X) = 1011012 
and P(x) = 10000112, which implement the operation R(x) = A(x)*B(x)mod P(x) with power m = 6. As 
can be seen from the timing diagram, the output data are the values of partial remainders (ri, ri+1) and
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Table 1 -  The sequence of operations

Clock
signals Starr Clkl Clk2

b, b = 0 : bo= 1 b;=L e j.= 1 b<=l, b4=0

PKF1

io=bo*A(x)=l 10011; 
ri=2romodP(x)=

1100110 
0  

1000011 
0100101

n>P(x)

r3=2r;modP(x)=
0010010

0
1000011
0010010

r3<P(x)

r5=2r4modP(x)=
1001000

0
1000011
0001011

r5>P(x)

PRF2
RgPRF2

ri=2rimodP(x)=
1001010

®
1000011
0001001

Г2>Р(х)

Г4=2гзто(1Р(х)=
0100100

0
1000011
0100100

r4<P(x)

r4=2rjmodP(x)=
0010110

0
1000011
0010110

Кб<Р(х)

CMAdd2

Ro=0®ro=110011
Ri=Ro©(ri*bi)=

110011
©

000000
u o o u

R2=Ri0 (r2*b:)=
001001

0
110011
111010

^ = S j 0 ( r 3*b3)=
111010

0
010010
101000

R4=R30(r4*b4)=
101000
R,=R40fc*b5)=

101000
0

001011
100011

Checking:
(x5+x4+x+l )*(хЧх3+х2+1 )= x10+x9+x8+x2+x+l; 

x10+x9+x8+x2+x+l x6+x+l
0

x10+x5+x4_______ x4+x3+x2
x9+x8+ x5+x4+x2+x+l

0
x9+x4-x 3________
X8+  X5+ X 3+  x2+x+l

0
__ xs+x3+ x2_______

x5 +x+l, which corresponds to 10001Ь

Table 2 -  Total number of Artix 7 FPGA resources (xc7a100t)

Resources Number
LUT 63 400
FF 126 800

Figure 4 -  Diagrams of the formation of intermediate remainders for polynomials with power m = 6
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intermediate remainders (R , R1+i). In this case, after applying the “Start” level, the value r0 = A(x) with the 
value b0 = 1 through the block o f circuits And7 is recorded in PrR CMAdd2 as r0=R0=110011. At the same 
time, the value o f r0 with a shift by one bit to the left is fed to the input o f PRF1 and r1 = 0100101 is 
formed at the output o f PRF1. With a value o f b1 = 1, the value r1 is fed to the input o f CMAdd2, where 
the operation is performed then R1=R0Q(r1*b1)=110011. Then, at the same time, r1 with a shift by one bit 
to the left is fed to the input of PRF2 at the output o f which an intermediate remainder 
r2=2r1modP(x)=0001001 is formed, which is stored in RgPRF2. This ends the action o f the “Start” signal. 
With a clock signal Clk1 with a value o f b2 = 1, the contents of RgPRF2 are transmitted to the inputs of 
CMAdd2. Where R2=R1Q(r2*b2)=111010 is formed. At the same time, r2 from the outputs o f RgPRF2 
with a left shift by one bit is fed to the input of the PRF1 at the output of which a partial remainder 
r3=2r2modP(x)=0010010 is generated, which is fed to the inputs o f CMAdd2, forming 
R3=R2Q(r3*b3)=101000. At the same time, r3 with a shift by one bit to the left is fed to the inputs o f the 
PRF2, forming r4=2r3modP(x)=0100100, which is stored in RgPRF2. After applying the clock signal 
Clk2 as the value is b4 = 0, then R4=R3Q(r4*b4)=101000. Also the signal Clk2 doubles the value r4 is 
transmitted to the inputs o f the filter 1 at the output o f which the value r5=2r4modP(x)=0001011, which is 
fed to the inputs of CMAdd2, where the final balance R5 = R4Q(r5 * b5) = 100011 is formed.

Table 3 -  The amount of resources spent

m, bit LUT % FF %
6 202 0.32 130 0.10
8 271 0.43 185 0.15
10 398 0.63 252 0.20
12 591 0.93 332 0.26

Table 3 shows the amount o f the main resources LUT and FF used and their percentage o f the total 
for polynomials with power m = 6 ^  12.

Conclusion. As can be seen from the considered the device for multiplying polynomials modulo with 
analysis o f two bits o f the polynomial multiplier per step, the multiplication process can be accelerated 
almost twice. Similarly, to accelerate the multiplication o f polynomials modulo per step o f multiplication, 
you can analyze more than two bits o f the multiplier.

Acknowledgement. This research has been supported by the Science Committee, the Ministry of 
Education and Science, Republic o f Kazakhstan (Institute o f Information and Computational Techno
logies, project no. AP05132469 “Development o f software-hardware facilities for cryptosystems based on 
the nonpositional number system”).
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ЦАДАМ САЙЫН К0БЕЙТК1ШТЕРДЩ ЕК1 РАЗРЯДТАРЫН ТАЛДАУ АРЦЫЛЫ 
ПОЛИНОМДАРДЫ МОДУЛЬ БОЙЫНША К0БЕЙТЕТ1Н Ц¥РЫЛГЫ

Аннотация. КР БжРМ FK карасты Акпараттык жэне есептеуш технологиялар институтында бейпози- 
циялык кепмушелжгер есептеу жуйеа (БКЕЖ) непзшде деректердi шифрлаудьщ симметриялык алгоршш 
жасалынып, ол программалык жолмен юке косылган. Деректердi шифрлау жэне керi шифрлау жылдамдыгын 
арттыру ушш аталган криптожуйе программалык-аппараттык немесе аппараттык жолмен юке косылуы 
мумкш. Мундай БКЕЖ непзшде курылган криптожуйеде деректердi шифрлау жылцамдыгыныц есiрiлуi 
онын курамындагы аппараттык модульдердщ параллель жумыс жасауымен байланысты. БКЕЖ-ге суйенш 
курылган криптожуйелердщ непзп блогына кепмYшелiктерi келтiрiлмейтiн кепмYшелiктер модулi аркылы 
кебейтетiн курылгылар жатады. Мундай курылгыларда деректердi шифрлауга жэне керi шифрлауга кажет 
арифметикалык амалдар орындалады.

Аталган кебейту курылгысында кебейпш ретiнде шифрланатын мэтiннiн бiр б е л т  болып табылатын 
кепмYшелiктiн екiлiк коэффициенттеру ал кебейткiш ретiнде купия шлт релiн аткаратын кепмYшелiктiн 
екiлiк коэффициенттерi бола алады. Модуль ретiнде жогарыдагы кепмYшелiктегi келтiрiлмейтiн кепмYше- 
лiктерiнiн бiрiнщ екiлiк коэффициенттерi алынады.
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КeпмYшелiктердi модуль бойынша кебейтудщ ек1 тэсш бар. Бiрiншiсiнде кепмушелжгердщ екiлiк 
коэффициенттерiн 6ip-6ipiHe кeбейтiп, одан сон кeбейтiндiнi модульге келтiремiз. Мунда кебейту уакыты 
кeпмYшелiктердi кебейтуге кететiн уакытпен жэне оны модульге келлру уакыттарымен аныкталады. Онын 
YcriHe кeбейтiндi разрядтары модуль разрядтары санынан асып кетедi. Мундай жагдайда кебейту курыл
гысынын курамы кYPделiленедi.

Екiншi тэсiлiнде кeпмYшелiктердi модуль бойынша кебейту Yстiнде кебейту амалы бiрнеше кадам 
аркылы орындалады. Кадам саны кебейтшш болып табылатын кeпмYшелiктiн екшк коэффициенттерiнiн 
санымен (разрядтарымен) аныкталады.

Кебейтудщ эр кадамында бурынгы алынган жекеленген ri-1 калдык жогары разрядка карай бiр разрядка 
жылжытылып (ягни ешге кeбейтiлiп), жекелеген калдык калыптастыргыш (ЖКК) кiрiсiне берiледi. ЖКК 
екiге кебейтшген 2ri-1 калдыкты модульге келтiрiп ri калдыгын калыптастырады. Одан эрi ri калдыгы одан 
бурын алынган аралык Ri-1 калдыгына екiлiк модульмен косындыланып, Ri аралык калдыгын калыптас- 
тырады. Жогарыдан кeрiнiп тургандай, кeбейтудiн эр кадамында калдыктарды жекеленген калыптастыру 
Yстiнде кeпмYшелiктердi кебейту жэне оларды модульге келпру операциялары бiр кадамда орындалады.

Макалада кeбейтудiн эр кадамында кебейтшш кeпмYшелiктерiнiн ею разрядтарын талдау аркылы 
кeпмYшелiктердi модуль бойынша кeбейтетiн курылгы каралады. Кебейту курылгысынын курылымдык 
сулбасы, онын жумыс жасау ретi, кебейту курылгысынын курамына кiретiн жекеленген калдыктар калып- 
тастыргышы, курамында жинактагышы бар еш модульмен жумыс жасайтын косындылагышы каралады. 
Каралган кeпмYшелiктердi модульмен кебейту курылгысынын жумысы Xilinx компаниясынын ПЛИС-ш 
(Artix-7) iске коcу аркылы тексершген.

ТYЙiн сездер: бейпозициялык кeпмYшелiктер есептеу жуйеа, келтiрiлмейтiн кeпмYшелiктер, кепмуше- 
лiктердi келтiрiлмейтiн кeпмYшелiктер аркылы кебейту, калдыктар калыптастыргышы.
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УСТРОЙСТВО УМНОЖЕНИЯ ПОЛИНОМОВ ПО МОДУЛЮ 
С АНАЛИЗОМ ЗА ШАГ ДВУХ МЛАДШИХ РАЗРЯДОВ МНОЖИТЕЛЯ

Аннотация. В Институте информационных и вычислительных технологий КН МОН РК разработаны и 
программно реализованы алгоритмы блочного симметричного шифрования данных на базе непозиционной 
полиномиальной системы счисления (НПСС). Особый интерес представляют программно-аппаратные и 
аппаратные способы реализация НПСС, которые позволяют существенно ускорить процесс шифрования и 
расшифрования данных за счет параллельной обработки данных на уровне отдельного модуля и разрядов 
внутри каждого модуля.

При программно-аппаратной и аппаратной реализаций криптосистем на базе НПСС основным блоком 
является умножитель полиномов по модулю неприводимых полиномов, где производятся сложные вычис
ления по шифрованию и расшифрованию данных. В таких умножителях в качестве множимого выступает 
фрагмент шифрируемого текста, а множителем является полином, который служит секретным ключом, а 
модуль выбирается из множества неприводимых полиномов.

Существует два подхода к умножению полиномов по модулю. В первом подходе двоичные коэффи
циенты полиномов множителя и множимого умножаются на устройстве умножения полиномов, затем это 
произведение приводится по модулю неприводимого полинома. При таком подходе время умножения 
полиномов по модулю складывается из времени умножения полиномов и времени приведения произведения 
полиномов по модулю неприводимого полинома. Кроме этого, результат умножения полиномов выходит за 
разрядной сеткой модуля, что усложняет структуру устройства умножения.

Во втором подходе умножение полиномов по модулю операция разбивается на шаги, число которых 
определяется числом двоичных коэффициентов (разрядностью) полинома -  множителя. При этом на каждом 
шаге предыдущий частичный остаток ri-1 передается со сдвигом на один разряд в сторону старшего разряда 
этого остатка (ri-1 умножается на два) на входы следующего формирователя частичных остатков (ФЧО) и 
производится его приведение по модулю неприводимого модуля, формируя частичный остаток ri. Остаток ri 
при единичном значении анализируемого разряда множителя подается на входы накапливающего сумматора 
по модулю два, где вычисляется промежуточный остаток путем сложения по модулю два частичного остатка 
ri с промежуточным остатком Ri-1. При этом подходе умножения нетрудно заметить, что при формировании 
очередного частичного остатка операция умножения полиномов совмещается с операцией приведения по 
модулю.
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В данной работе рассматривается умножитель полиномов по модулю, где на каждом шаге умножения 
анализируется два разряда полинома -  множителя, что позволяет ускорить процесс умножения. В работе 
приводятся функциональные схемы умножителя и его компонентов, пример умножения. В заключении 
приводится реализация рассмотренного устройства умножения на ПЛИС фирмы Xilinx (семейства Artix-7). 
Работа предложенного устройства умножения опробирована для полиномов, имеющих степень m=6^12, и 
определено для них количество затраченных ресурсов.

Ключевые слова: криптосистема на основе полиномиальной системы счисления, неприводимые 
полиномы, умножитель полиномов по модулю неприводимых полиномов, формирователи остатков.
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