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FORMATION OF A PERSONNEL DETECTION SYSTEM
IN SMOKE-FILLED PREMISES BASED
ON BIOMETRIC ACCESS SYSTEMS

Abstract. In modern organisations, personnel are not at their workplace permanently and, accordingly, in case
of emergency, they are at risk. There are a number of situations in which the access of even emergency services to
the premises is very difficult to organise due to the regime of secrecy and the desire to preserve trade secrets.
Additionally, the system of restricting the movement of workers in their places can be very limited on the part of
management in order to maintain production discipline. The novelty of the study is determined by the fact that when
using the detection system in case of fire or other emergency, its integration with the access verification and
distribution system can be based on the use of integrated access systems. The authors show that the use of
conditional access systems makes it possible to get employee lists at a faster pace and identify threats if certain
technological complexes are used in their work. The practical significance of the study is determined primarily by the
necessity for structural integration between conditional access systems and systems for recording and forecasting
actions in emergency situations. It is proposed to use a model that allows to eliminate such differences.

Key words: fire, secarch, people, model, access.

Introduction. Modern systems of access control for people at work determine how well the work can
be done and how much a company can be protected. Under the condition of implementing a system of
conditional and distributed access, a company can completely block all possible leaks and increase the
efficiency of internal processes [1]. However, there is a situation where restrictions on workers may be an
obstacle to emergency response. The smoke and the cessation of the fire are determined by the speed of
people evacuating from a building and creating the possibility of access to those rooms that are smoked
[2]. When using conditional access systems, the use of systems may or may not be implemented at all. As
a result of this, there is a necessity to create a system and choose the appropriate one according to its
characteristics, in which the main attention will be paid to technical access in conditions of the necessity
for its provision. The authors consider only biometric systems as a similar system [3].

Biometric technologies of personal identification based on recognition of a person by external
morphological characters have deep historical roots [4]. The ability of people to know each other in
appearance, voice, smell, etc. there is nothing more than elementary biometric identification. A systematic
biometric approach was developed at the end of the 19th century by the Secretary of the Paris Police
Prefecture, Alphonse Bertillon [5]. The method he proposed was based on measuring anthropological
parameters of a person (height, length and volume of the head, length of hands, fingers, feet, etc.) in order
to identify a person [6]. Biometric systems nowadays represent the second generation of security systems,
since it is biometrics that uses measurements of individual parameters of a person to identify him. As is
known, the main feature of first-generation security systems is the uniqueness and constancy of the
identification parameter in time and space, while second-generation security systems, which are
personality biometric parameters, are always variables that depend on many factors [7]. Moreover, the
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task of reliable identification for biometric parameters is much more complicated than the identification of
constant parameters for first-generation systems [8]. From an information point of view, it is precisely the
systems of biometric identification of a person that fully meet the requirements of the time, automatically
identifying themselves and using unstable values [9]. Currently, biometry as a science of personality
identification research has several practically independent scientific areas, each of which has its own
technical improvements [10]. It should be noted that dozens of research centres at universities, some
scientific organisations and commercial firms [11] take an active part in the scientific research of
biometrics. A specific market for biometric hardware devices and software for them, as well as services for
supporting, testing and adapting biometric systems for their practical use, has already been formed [12].

Theoretical overview. Since ancient times, biometric characteristics have been used in everyday life
to ensure safety and control [13]. Despite the wide technological capabilities to provide protection, today,
the number of crimes and fraud is growing every minute. One of the common security technologies is
biometric information security [14]. These systems are convenient because they do not require the storage
of complex passwords or carrying special identifiers (keys, cards, etc.), and all is needed is to say a code
word, put a finger or hand, or set a face to scan in order to get access. It should be noted that with a
theoretical variety of possible biometric methods, there are many that are used in practice among them.

There are three main assets — recognition by fingerprint, face image and by the iris of the eye [15]. It
is worth noting that the conditions at each scanning are different, and the parts of the body that are to be
scanned, and the behavioural reflexes of the face are also not quite constant, so it is not about inaccurate
coincidence with the sample, but only about the degree of similarity with the standard [16]. Therefore,
biometric systems are characterised by the parameters “the possibility of non-recognition of one's own™
(that is, the probability of unrecognisability of a registered person), and “the possibility of recognising
someone else's” [17]. It is recommended to consider and analyse combined methods of identification, usually
it is necessary to find ways to improve the effectiveness of biometric security systems against unauthorised
access. It is worth always to consider the development of technologies to improve the above tools [18].

The principles underlying the identification and authentication methods used can be divided into three
groups: traditional password protection, verification of a person’s physical parameters (fingerprints, retina,
etc.), classification of psychophysical parameters. The main characteristics of the effectiveness of
biometric systems are recognition accuracy, resistance to environmental changes, cryptographic stability —
protection against falsification and the reliability of the system itself. A quantitative description of means
according to the criteria on a 10-point scale is presented. In the field of signature recognition, hundreds of
patents from “IBM”, “NCR”, “VISA”, and “Adapteck” have been issued [19]. The method of
identification by keyboard handwriting is similar to identification by signature, but here the input of a
code word is used on a standard computer keyboard. This method is not yet widespread, but developments
in this area are ongoing. For example, “BioPassword Inc.” developed a program for verifying the identity
of a computer user by the rhythmic characteristics of typing [20].

Materials and methods. Dynamic methods of biometric identification are based on the behavioural
(dynamic) characteristic of a person, i.c., are built on the feature’s characteristic of subconscious
movements in the process of reproducing any action. To support information security or access control, a
number of biometric parameters must be provided in biometric identification systems for personnel. There
are n various parameters of a person Py, P, ... , B, and m number of personnel L4, Ly, ..., L,,. Table shows
the number of parameters P; inherent in one person L;.

Input data for a mathematical model of information technology for personnel identification based on a set of biometric parameters

Biometric parameters of human, n The minimum norm
Personnel, m f
P, P, o P, or access
Ly X11 X12 - X1n dy
L, X1 . Xon d,
Lm Xm1 Xm2 e Xmn dk
System cost Cq Cy . Cr
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The task is as follows: it is necessary to organise personnel access to information or an object so that
the minimum norm for access, which is set for each person separately, depending on the level of security,
is satisfied, and the cost of such a system is minimal.

1. X — the number of biometric parameters of a person.

2. System of restrictions (Eq. 1):

X191+t X2+ ot X = dy,
Xpq + Xpp+ o+ Xy = dy 1)
St + Xz + ot Xy = dy
xij 20,i,j=1,nd; 20,i= Lk
3. The minimum objective function (Eq. 2):
F(X) = ¢1%1+ cx + ...+ cpxp > min, 2

The determinants for unknowns X in the problem were introduced and the restrictions for them were
fixed: x;; 2 0,i,j = 1,m;d; =0,i= 1,k. A system of restrictions of the problem was compiled with
respect to the minimum norm for access dy and an objective function with an established extreme (2).

The above model refers to linear programming problems, therefore, its solutions are presented in the
Excel package. It can be seen from the calculation that the smallest 4 values of the function (73; 79.5; 86
and 97) are in the access technology, which uses a combination of voice, face and password. The selected
combination of biometric parameters in the work corresponds to the established extremum of the objective
function (2). The principle of multimodal static-dynamic biometric information system (MSDBIS) for
identifying personnel by voice and face is reduced to converting the corresponding biometric
characteristics of a person into a vector of biometric parameters V, presented in a N-dimensional
orthogonal coordinate system (Eq. 3):

V= {Ul,UZ,...,UN},j = ].,—N, (3)

At the stage of adding a new person to MSDBIS, on the basis of the samples presented to it, the
system forms the biometric standards of this person in the form of vectors Vypice and Veqce. In subsequent
human calls to MSDBIS, he identifies himself and presents his biometric characteristics in the form of a
vector V. MSDBIS by the identifier of the person calls the corresponding standards Vypice and Vyqee from
the database of registered users and, based on the comparison of the presented vector }/ and available
standards Vyoice and Vyqce, implements the authentication procedure of this person, which can be built by
various models.

Results and discussion. To classify users, there are two classes of “access™ — Vp and “restriction”
Vpg, the classifier can be implemented using only one discriminant function f(V), the sign of which will
determine whether the presented vector V belongs to one of two classes: Vp or Vpgp. Moreover, the
distribution areas of the biometric parameters of all those for whom access is “denied” can be considered
in aggregate as the “restricted for all” integral region located around the compact “allow access™ region.
Suppose that in the general case, the region of distribution of biometric parameters “access” of a user is
given by a multitude of samples ¢, consists of L vectors Vp,i = 1,L normally distributed in the
N-dimensional space of an orthogonal coordinate system, and each vector Vp,,i = 1, L is represented by
its N components (Eq. 4):

VDL' = {Ul, Vo, .., UN},j = ].,—N, (4)
The centre of the distribution of vectors Vp, is at a point (&3,¢5, ..., ¢y) that is determined by N

mathematical expectations m, = &, m,, = &,,...,my,, = &y. The central moments of the second order
of the distribution of vectors Vp, form a square matrix of moments (covariance matrix) (Eq. 5):
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Ay A Ay
5
0o, o e e 3)
Ayt Ay e Py
where (Eq. 6):
of  J=k].
A = Ay =M(vy— &) — &) = {COU{UP n) = k}]'k = 1N, (6)

The density function of the normal distribution of vectors V, i = 1, Z has the form (Eq. 7):

N (7

N
1 1
f(1,vs, ..., v8) = ——=¢xp —52 Ajie (vj = &) (v — &)
/(Zn)NdetAjk j=1k=1

where detl;;, — the determinant of the covariance matrix Q@ = Aj. The coefficients A, make up the
matrix A = Ay, inverse to the covariance matrix @ = A,

To calculate the coefficients Ajy, the standard formula is used (Eq. 8):

— (—1yj+k Mk
A = (-1 ®)

where Mjj, — the minor of the determinant detA;;, obtained from it by deleting the j-th row and the i-th
column.

The expression that appears in the exponent of the density function of the normal distribution of
vectors Vp, 1is a positive definite quadratic form. Surfaces on which this quadratic constant form are
surfaces of equal probability density in N-dimensional space and are hyperellipsoids that are grouped

around a point (&4, &4, ..., &n) (Eq. 9):

N N 9
. ©)
52 2 Ajge (vj — Ej)(vk — &) = const
j=1k=1
Denoting the constant on the right side of expression (9) by & ? , it is obtained (Eq. 10):
1 N N ; (10)
3 A (v = &) — &) = k
j=1k=1

The constant k sets the proportionality coefficient between the lengths @, of the main semiaxes of the
hyperellipsoid and the corresponding least square deviations g; (Eq. 11):

a, = kay; a, = koy; ..., ay = kay, (1D

For an optimal solution to the classification problem from all surfaces of equal probability densities,
it is advisable to choose the one that characterises the scattering of vectors Vp, relative to the point
&1, &4, ..., &y This surface corresponds to the so-called unit hyperellipsoid, in which the main semiaxes are
equal to the corresponding least square deviations a4, g4, ..., oy. That is, for a single hyperellipsoid k = 1,
expression (11) is converted to the form (Eq. 12):

N N
1
522/% (vj—&)w—&) =1

j=1k=1

(12)

The initial boundary of the “restriction for all” integral region is formed by expanding the “access”
region somewhat. To do this, the tolerance between the “access™ and “restriction for all” areas is set in the
— 180 ——




ISSN 2224-5278 Series of Geology and Technical Sciences. 6. 2020

form of a Student coefficient, based on the magnitude of the error of the first kind (probability P1 of a
false rejection for a user who has permission) (Eq. 13):

k = C[Lp (1 - P1)]a (13)

as a result, a new hyperellipsoid is obtained corresponding to the initial vector scattering boundary Vs, .
The lengths of its semiaxes will be determined taking into account the introduced tolerance as (Eq. 14):

a;j = kaj, (14)
Expression (12) is now converted to the form (Eq. 15):
N N (15)
1 2 2
3 Aj (v = &) (v — &) = k2 = {C[L, (1 — PD]}
j=1k=1

The resulting expression (15) is used to form the discriminant function f(V) = 0. In this case, it will
determine the desired dividing surface, and the sign of the function f(V) — whether the input vector
V belongs to one of two classes: “access” or “restriction” (getting into the “restriction for all” area) (Eq. 16):

FV)<0, VeV,
>0, Vev (16)

The identification procedure now reduces to checking whether the vector of biometric parameters V
presented by a user falls into the region described by expression (15). The task of voice identification
remains relevant today. To solve it, various algorithms and methods are used to optimise this process. The
presentation of these algorithms is simple enough for understanding and implementing in the form of an
electronic device.

The Fourier and Hartley transforms turn the time functions into frequency functions containing
information about the amplitude and phase. The graphs of a continuous function g(t) and a discrete one
g(7) are considered, where t and 7 — time instants. Both functions start at zero, jump to a positive value
and decay exponentially. By the definition of the Fourier transform for a continuous function, the integral
is the entire real axis (Eq. 17), and for a discrete function — the sum with a finite set of samples (Eq. 18):

v (17)
F(f) = f g(t)(cos(ant) — isin(2nft))dt

n—-1 (18)
F(v) = %2 g(t) (cos(vat) —1i sin(vat))
=0

where f, v — the frequency value, n — the number of sample values of the function, and i — the imaginary
number.

The integral representation is more suitable for theoretical studies, and the representation in the form
of a finite sum for calculations on a computer. The integral and discrete Hartley transforms are defined in
a similar way (Eq. 19-20):

v (19)
H(f) = f g(t)(cos(ant) — sin(2nft))dt

1 [ (20)
H) = 52 g(t) (cos(vat) — sin(vat))
=0

From the Fourier and Hartley transforms, the same information on the amplitude and phase can be
derived. The Fourier amplitude is determined by the square root of the sum of the squares of the real and
imaginary parts. The Hartley amplitude is determined by the square root of the sum of the squares and
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H(—v) and H(v). The Fourier phase is determined by the arc tangent of the imaginary part divided by the
real part. The Hartley phase is determined by the sum of 45° and the arctangent of H(—v) divided by
H(v). For the spectral analysis of the voice of this problem, the fast Fourier transform was chosen,
because the calculation time is saved by reducing the number of multiplications necessary for the analysis
of the curve. When assessing the accuracy of IT biometric identification of personnel, it was found that if

to use a unimodal or multimodal system of N = /0 0201 = 100 (persons), then an organisation system

with a number of personnel: using voice will not miss 48% (FRR) of the personnel who have access, a

person — 6.5% (FRR), multimodal — 3% (FRR), and if an organisation: N = /0—21 = 10 (persons), then

the multimodal system is 33 times more reliable than the unimodal system: voice — 38% (FAR), face —
42% (FAR), multimodal (voice and face) — 1.2% (FAR).

Conclusions. Summarising the results for various identification methods, it can be said that for
medium and large objects, as well as for objects with a maximum-security requirement, the iris and hand
vein recognition should be used as biometric access. For objects with a headcount of up to several hundred
people, access by fingerprints will be optimal. 3D image recognition systems may be needed in cases
where recognition requires the absence of physical contact, or it is impossible to put an iris control system on.

From the calculation of the developed mathematical model of IT personnel identification based on a
set of biometric parameters, it is seen that the smallest 4 function values: 73; 79.5; 86 and 97 in access
technology that uses a combination of voice, face and password. The selected combination of biometric
parameters in the work corresponds to the established extremum of the objective function.
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"BreTHaM opT Kayincisairi yauepcuteti, XaHol, BreTHaM;
“Peceit TYKM MeMIEKETTiK OPTKE KAPCHI KBI3MET akaaeMuschl, Mackey, Pecei

BUOMETPUKAJIBIK KOKETIMALTIK KYWECI HETI3IHAE TYTIHAI OPBIH-KAUJAH
KBI3METKEPJIEP/I TABY KYWECIH KAJBITITACTEIPY

AnHOTammsl. 3aMaHayH YHBIMIAPAA KBI3METKEPICD OpAANBIM ©3JCPiHIH KYMBIC OPBIHAAPBIHIA OTHIPMAIIbI,
COMKECIHINE, TOTCHINE JKAFAAal TYBIHIAFAHAA OJapFa Kayil TeHe . KynusurbIIbIK pesKHM MCH KOMMEPITHSIIBIK KYIIHS-
HBI CaKTal KajJy HHCTiHE OANNAHBICTHI OPBIH-KAHIA IMYFBUI KOMEK KOPCETY KbI3METIH YHBIMAACTHIPY aca KUBIHFA
COFATBIH OIpKaTap >KardasTTapIblH OPBIH ANaTHIHABIFEI Ocirinmi. ByaaH e3re, »KyMbIC OPBIHAAPBIHAAFBI KYMBICIIBI
KO3FAJBICBIHA INEKTEY KOK JKYHECIHE OHAIPICTIK TOPTINTI CAKTay MAKCATHIHAA OACIIBUIBIK TAPAIBIHAH INCKTCY
KOMBLIYBI MYMKIH. 3€PTTCY KYMBICHIHBIH >KAHAIIBIIIBIFB — OPTTI HEMECE ©3T¢ TOTCHIIE XKAFJAHIbl aHBIKTAY KYHe-
CIH KOJIAQHFAH KE3/C OHBIH TEKCEPiC JKYWECIMEH »KOHE KODKETIMIUIKTI YICCTIPYMEH KIpiryl MHTETpalMsIaH-FaH
KOJDKCTIMILTIK JKYHECIHIH KOTTAHBICHIHA HETI3ACIC aMaTHIHABFBIHIA. [TIapTTI KOLKSTIMILTIK SKYHECIH KO TaHFaH-
Ja KbI3METKEp >KYMBICBIHIA OcJrimi Oip TEeXHOIOTHSUIBIK KOMIUICKCTED JKY3€re AacBIPBLIFAH YKarJaiaa OJapablH
TI3IMIH 9NACKaHAa >KbIIIAM aJTyFa *KOHE KAyiNTi >KeIIJaM aHBIKTayFa MYMKIHIIK OCPETIHIITIH aBTOpIap aHKeIHAAI
KepceTKeH. bapiHeH OypBIH TOTCHINE Karaal Ke3iHAe dpeKeTTepi O0rKay MEH TIPKEY JKYHECIHIH MIApPTThI KOJDKETIM-
JUTIK KYHECIMEH KYPBUIBIMIBIK HHTCTPAHSUIAHY bIHBIH KQJKETTIT] 36PTTECY JKYMBICHIHBIH MAHBI3AbLIBIFBIH AHBIKTAHIBL.

ATanMeim COMKECCI3AIKTEPiH aTAbIH adyFa MYMKIHAIK OCpETiH YITriHI KOJTAaHyFa YCHIHBUIFAH. buomerpu-
KATBIK KYPBUIFBLIAPABI KSTUINIPY APKBUIBI OJAPABIH OHCPKICINTETI KOJIAHBICHIH FAHA C€MEC, OMCPALHSIAPIBI
OHJIAHH OPBIHAAY, OAHKOMAT TICH CayAa >KaOJbIKTApBhIHA KOIDKETIMALTIK, YHI€ KIPIIT-IIBIFY >KOHE T.0. )KEKEIIe CEKTOP-
J]a 1a anaarbl YaKeITTa KOJJaHFaHAa Oalikayra 0onazpl. broMeTpukamslk akmaparrapabl KOPFay TEXHOJOTHSIAPHI
amamIbl aHBIKTAIL, TAHY MAKCATBIHIA OHBIH TYPJIl MapaMeTPIICPiH MaiinanaHa sl broMeTprs anaMaapabH sKeke-1apa
CHIIATTAMACHIH TAWAAJaHA OTHIPHIT HWACHTH(HMKANWUIAY HETI3IHAC ONApABIH aKMAPaTKa KODKCTIMILTK KYKBIFBIH
AHBIKTAY VIIiH KOJOAHBUIAABL. TokipuOe KY3iHAC KOIJAHBUIBIN KYPICH OMICTCPAIH IMIHACTI CH CCHIMII oHiC —
KO3MIH TOpIBI KaOBIFBIH CKaHepney omici. COHABIKTAH Ja OHBI 6T¢ KYMISUIAHABIPHUIFAH OOBEKTINEPre KOJDKETIM-
IimikTi GaKeIIay JKyHenepinae KomaHaael. MyHIai xyHeIepai KOAaHy IbIH Tapary ACHICHI a3 O0IFaHABIKTaH OY3y
OPCKETTEPiHIH 00y BIKTHMAIIBIFEI a3. JICTCHMCH KEMImimri A¢ 0ap, OCBHI omiCTi KOJOAHATHIH Kyiic Oarachl eTe
sxorapel. JJHK (ae30KkCHpHOOHYKICHH KBIIKBLUTEI) Ti30CTIHACTI HYKICOTHI KOMOWHAIMACH K&3 KCIITCH Tipi KApaThl-
JBICTHIH TCHOTHKANBIK KOABH Kypaiiasl. JHK-wer uaeHTHQuKanuanay amam JHK-cera Oakpuiay ymriciaiyg JHK-
CBIMCH CAJIBICTBIPY apKbLIBI ;Kypei. Jlerenmen OyriHae Oy aic anaMabl HACHTH(OUKANMANAY YIIH KPUMHAHATHACTH-
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Kaja FaHa >Ky3eTe aCKaHBIMCH, JEPEKTEPIl KOPFay KyHelepiHae KeIMOATThUIBIFEI MCH >KAaOJBIFBIHBIH KYPACTIIITIHE
0alnaHBICTHI KCH KOJIAHBIC TAIIAFaH.

ATanFaH TEXHOJIOTHS CamachlHA JETCH CCHIMIUTIKTI KO3JiH INATHIPIIA KAOBEFBIH HICHTU(HKALMIAYMEH
canpicTeIpyFa 0omansl. KelOip aypy TYpJCpPiHIiH ocep €TYi, aTam alTKAHAA, ApPTPHUT KCMIMITITIHE CaHANAABL. ApPTHIK-
IOBLTBIFBL, JOIIITT JKOFApPBI, KAaTTHI KBIMOAT eMCeC KaOABIK. MoceneH, OCT-ONmeTTi aHBIPBIT TaHy HEMECE KO3IiH
ImaTeIpma KaObIFeI OOUBIHINA TAHY SHICTCPiHC KaparaHAa »kaOAeIFsl ap3anbipak. «Fujitsu, Veid Pte. Ltd.», «Hitachi
VeinlD» KOMIAHWSUIAPBI AIApATTHIK JKOHE OaFTapiaMalbIK skacakTaMaHbl d3ipnermi. «Hitachi» koMIaHWMICH
«Finger Vein» K yHECiH MBIFAPYAA, MYHIA ATAMHBIH K¢3 KCIITCH CayCaK KOKTAMBIPIAPBIHBIH KCCKiHI KOITAHBIIATBL,
ccOe0i caycakTarbl JKOHC aJaKAHIAFHl KOKTAMBIPIAPABI KOIJAH >kacay MyMkiH emec. byn kyienin FRR 0.01%
Kypaiinsl, an FAR — 0.0001%. Mu()pake3eL1 KaMepa apKbUIBI AJBIHFAH OCT-QMIIECTTIH TEpPMOTPaQHKANBIK CypeTi
CYHCKTIH TBHIFBI3IBIFBI, MAH MCH TaMbIpapra OaWIaHBICTHI OOIBIN KENeIi XOHE oTe Japa Oenri OOIbII CaHANAIBI.
By omicTiH Aonmiri eTe JKOFAPHI, TINTCH CTi3ACPOi AC aKpIparyFa 0oJambl. ATAJIMBII dIiC KOCMECTHKA, OCT opicy,
TUTACTHKABIK XHPYPIHSFA TOYCIIL €MeC KOHE KAJPIbIH ap YKaFbIHAH /14 aWBIPBII TAHYFA MYMKIHIIK Oepei.

UttiH amamzsl mic apKeUTbl TaHyBI OypeIHHAH Oenrim. Byrinae mic yarinepiH >KHHAyFa KOHE JalbIHIAyFa
apHAJFaH JKyHeIepai »oHe ce30eK KUbIMBIHAH KEJITEH Aa0bLIIbI OHACYTC apHAJFAH IMPOLECCOPABI KAMTHTBHIH HiC
CCRCTIH «3NCKTPOHIBIK MYPBHIH» Aa o3ipacHyae. JICTCHMCH aTaliFaH d3ipiieMenep TIKIpHOS Ky3iHAC 93ipre Koama-
HBIIMaH bl JKOFaphIna aTamFaH dAICTEp CTATHUKAIBIK OOJIBIN CAHATAIbI, ATaMIAPABIH YAKBIT 6TC KElle 63repMEHTIH
(OUBHONOTHANIBIK MAPAMCTPJICPiH malimanaHampl. bymapaaH e3r¢ agaMHBIH Japa MIHC3MIK CPCKINCTIKTCPiHE
HCTI3ICITCH TUHAMHKAJBIK oaicTep Ac Oap. Omapra maybic OOHBIHINA WACHTH(DHKAIMAIAY, KOHBLUTFAH KOJI APKBLIBI
MIEPHETAKTAAa KOJIMEH >Ka3y, MHUIBIH OHO3JCKTPIIK OCICEHMITri apKbUIbl WACHTH(OUKAUMUIIAY aTaabl. AdaMiabl
KAIIBIKTHIKTAH >KOHE KAAPABIH ap »KAaFbIHAH aHBIPHIN TAHYFA MYMKIHZIK OcpeTiH amictepaiH Oipi — JayBICTBIK
uACHTH(HKAIMAIAY. Bip apTHIKIIBLTBIFEI — ATAJMBIIN OMICTIH ap3aHABIFRL, ce0cOi Oyn Kasipri yakeITTa OapiibIK
KOMITBIOTEPIETI MHKPO(QOH MCH ABIOBICTHIK KAPTAaHBI FaHA KAKET €TCAl JKOHC HACHTH(MKANMAIAY Ke3iHIC
TICHXOJIOTHSUIBIK >KAHCHI3ABIK 00IMayhl KepeK. JlaybIcThl HACHTH(UKANKANAY KE3IHAC JBIOBIC BIPFAFbI, MO JLIIH,
HHTOHAIMSA KOHE COJT CeKimai 0acka na oenrinep Tanmanaasl. CoraH KapaMacTaH, OYI OiCTiH CCHIMIUTIK ICH IOTIIIK
JICHTCHI KOFaphl eMec, ce0ell JaybIC aJaMHBIH ACHCAYJIBIK JKaFTaibl MCH MiHE3IIK (pakTopiapra toyenai. JlaybicTsl
alBIPBII TAHY TEXHOJOTHACHIH d3ipieymminepaid Oipi — «Tingik TEXHONOTHSIAP OPTANBIFBD» HKAYATKEPIILIT
MICKTEY Tl KOFAMBL

Tyiiin ce3aep: epT, i3aeCTipy, amamMaap, YITi, KOIDKSTIMILTIK.

X.T. HryeHl, H.T. Tono.m,cxm“az, T. A. .JIel, A. B. Mokmanmes>

1YHI/IBepCI/ITeT Toxapuoit bezonacHoctu BeeTtHama, XaHoi, BreTHaM;
*Axazemus [oCyIapCTBEHHOM TIPOTHBOMOKAPHOH ¢y k661 MUC Poccun, Mocksa, Poccus

O®OPMHUPOBAHUE CUCTEMbBI OBHAPYKEHHUA NEPCOHAJIA B IOMEINEHUAX C
3SAABIMJIEHUEM HA OCHOBE BUOMETPUYECKHX CUCTEM JOCTYIIA

AnHoTanmmsi. B cOBpeMEHHBIX OpPraHM3aIMAX IIEPCOHAT HE HAXOAMUTCS HA CBOEM paboyueM MECTE MOCTOSHHO H,
COOTBETCTBCHHO, B CIIY4a¢ BO3HMKHOBCHMS UPE3BBMMAWHON CHTYAMH €My TPO3UT OMAcHOCTh. CyINECTBYET pPAx
CUTYaIWH, B KOTOPBIX JOCTYI AAXKE IKCTPEHHBIX CIY>KO B MOMEIICHHUS OYCHB CJIOYKHO OPTAHH30BATH HM3-3a PEIKHMA
CCKPCTHOCTH U JKCIAHUA COXPAHUTH KOMMCPUCCKYIO TafIHy. KpOMe TOTO, CHCTEMA OTPAHHUUCHHUA NCPCABHKCHUA
padoYMX HA CBOMX MECTaX MOKET OBITh OUCHb OTPAHUYCHA CO CTOPOHBI PYKOBOACTBA B IICILIX ITOIACPKAHUS IIPOU3-
BOJICTBEHHOH JucuIInHbL. HOBH3HA HCCIeTOBAHIA OMPECIBIETCS TEM, YTO NPH HCIIOIb30BAHUU CHCTEMBI OOHAPY -
JKCHHMA TO’Kapa WIH APYTOHM 4Pe3BBMANHON CHTYALMM €€ MHTErpanusd ¢ CHCTEMOM NMPOBEPKU U PACHpPEACICHHS
A0CTyIa MOXKET OBITh OCHOBAHA HA HCIIOJIL30BAHUH HHTCTPUPOBAHHBIX CHUCTEM JOCTyIA. ABTOpBI MMOKA3BIBAXOT, YTO
HCTIONIB30BAHIE CHCTEM YCIOBHOTO JOCTYIIA TO3BOJLIET B O0see OBICTPOM TEMIIE MONYYaTh CIHUCKH COTPYIHHKOB H
BBIIBILITH YTPO3bL, €CIIM B X PabOTE MCIHOIB3YIOTCS OIPEICICHHBIC TEXHOJOTHICCKAC KOMILUICKCHL [Ipakrmaeckas
3HAYAMOCTh HCCJICAOBAHMSA OIPEICIHICTCS, MPEKIAC BCETO, HEOOXOIWMOCTHIO CTPYKTYPHOH WHTEIPALMH CHCTEM
YCIOBHOTO AOCTYIA M CHCTEM PETHCTPALMH U MPOTHO3HPOBAHMA ACHCTBUI B UPE3BBMANHBIX CUTYALMAX.

[MpemnaracTcs HCHOAB30BATH MOJACTH, IO3BOIIONIYIO VCTPAHHTh MOAOOHBIC pazmmuuia. C yIydImeHHEM
6I/IOMeTpI/I‘{eCKI/IX YCTPOI\/'ICTB MOJKHO OXXHAATh HX UCIOJB30BAHUA HC TOJIBKO B NMPOMBINUICHHOCTH, HO U B Y4CTHOM
CEKTOpE — AJI1 MPOBEACHUS OHJIAWH-OTICPALIH, TOCTYIIAa K OAHKOMATaM M TOProBOMY 00OPYAOBAHMIO, BXO/IA M BBIXO-
14 U3 AOMOB H MHOTOTO APYTOTO. TEXHOJOTHH 3aIMUTHl OMOMCTPHUCCKOW HH(OPMAIMH HCTIONB3YIOT Pa3JIHIHEBIC
TApaMEeTPhI YEJIOBEKA C IENBI0 €TO ayTeHTU(HKAIMK. BHOMETPHS HCHONB3YETCsl ATl ONPEACICHIS TIPaBa TFOJCH HA
AJ0CTyIl K I/IH(I)OpMaI.[I/II/I Ha OCHOBC HX I/IL[GHTI/I(I)I/IK&I.[I/II/I C UCTMOJIb30BAHUCM HHANBHAYAJTBHBIX XAPAKTCPHUCTHK TCJIA
atux monei. Camplii HANSKHBIH M3 MPAKTHYCCKH PEATN3yEMBIX METOIOB — METOJ CKAHUPOBAHHUS CETYATKH T7a3a.

— 183 ——



N E W S of the Academy of Sciences of the Republic of Kazakhstan

[To3ToMy €ro HCHOJIB3YIOT B CHCTEMAX KOHTPOJII AOCTYIA K CHIIBHO 3aCEKpEUCHHBIM 00BCKTaM. B CBS3M ¢ HU3KHM
YPOBHEM PACHPOCTPAHCHUA TAKHX CHCTCM MOIBITKHA B3JIOMAa MAJTOBCPOATHBI. Ho HCOOCTAaTKOM ABJIACTCSA BBICOKAA
CTOMMOCTh CHCTCM, HCIONB3VIOIIMX ATOT MeroA. KomOwnamms HywimeotuaoB B nemu JHK (mesoxcmpubo-
HYKJICHHOBAsI KHCIIOTA) COCTABILIET TEHETHUYCCKUH KO MoOoro >kuBoro cymecrsa. Uaentudukaums THK mposo-
murca mytem cpasHeHuA JJHK genoseka ¢ JIHK xoHTpombHBIX 00pasmoB. Ho ceroand 3ToT METOA HCHOIB3YCTCS
TOJBKO OJI1 I/IE[GHTI/I(I)I/II(&I.[I/II/I YUCTOBCKA B KPUMHHATUCTHUKE, 4 B CHCTCMAX 3aIIUTHI I/IH(I)OpMaI.[I/II/I OH €IS HC MPUMC-
HSUICS H3-32 JOPOTOBH3HBI U CIOKHOCTH 000PYIOBAHMS.

JTa TCXHOJIOTHA CPaBHHMA IO HAACKHOCTH ¢ WACHTH(HMKAIMCH pamy:kKHOH 000m0uku riaza. Hemoctatok —
BIFSTHHC HEKOTOPBIX 3a00JCBaHMH, B YACTHOCTH apTpura. Y mpemMymecTBo — MEHEE IOpPOroe oOOpyIOBAaHHE C
BBICOKOH TOUHOCTBEO. Hampmmep, 00opyaoBaHue JeIIeBIIe, YeM A1 METOI0B PACIO3HABAHIS JIHI] HIIH O PaIy>KHOH
000704Ke T7a3a. ANmapaTHOE W MPOTpaMMHOE obecreucHue pa3padareiBaroT kommanun «Fujitsu, Veid Pte. Ltd.»,
«Hitachi VeinID». «Hitachi» Bemyckaer cuctemy «Finger Vein», B KOTOPOH HCIOIB3YETCS H300paKECHHE BEH JIF000 -
IO Mabla YeJOBEUCCKOTO MAJIbIA, IIOCKOIBbKY BEHBI HA MANBIC, 4 TAKXKS HA JIATOHU HEBO3MOKHO mojmenarb. FRR
atoi cuctems cocrasmsier 0.01%, a FAR — 0.0001%. Tepmorpaduaeckuii CHUMOK JHIA, TTOJYUICHHBIH C IOMOIIBIO
HH(ppaAKpaCHOW KaMEpPbI, 3aBUCHT OT IUIOTHOCTH KOCTCH, YKHPA W COCYJOB M SIBIIETCA CYryOO WHIVBHIYAIbHBIM
Mpu3HAKOM. TOYHOCTH 3TOTO METOJA OUCHb BBICOKA M IIO3BOJLICT OTIMYMTbh AAXKE ONHM3HEIOB. JTOT METOA HE
3aBHCHT OT UCTIONIB30BAHIA KOCMETHKH, MAKISDKA, IUIACTHYCCKOM XUPYPTHH | IIO3BOJLICT Y3HABATH 32 KAJAPOM.

CriocoOHOCTS COOAK Y3HABATH JIFOJCH IO 3aIlaxy W3BECTHA AaBHO. CeroHs yKe pa3padaThIBACTCS «3JCKTPOH-
HBII HOC», KOTOPBIM COACPIKHT CHCTEMBI A1 cOOpa 0OpasIoB 3amaxoB M MX IMOATOTOBKH, MATPHIBI JATUYHKOB,
KOTOpbIe OyIyT BOCHPHHHMATH 3aIaxH, M MPOLECCOp AMs 00padOTKH CHTHAIOB OT MACcCHBOB aaT4yukoB. Ho mo
MPAKTHICCKOTO BOIUIOMICHHA 3TH Pa3pabOTKH CIIC JANCKH. BHINCYHMOMSHYTBIC METOABI ABILIFOTCH CTATHUICCKHAMM,
HCTIONB3YIOT (DH3HOTOTHUSCKHE TAPAMETPHl UEJIOBEKA, KOTOPHIE HE MEHSIOTCA CO BpeMcHEM. [loMmMO HHX
CYIICCTBYHOT JUHAMHWICCKUC MCTOAbI, OCHOBAHHBIC HA HWHAWBHAYAJBbHBIX MOBCACHUYCCKHUX O0COOCHHOCTAX YCIOBCKA.
K HEM OTHOCATCH MACHTH(PHKAIMA IO TOJOCY, HACHTH(HUKALNA C MOMOIIBI0 TMOMITHCH, MO MOYCPKY HA KIABHATYPE,
0 OMOZIEKTPHIECKON aKTHBHOCTH MO3ra. OTHUM M3 METOA0B, MO3BOJIIIOIINX PACIIO3HATH YEIOBEKA HA PACCTOSTHUI
W 32 KagapoM, SBILIETCS TOJNOCOBAasI MacHTH(HMKAnus. [LIOCKl — AEIIEBH3HA 3TOTO METOJA, TAK KAK HEOOXOIMMBI
TOIBKO MHUKPO(OH W 3BYKOBasl KapTa, KOTOPBIC CEHYAc €CTh HA KAKJOM KOMITBIOTEPE, M OTCYTCTBHE IICHXOJIO-
THIECKOTO AuCKOM(opTa mpu HACHTHGHKAnuH. Bo BpeMs naeHTH(HKAINHN TOI0CA AHAIH3UPYIOTCS BBICOTA 3BYKA,
MOJYJUIIHS, HHTOHAIMS U TOMY oA00HOe. HO HaneKHOCTh M TOYHOCTH 3TOT0 METOAA HEBBICOKA, BEIb TOJIOC MOXKET
3aBHCETh OT COCTOSIHHS 370POBbA M MOBEACHUCCKUX (pakTopos. OgHUM H3 pa3pabOTUHKOB TEXHOJIOTHH PACIIO3HA-
BaHUA rojoca ABeTcsa OOMECTBO ¢ OTPAHHICHHOH OTBETCTBCHHOCTRIO «LICHTP A3BIKOBBIX TCXHOJIOTHIDY.

KioueBbie cioBa: 1moskap, po3bICK, JFOIU, MOAETb, TOCTYIIL.
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