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IMPROVING THE QUALITY AND RELIABILITY OF SIGNAL
TRANSMISSION AND RECEPTION IN MULTISERVICE NETWORKS»

Abstract. This article describes the entire complete cycle of signal transmission and reception from the terminal
device on the transmitting side to the terminal device on the receiving side, due to the fact that the reliability and
quality of information transmission and reception in public access networks depend on many different parameters.
The article describes the process of converting a signal from an analog form to a digital one. For this purpose, the so-
called encoding of the graphic signal is used. To get a rich palette of colors, different intensities were set for the base
colors. During the experiment, an IP video camera was used and digital traffic was prepared to transmit it over
multiservice or open networks. The Novus IP video camera uses a web interface. During the initial installation, in
order to access the camera interface, you must assign an IP address, subnet mask, and Ethernet adapter gateway to
the PC. To ensure greater protection of information, it is necessary to apply encryption, which will increase the
reliability of the process of transmitting and receiving information. Today, cryptography is one of the most used
ways to ensure the confidentiality and authenticity of information. There are symmetric and asymmetric
cryptosystems. In the symmetric encryption process, the same key is used for both encryption and decryption.
Asymmetric systems use public and private keys that are mathematically related to each other. The DHCP-installer
program was used and the distribution of IP addresses was obtained by agreeing to its terms. First, you need to
configure the DHCP server. The DHCP Protocol is commonly used in most cases used in TCP/IP networks. In
addition to the IP address, DHCP can also tell the client additional parameters that are necessary for normal network
operation and these are called DHCP options. Today, there is a modern and high-speed Wi-Fi router that supports the
wireless communication standard 802.11 a/b/g/n/ac. The router, in turn, transmits private information through any
built-in interfaces. After high-speed transmission of traffic, the receiving side must perform the reverse encryption
procedure-decryption, in order to get the original signal. As a result of the experiment on the equipment, we come to
the conclusion that the studied parameters such as reliability, quality and secrecy of the transmitted information
depend on the technical characteristics of the real equipment that was used in the experiment.

Key words: signal, IP-video camera, format, encryption, decryption, broadcast, receiving, quality, reliability,
traffic.

Today, the reliability and quality of data transmission and reception in public access networks depend
on many different parameters such as:

1) The operation of routers.

2) The quality of converting the source signal from one format to another (for example, digitization
in IP cameras, etc.).

3) The use ofvarious types of hiding information itself (for example, encryption).

4) Network service quality.

It means that the relevance of this task is undeniable. This article will cover the entire complete cycle
of signal transmission and reception, starting from the terminal device on the transmitting side to the
terminal device on the receiving side.

At the beginning, the process of converting a signal from an analog form to a digital one will be
briefly considered. For this purpose, we will use the so-called encoding of the graphic signal. The screen
resolution and color depth determines image quality. The number of colors (K) displayed on the display
screen depends on the number of bits (N) allocated in video memory for each pixel:
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K=2N 1)
Where N is the value ofthe bit depth.

To achieve a intense palette of colors, the base colors can be set to different intensities. For instance,
ifthe color depth is 24 bits, 8 bits (RGB) are allocated for each color, i.e. K = 28 = 256 intensity levels are
possible for each color. One bit of video memory is occupied by information about one pixel on a black-
and-white screen (without halftones). Figure 1depicts an example ofthis transformation [1, 3].

Figure 1 - Example of converting pixels (image points) to a bit sequence

For the experiment, an IP video camera "NOVUS NVIP-TC2400D / MPX1. 3-1I" was used, which
was installed on a laboratory stand designed for the study and research of analogue CCTV systems, on the
left end wall ofthe laboratory table Ne 1 (figure 2) [2].

Figure 2 - Appearance ofthe laboratory table Nol

The Novus IP video camera uses a web interface. During the initial installation, in order to access the
camera interface, IP address, subnet mask, and Ethernet adapter gateway to the PC have to be assigned. In
the address bar of the Internet browser, selectthe IP addressJP-agpec: 192.168.0.83.

Subnet mask: 255.255.255.0

sluice: 192.168.0.200

After all the pre-settings described above on endpoints such as IP video cameras, digital traffic was
prepared for transmission over multiservice or open networks. To better protect information, you can now
use encryption, which will increase the reliability ofthe process oftransmitting and receiving information.

Today, cryptography is one of the most used ways to ensure the confidentiality and authenticity of
information. There are symmetric and asymmetric cryptosystems.

In the symmetric encryption process, the same key is used for both encryption and decryption.

Asymmetric systems use public and private keys that are mathematically related to each other.
Information is encrypted using a public key that is shared, and decrypted using a private key that is known
only to the recipient of the message.
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Figure 3- General classification of cryptographic algorithms

After selecting and applying the encryption algorithm, the traffic is ready to transfer the already
encrypted information over the communication channels. To do this, let's briefly consider how packet
traffic is transmitted and received over communication networks [4].

First, it is needed to configure the Dhcp server. The Dhcp Protocol is commonly used in most cases
used in TCP/IP networks.

In addition to the IP address, Dhcp can also tell the client additional parameters that are necessary for
normal network operation and these are called Dhcp options.

There are the most frequently used options:

- The IP address ofthe default router;

- Subnet mask;

- DNS server address and

- DNS domain name.

Running the dhcp-installer program and agreeing to its terms, we get the distribution of IP addresses,
which is shown in figure 4.

Figure 4 - Antamedia DHCP Server Installer window

Now the original signal is completely ready for transmission to the router, which in turn will transmit
the closed information via any interfaces built into it, such as fiber, twisted pair or Wi-Fi, to the
communication channels (figure 5) [5].
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Figure 5 -ASUS RT-AC52U BL1 router

Today, there are modern and high-speed Wi-Fi router which supports wireless standards 802.11
al/b/g/n/ac, and can operate in 2 frequency bands such as 2.4 GHz and 5 GHz. Therefore, there is a
possibility oftraffic with high speed is 733 Mbit/s, which will significantly affect the figure as processing
time and packet delay, in addition to Wi-Fi interface it enables connection of copper source and optical
fiber [5].

After the high-speed traffic on the receiver side, it was necessary to carry out the opposite procedure
of encryption - decryption, in order to obtain the original signal. In this case, the IP video image.

Conclusion. After conducting an experiment on the equipment, it can be seen that the studied
parameters such as reliability, quality and secrecy of the transmitted information depend on the technical
characteristics ofthe real equipment that was used in the experiment and the use of an encryption system
that generally improves the quality of service in multi-service public access networks.

M. Ampees, b. Aky6oB, K. CajuH, M. Aky60oBa
FyMap6eK [aykeeB aTbiHAarbl ANMaTbl 3HEPreTUKa XX3He 6alinaHbiC yHUBepcuTeTy Anmartbl, KasaxcraH

MYNbTUCEPBUCTI1K XE/N1AE TAPATY X3HE UABbINAAY KE31IHAE
CUrHAnabl, CAMACbI MEH CEWUMALWLTW APTTbLIPY

AHHOTauuma. byn makanaga tapaty MeH kabblnigayablH 6ap/bll, agkTanraH LMK KapacTbipbliagbl, TapaTyLlbl
XaKTaH TepMUHanabl KypbiarbigaH kabbingay >karbiHAarbl TepMUHangbl Kypblarbira, enTKew aknapaTtTbiH
CeHiMAiniri MeH canacbl Kenwwinikke apHanraH xeninepgae aptypnlnapametpnepre 6aliinaHbiCTbl 60n1aabl. Makanaga
CUrHanAbl aHanorTblK opmMaTTaH caHAbIK Typre TYpneHgipy npoueci cunattanrad. On ywi rpafrikanbik CUrHaNab
KoATay [fen atanaTblH 3fic KongaHblnagbl. TYCTepgiH 6ali nanutpacbiH any YLWiH Herisri TycTepre 3ap TYpAi
KapKbIHAbINbIK  6epingi. Taxpube OapbicbiHaa [P 6GeilHeKaMepacbl KONAaHbiNAbl >K3He caHAblK Tpaguk
MYNbTUCEPBUCMK HEMeCe allblK >Keninep apkbiibl Gepinyre palibiHganraH. Novus IP  6eiiHekamepacbl Beb-
nHTepdelcTi KongaHadbl. ANrawikbl OpHaTyfaH KeiliH KaMepaHblH MHTepgeiicwe Klpy YwiH komnbtoTepre IP
MeKeHXaliblH, iLKi XXeni MackacblH »X3He Ethernet aganTepuwily WAH3iH TarabiHaay Kepek. AKnapaTTbil, Y/KeH
KoprasyblH KaMTamacbl3 eTy YLl aknapaTTbl 6epy >X3He Kabblngay npoueaHge CeHIMAINIKTI apTTbipaTbiH
Wwundpnayasl KongaHy KaxeT. BynHn TaHga KpunTtorpatus aknapaTTbiH KYMNUANbIAbITbI MEH LUblHaWbIIbIMbIH
KamTamacbl3 eTyfiH eH Ken KOffaHblnaTblH 3AicTepiHiH  Gipi 6onbin  Tabblnagbl. CUMMETPUANLIK K3HE
acUMMETPUANBIK KPUNTOXYyienep 6ap. CUMMETpUsANbLIK Wungpnay npoueciHge 6ipaer k1T wugpnay YLwWwiH ge,
wurdpnay YwWiH ge kongaHslnagbl. ACUMMETPUANBIK Xyiienepae 6ip-6ipiMeH mMaTemaTuKanblK 6alinaHbiCKaH alliblK
XK3He XeKe WNTTep KongaHbinagbl. DHCP-installer 6argapnamachl KongaHblnfbl X3He OHbIH LWapTTapbiHa caiikec IP
agpecTepaL, Tapanybl anbiHAbl. AngbimeH ci3 DHCP cepsepiH KoHurypayusinaybiHbi3 kepek. DHCP kebwece TCP
/ 1P xeninepiHge kongaHbinagbl. IP MekeHxaibiHaH 6acka, DHCP KnneHTKe Xeflie KanbIiMTbl XYMbIC icTey YLiH
KaXeT 60naTblH KOCbIMLIA NapameTpiepai aiita anafbl X3He onapasl Dhep onumsinapel gen ataingel. byrwn taHga
802.11a/b / g/ n/ ac cbiMCbI3 GalinaHbiC CTaHAAPTbIH KONAAWTLIH 3aMaHaymn >K3He »orapbl XblagaMmablKTel Wi-Fi
MapLupyTusaTopbl 6ap. MapLipyTu3aTtop e3 KesenHfe >KabblK aknapaTTbl OraH canblHraH Kes-KenreH uHTepdeiic
apKbibl x16epeg™ TpaduKTi Xorapbl XbiNAaMAbIKNEH OepreHHeH KeWiH, Kabbingaylbl >KarbiHga 6acTankbi
curHangbl any y™H Kepi wwudpnay npouegypacbiH OpbliHAAy Kepek - wudpnay. Xabgbikta >KYprisinreH
3KCMEPUMEHT HITWXKECIHAE alblHraH M3niMeTTepAiH CeHIMAINIri, canacbl X3He KYMUACbI CUSKTbl 3epTTENreH
napameTpnep 3KCMepUMEHTTe KOMAAHbUIraH HaKTbl XKabAbIKTbIH TEXHUKaNbIK CMnaTTaManapbiHa 6aiinaHbICTbl Aen
TYXbIPbIMAARMbI3.



ISSN 1991-346X 2. 2020

TywH ces3: curHan, IP-6eliHekamepa, opmart, wudpnay, wudpnay, TapaTty, kabbingay, cana, CEHimAainik,
TpaduK.
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YNYUYWEHWE KAYECTBA N HALEXHOCTUN CUTHANA
MNP NEPEAAYE N MPUEME B MYJIbTUCEPBUCHbBIX CETAX

AHHOTauua. B faHHO cTaTbe pacCMOTPEH BeCb 3aKOHYEHHbIA LKA NO nepejaye U NpuemMy CuUrHana, HauyuHasa
OT OKOHEYHOro YCTPOIiCTBa C MepefaroLLeli CTOPOHbI JO OKOHEYHOrO YCTPOICTBA Ha NMPUEMHON CTOPOHE, B CBA3N C
TeM, YTO HALEXHOCTb M KayeCTBO MpW nepejadve M npueme MHGopmaumm B ceTax 06Lero focTyna 3aBUCAT OT
MHOXECTBa pas3fiIMYHbIX NapameTpoB. OnucaH mnpouecc npeobpa3oBaHMA CUrHana C aHanoroBoi (opmbl B
undposyto. [as 3TOro UCMNONb30BaHO TaK Ha3biBaEMOE KOAMPOBaHWEe rpauyeckoro curHana. Ans nonyyeHus
6oratoli nanuTpbl UBeTOB 6a30BbiM LBeTaM OblIM 3afaHbl pas/iMyHble WMHTEHCUBHOCTW. [pu npoBefeHUM
3KcnepumeHTa ucnonb3osanach IP-Buaeokamepa v 6bl1 MOLFOTOBAEH UMMPOBOIA Tpaguk ANA nepefayn ero no
MYNbTUCEPBUCHBIM WM OTKPbITbIM ceTaMm. [na ucnonb3oBaHWs IP-Buaeokamepbl NoOvus ucnonb3yeTcs Beb-
uHTepdeiic. Mpyu nepBOHaYa/lbHOW YCTAHOBKE, AN TOFO 4TOObI MOAYYUTb AOCTYNM K WHTepdeicy Kamepbl,
Heob6xoanMo HasHaumTb IP-agpec, macky nogcetu u w3 Ethernet-agantepa Ha MK. Ans 6onbliero obecneyeHns
3alWnTbl UHPOPMaL MM HeoOX0AMMO MPUMEHWUTL LUIMQPOBaHUE, YTO MOBLICUT HaAeXHOCTb NpWM CaMOM npoLecce
nepejayu-npvema uWHpopMaumn. Ha cerogHAWHWA fOeHb KpunTorpadumsa NABASeTCS OAHWM U3 Hambonee
MCMOMb3yeMblX CMOCO60B 06ecrneyeHns KOH(PUAEHUMANbHOCTU W NOAJIMHHOCTU UHDopMaummn. CyulecTByOT
CUMMETPUYUHbIE N aCUMETPUYHbIE KPUNTOCUCTEMBI. B npouecce CUMMETPUYHOTO LWIMGPOBAHNA U ANA LWNDPOBaHNS,
U Ans gewmnpoBaHns UCMONb3YETCA OAUH M TOT Xe KoY. B acCMMEeTpUYHbIX CUCTEMAaX MCMOMb3YHOTCS OTKPbIThIA U
3aKpbITbI/i KNOUW, CBA3aHHbIE APYr C APYroM mMaTematuuecku. Vcnonb3osanacb nporpamma DHCP-installer u,
cornawascb C ee ycnosusmu, 6bina nonydeHa pasgada IP - agpecoB. BHauvane Hago HacTpoutb DHCP-cepsep.
MpoTokon DHCP sBnsieTcA 4acTo MCNO/b3yeMbIM B O0/bLUMHCTBE CyYaeB UCNosb3yeMbiM B ceTsx TCP/IP. Kpome
IP-agpeca, DHCP TakXe MOXET COOOLWUTb KAWEHTY AOMOMHUTE/IbHbIE NapameTpbl, KOTOpble He06XOoAWMbI Ans
HOpMaJsibHOM paboThbl B CETU M OHM HasbiBaloTCs onumsamu DHCP. Ha cerofHAWHMIA AeHb NMEeTCS COBPEMEHHBIN U
cKkopocTHoli  WIi-Fi  poyTep, KOTOpblAi MoAAepXuBaeT cTaHAapT OGecnpoBofgHoi cBasu  802.11a/b/g/n/ac.
MapLupyTr3aTop B CBOK 04epefb MepeaaeT 3aKpbITyH0 MHPOPMaL IO Yepes Ntobble BCTPOEHHbIE B HEM MHTEP(ENCHI.
Mocne BbICOKOCKOPOCTHOM nepefayun Tpaduka, Ha NPUEMHOI CTOPOHE He06X0AMMO MPOBECTU 06paTHYO Mpoueaypy
WN(POBaHNIO - JellndpoBaHue, ANd TOrO0 4TO Obl NOMYYUTb WCXOAHbIA CUrHan. B pesynbTate npoBefeHust
3KCnepuMeHTa Ha 060pYyAOBaHWM, MNPUXOLMM K 3aK/OYEHWI0, 4YTO UCCliefyemble MapaMeTpbl, Takue Kak
HafeXHOCTb, KayecTBO W CKPbLITOCTb MepefaBaemMoil MHGOopMaumMM 3aBUCAT OT TeXHUYECKUX XapaKTepucTuk
peanbHOro 060pyfi0BaHNs, KOTOPOE BblNI0 UCMOb30BAHO B 3KCMEPUMEHTE.

KnoueBble cnosa: curHan, IP-Bugeokamepa, opmart, WndposaHue, fellingpoBaHue, TpaHCAsuusa, npuem,
KayecTBO, HAEXXHOCTb, TpauK.
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