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Abstract. This article is devoted to the practical application of the apparatus of artificial neural systems for the
development of the computer system of video surveillance and authentication personality. The purpose of the
analysis is to improve the efficiency of the automated recognition of individuals for the identity authentication by
integrating features of the face change parameters over time.
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Systems of automatic recognition of objects of different classes on digital images are vital for wide
range of practical solutions in the field of computer vision, robotics, video surveillance and access control
systems, different interfaces of human-computer interaction, etc. A key example which reflects the basic
principles of these technologies is the system of auto detect of people's faces in the electronic video
images. It is necessary to combat terrorism and crime, for total control of movement of migrants, to
identify the person at the banking operations in electronic networks and for a number of related tasks,
where identification is very important.

Face recognition problem was considered early on computer vision stage. A number of scientific and
industrial companies for over 40 years actively develop the system of automatic recognition of human
faces: Smith & Wesson (ASID system — Automated Suspect Identification System); ImageWare (FacelD
system); Imagis, Epic Solutions, Spillman, Miros (Trueface system); Vissage Technology (Vissage
Gallery System); Visionics (Facelt system) [1].

The use of artificial neural networks to solve the problems of image identification is widely used in
solving various practical problems [2, 3, 4]. For example, artificial neural networks device is used to
detect ECG signals [5], human signature [6], and identification of smartphone user palm [7]. The use of
mathematical device of artificial neural networks in systems of identity authentication is also widely used.
For example, in [8] the task of authenticating users of smartphone based on 14 gestures is considered.
Models of behavior of users are classified by a neural network with radial-basis functions. In [9] the
problem of the smartphone user authentication based on a behavioral model is also considered. The
authors of the research [10] study the issues of human age based on the evaluation of fingerprints. In
researches [11, 12] the problem of authentication, based on the analysis of a person's face using a neural
network approach are considered. Analysis of geometrical facial features to determine the gender of the
person with the help of neural networks with back-propagation is carried out in [11], the authors [12] use
convolutional neural networks for face recognition.

Over the past few years a number of scientists [13-15] proposed a plenty of methods for the facial
identification, implementing a variety of scientific approaches. Among the first facial recognition
implementations, using methods based on leamning, the system of Teuvo Kohonen from Helsinki
University of Technology [16] is well known. He demonstrated that recognition of aligned and
normalized image can be performed using a simple neural network. Used network performed a description
of a person, approximating the eigenvectors of the autocorrelation image matrix. These eigenvectors are
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called “own faces” (eigenface). However, Kohonen system has not found practical application because it
based on precise alignment and normalization.

In the following years, there have been numerous attempts to implement individual recognition
schemes using different neural networks methods. In their studies, Michael Kirby and Lawrence Sirovich
from Brown University [17] introduced the algebraic operation, which simplified the calculation of "own
faces". Moreover, they showed that for accurate coding of aligned and normalized images it is necessary
to have no more than 100 own faces. Matthew Turk and Alex Pentland from Massachusetts Institute of
Technology [18] demonstrated that the residual error that occurs at encoding with the help of own faces,
can be used for the detection of faces in the disordered natural image and determination of the exact
location and size of face. Then they showed that the combination of the method of detection and
localization of faces with the method of own faces recognition provides a reliable face recognition in real-
time, with minimal restrictions on the recognition.

The proposed technologies of face recognition enable to perform automatic search and identification
of image files and video stream. However, nowadays, wide range of tasks in this area, such as how to
teach a computer to effectively carry out detection procedure for different evaluation criteria, how to
decode and store digital images of faces with the least memory volume, how to choose effective
assessment criteria of faces similarity, how to perform complex image processing, etc. remains unresolved
[19]. The main requirements that apply to the algorithms of this class are: high recognition quality, work
in a real time mode, the stability of the work in relation to external factors [20].

During the implementation of Feret scientific program three different algorithms operating on the
basis of the NN have demonstrated the highest level of recognition accuracy for large databases (1200
people) in the most difficult conditions for the recognition. The algorithm developed at the University of
Southern California [21]; University of Maryland [22] and an algorithm created in Media Laboratory at
the Massachusetts Institute of Technology.

For frontal images, the recognition accuracy is 95%. For images taken by different devices and at
different lighting, the accuracy typically decreases to 80%. For images taken a year apart, the recognition
accuracy is about 50%, which, in our opinion, highlights the need of continuous supplement of the
database with update images and the search for more efficient algorithms.

In March, 2015, Google's researchers have published scientific work [23], considering the new
system of artificial intelligence called FaceNet, which recognizes people's faces with high accuracy,
showing the result of almost 96% on a standard set of data “Labeled Information Faces in the Wild” [24],
which includes more than 13 000 images of persons taken from the Internet. Google system does not only
recognize faces, but also enables to pick up a collection of other people who are like the given
photograph. High result is explained by a new method of training a neural network: there were used
triplets of photos, which were presented the faces of the same or different people; that are equally aligned
and made under the same conditions. However, despite the current success, the problem of face
recognition taking into account the aging factor, or the influence of other changes remains unsolved.

Based on the analysis of scientific publications presented above, the group of methods, acting on the
basis of training or self-study is a promising scientific direction in the field of identity authentication, in
particular face recognition. It is known that the trained neural network is capable of accurate reproduction
of the input signal and its approximation. Automatic capability of the NN to interpolation enables to
determine the missing signals, due to the influence of external factors, or the coordinates of the location of
the lines, and extrapolation may allow predicting the effects of aging or changes in appearance for several
reasons. NN successfully restores distorted information and are widely used in various branches of
science and technology, especially robotics and machine vision systems. Thus, the use of the scientific
device may allow solving a number of problems related to the human identification without use of
additional hardware and time-consuming algorithms with many patterns for each of the objects.
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The aim of the analysis is to develop the computer system of individual identification which is based
on trained neural network and test of the NN effectiveness under the influence of external factors. To
achieve these goals the following tasks should be solved: to consider the possibility of intelligent
biometric system of person authentication on the example of face recognition, using the mathematical
apparatus of artificial neural networks, to analyze the traditional approaches in the ficld of face
recognition and identify their characteristics, to propose the structure of the neural network of face
recognition system and to conduct a simulation to verify the effectiveness of the trained neural network.

REFERENCES

[1] Face recognition - http://www.biometrics.gov/Documents/FaceRec.pdf

[2] Jayaram M.A., Fleyeh H. Soft Computing in Biometrics: A Pragmatic Appraisal // American Journal of Intelligent
Systems. 2013. Vol. 3(3). P. 105-112

[3] Vinay A., Shekhar V., Rituparna J., Aggrawal T., Murthy K., Natarajan S. Cloud Based Big Data Analytics Framework
for Face Recognition in Social Networks Using Machine Learning // 2nd International Symposium on Big Data and Cloud
Computing (ISBCC’15), Procedia Computer Science. Vol. 50. 2015. P. 623-630

[4] Alicia Costalago Meruelo, David M. Simpson, Sandor M. Veres, Philip L. Newland Improved system identification
using artificial neural networks and analysis of individual differences in responses of an identified neuron // Neural Networks 75
(2016) 5665

[5] Gui Q., Jin Z., Xu W. Exploring EEG-based biometrics for user identification and authentication // Proc. of Signal
Processing in Medicine and Biology Symposium (SPMB) 2014. 2014. P. 1-6

[6] Bhatia M. Off-Line Hand Written Signature Verification using Neural Network // International Journal of Application
or Innovation in Engineering & Management. Vol. 2, Iss. 5. 2013. P. 108-116

[7] Hassanat A., Al-Awadi M., Btoush E., Al- Btoush A., Alhasanat E., Altarawneh G. New Mobile Phone and Webcam
Hand Images Databases for Personal Authentication and Identification // Procedia Manufacturing. Vol. 3. 2015. P. 4060-4067

[8] Nader J., Alsadoon A., Prasad P., Singh A., Elchouemi A. Designing Touch-Based Hybrid Authentication Method for
Smartphones // Procedia Computer Science. Vol. 70. 2015. P. 198-204

[9] Watanabe Y., Houryu, Fujita T. Toward Introduction of Immunity-based Model to Continuous Behavior-based User
Authentication on Smart Phone // Procedia Computer Science. Vol. 22. 2013. P. 1319-1327

[10]Saxena A., Sharma S., Chaurasiya V. Neural Network Based Human Age-group Estimation in Curvelet Domain //
Procedia Computer Science . Vol. 54. 2015. P. 781-789

[11]Jaswante A., Khan A., Gour B. Gender Classification Technique based on Facial Features using Neural Network //
International Journal of Computer Science and Information Technologies(IJCSIT). Vol. 4(6). 2013. P. 839-843

[12]Yi S., Chen Y., Wang X., Tang X. Deep learning face representation by joint identification-verification // Advances in
Neural Information Processing Systems. 2014. P. 1988-1996.

[13]Shapiro L., Stokman Dzh. Komp'juternoe zrenie. M.: Binom, 2009 g. 752 s

[14]Sravnenie algoritmov vydelenija lic — Vikipedija- http://dic.academic.ru/dic.nst/ruwiki/686603

[15]Potapov A.S. Raspoznavanie obrazov 1 mashinnoe vosprijatie. Obshhij podhod na osnove principa minimal'noj dliny
opisanija - SPb.: Politehnika, 2007. 547,

[16]Kohonen T., Self-Organization and Associative Memory, Springer-Verlag, Berlin, 19895.

[17]Kirby M., Sirovich L., Application of the Karhunen-Loeve Procedure for Characterization of Human Faces, Trans.
IEEE Pattern Analysis and Machine Intelligence, Jan. 1990, pp. 103-1086.

[18] Turk M.and Pentland A., Eigenfaces for Recognition, J. Cog. Neuroscience, Jan. 1991, pp. 71-867.

[19]Relevant information in the the area of face recognition - http://face-rec.org/

[20]How Facial Recognition Systems Work / http://computer.howstuftworks.com/facial-recognition. htm

[21]Wiskott L. et al., Face Recognition by Elastic Bunch Graph Matching, Trans. IEEE Pattern Analysis and Machine
Intelligence, July 1997, pp. 775-7799.

[22]Etemad K. and Chellapa R., Discriminant Analysis for Recognition of Human Face Images, J. Optical Soc. of America,
pp. 1724-1733

[23]Florian Sc., Kalenichenko D., Philbin J. Facenet: A unified embedding for face recognition and clustering. Proceedings
of the IEEE Conference on Computer Vision and Pattern Recognition. 2015.

[24]Learned-Miller, Erik, et al. Labeled faces in the wild: A survey. Advances in Face Detection and Facial Image Analysis.
Springer International Publishing, 2016. 189-248.




Joxnaovr Hayuonanvroti axademuu Hayk Pecnyonuxu Kasaxcman

T.C. Kapr6acs
C. K. Acenauspos arbiaarsl Kazak YITTHIK MEIHIMHANBIK YHUBEPCUTETL, AIMATHI K.

TYJIFAHBIH AYTEHTHOUKANUACHI AACBIHAAYBI ECENITEPAL
MEMYAETT HEUPOXEJLIIK TEXHOJOTHAJAPABI KOJJJAHY

AnHoTtammsi. Makana OciiHeOaKpLIay HKOHE TYIFA ay TCHTH()HUKAIIACH KOMITBIOTEPIIK JKYHEJIEpiH Kypy YIUiH
’KacaHIbl HEHPOH/IBIK >KEJIJIEP alapaThlH MPAKTHKAJIBIK KOJIAHY AbIH TATAAybIHA OaFbITTaFaH. Tangay yakbITThIH
OTYIMEH OCT-ONIET IAPAMETPIICPIHIH ©3TepIiC CPEKINCTIKTEPIH CCENMKE ady AapKbUIbl TYJFA ayTCHTH()HKAIMACHI
MAaKcaThIHAA OeT OCHHECIH TaHy THIMILIITIH apTTHIPY YINIH >KYPTi3lii.

Tyiiin ce3aep: OmoMeTpHa, HCHPOHABIK KO, ayTeHTH(UKAIMI, OcHHCOAKbUIAY KYHECi, alfKeIH eMec OimiM
KOPBL

T.C.Kapt0aen
Kazaxckuit HanmoHaNEHBIN MeauumHCKUH yHIUBEpcHTET mMeHH C. I AcheHamapoBa, AmMarsl

MCIIOJIb30BAHUE HEMPOCETEBBIX TEXHOJIOI A TP PEIIIEHHAHA 3ATAY
B OBJJACTH AYTEHTHOUKAIIUHU JUYHOCTH

Annortamust. CTares MOCBSAIICHA BOIPOCAM AHAIM3A MPAKTHYCCKOTO IMPUMCHEHHS alapara MCKYCTBEHHBIX
HEWPOHHBIX CHCTEM JJI1 Pa3pabOTKH KOMITBFOTCPHOM CHCTEMBI BHICOHAONMIOJACHUS M AYTCHTH()HKAIMH JITIHOCTH.
Lenbro aHanmm3a sABIIETCS MOBBIICHAE 3(D(HEKTHBHOCTH aBTOMATH3HPOBAHHOTO PACIIO3HABAHMS JIHIL AJISI Ay TCHTH-
(pMKAIMH TMIHOCTH Iy TEM YUeTa OCOOEHHOCTEH H3MEHEHHS TAPAMETPOB JIUIIA C TEUCHHEM BPEMEHH.

KimoueBbie c/ioBa: OMOMETPHS, MCKyCCTBCHHBIC HCHPOHBIC CETH, ayTCHTH(HKAIMI, CHCTEMa BHICOHAOIIO-
JCHHS, HCUCTKAA 0a3a 3HAHHI.

Cgeenns 00 aBTope

Kapt6aeB Tumyp Caatmunosmd — PhD, 3amecTutens aupexTopa 1Mo pa3BUTHIO MHGHOPMAITMOHHBIX TexHororuid Kazaxckoro
HAI[HOHATHPHOTO MEMIMHCKOr0 yHUBepcuTeTa uMeHu C. /[ AchenmsipoBa, akajeMuKk MexryHapo HOH akajieMuy HHOpMAaTH-
3aIiH.
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