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Abstract. This article discusses problems and ways of safety of computer systems and networks, measures
legislative, administrative and organizational, program technological level;, solutions of problems of information
security in networks.
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AKIAPATTBIK KA VITICI3IKTI
KAMTAMACBI3 ETY TOCLJIJIEPI

A. . Kaszo6aesa, I'. b. Kamaranosa
K. H. Corbacs arsramars! Kazak YITTHIK TCXHHKAIBIK YHHBEPCHTETI, AnMatsl, Kazakcran

Tipex co3aep: KOMIBIOTSPIIK JKETi, AKTAPATTHIK KAYINCI3MiK, KOPIIOPATHBTI AKMAPATTHIK KYHE.
Annotanua. Makamaa KOMIOBIOTCPIIK KYHCIESP MCH KSIUICPIiH KAyiNCI3AiriH KAMTaMAChI3 €Ty MOCeIeepi,
KAyimNCi3MiKTI KAMTAMACHI3 STy MOCCIICCIH MICIIYTS apHATFAH TOCLIACD KAHIBI AHTBLIABL.

Kommerorepiik sxytienep meH skenuepain (KOK) xayincisairii kaMTamMachi3 €Ty MACEISCIHIH SKi
TOCLIT Oap: «KOPIHICTIK) KOHE KCIICHIIK.

«@parMeHTTIK» TOCIT MIAPTTA KOPCETIATeH HAKTHI AHBIKTAIFAH KayINTepre Kapchl OarbITTANFaH.
MyHpaail TaCIIASPAL KY3ETe aChIPY AbIH MBICAJIBI PETIHAC IU(PIICYAIH AaBTOHOMIBIK KypPanJapbiH, apHAMbI
AHTHBHPYCTIK OargapiaManap »*oHe T.0. )KeKe pykcart Oepy Oackapy Kypangapbid aiTyra 001aapl.

Mynpgali ToCUTIAIH KETICTIN HAKThI KAYIMKE KOFaphl Tajagay skacay OoJbin Tadbutagsl. MaHbI3IbL
KEMIILTIrT — aKnaparTel eHACVAIH OipblHFAH Kayimnci3 OpTachlHBIH OOmMMaybl. AKIaparTbl KOpPFayAbIH
(PparMEHTTIK TOCUIACPI KOMIBIOTEPNIK KYHEIEp MCH SKETICPAIH HAaKThl OOBEKTINCPIH HAKTH Kayim-
TCPACH KOpFayabl KaMramachis ereql. TinTi, Kayim TYpiHIH a3faHTald e3repyl Kopray THIMIITITIHIH
SKOFAJIBIT KCTYIHE OKCT COFabl.

Kemengik Tocin kayinke Kapcel TYPYABIH OPTYPAl TocinaepiH GipelHFall kemeHaepre OipiKTIPETIH,
KK akmaparTel eHACYIIH KayINCi3AiK OPTAachiH KypyFa OarbITTaaraH. AKNaparTel OHACYIIH KayilCi3mik
OpPTachlH YHBIMIACTBHIPY — KCIICHIIK TOCUIAIH Ce3Ci3 skeTictiri 6osbin Tabbiaas, KK kayincizmirinig
Oenrin AcHreHiH cakrayra MyMKkiHAiK Oepeai. bym tocimaiy xemmimikrepi: KK mafinananyiusiiapapiy
CPKIH OPEKET €TVIHE MIEKTEY KO, KayiNCi3AiK KYPhUIFBUIAPEIH OPHATY JKOHE KOHACY KE3IHIAETI KaTeaepre
CC3IMTANABIFbI, 0ACKAPY KUBIHIIBLTBIFDI,

Kemenaik tocin kayanTel TACHPMAIapAbl OPBIHAAYIIB HEMECE CPCKIIC MAHBI3ABI AKMAPATTAPIbI
enaeciirin mareiH KK men ipi yiisimaapasin KK kopray yuris komganagst. Ipi yiisimaapasie KK aknapar
Kayinci3airinin Oy3euiybl YHBIMIAAPIBIH ©3ACPIHE, COHAANW-aK, OMapAbIH KIUCHTTCPIHE JC OpacaH 30p
MaTepHAIIBIK HYKCaH KenTipyl MyMkiH. COHABIKTaH, MYHAald YHBIMIAp KaViNCI3AIKTI CakTayra CpeKIie
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Ha3ap ayjapyfa KoHC KCIICHIIK KOPFayIbl Ky3ere aceipyra MoxOypai. Kemenmik Tocin kemrercH
MEMIICKETTIK JKOHE 1pl KOMMEPLIHSIBIK KOCITOPBIHAAP MEH MekeMenepai yeran typ. by tocin oprypni
CTaHIAPTTAPAA ©31HIH OPHBIH TAIKAH.

Kayincizaikti kaMTaMacel3 €Ty MOCEIeCiHe apHaiaraH kemeHAik tocin Haktel KOK ymnH kypeiaras
Kayincizaik cascarka nerizaenrcH. Kayimcizaik cascarer KK kopray KypaiblHBIH THIMAL KYMBICHIH
pernamentredial. On xyleHIH opTypal »Karaalaarbl OPCKETTCPIH aHBIKTAW OTBIPHII, AKNAPATTHl SHACY
KYOBITBICBIHBIH OapiIbIK CPCKIICTIKTCPIH KaMTuabl. JKETmepaiH CCHIMAI KAyimCI3AiK KYHeCl KEIUTIK
KayInCI3AIKTIH THIM/I CasCAThIHCHI3 KYPBLIYb MYMKIH emec [ 1].

AKnapaTThIK KAPBIM-KAThIHAC CYOBCKTIICPIHIH KbI3BIFYIIBIIBIFBIH KOPFAY VINIH KEICCI ACHICHICPIIH
HIapaiapbiH OalIaAHBICTHIPY KAKET:

— 3aHHAMAJIBIK (CTAHAAPTTAP, 3aHAAP, HOPMATUBTIK AKTLICP K9HE T.0.);

— aJAMUHHUCTPATHBTIK-YHBIMIACTHIPYIIBLIBIK (YHBIMIAP OACIIbLIBIFBIMCH KAOBIIIAHFAH KOHC aJam-
JapMeH OaliIaHbICh 0P KayINCI3AIKTIH HAKThI MIAPATIAPBI, Kbl CHIIATTHIH JPEKETI);

— OarmapnaManbIiK-TCXHUKAIBIK (HAKTHI TCXHUKAJIBIK [Iapanap).

3aHHAMAJIBIK ACHTCHIC) Imapachl aKMapaTTHIK KAYIMCI3AIKTI KAMTAMAChi3 €Ty YIIIH ©TC MaHBI3IBI.
byn neHrelire akmaparThiK KayimCi3AiKTI Oy3yIbIFa KEPi KO3KAPACThl KOFAMIA KYpPyFa *KOHE KOngayra
OarbITTATIFAH [Mapaiap KCIICH] JKaTaabl.

AKnapaTThIK Kayinci3aiK — 01 KbI3METTIH JKaHA Calachl, MyHAA TCK THIHBIM CAJy MCH IIapa KOJAAHY
FaHa eMeC, YHPETY, TYCIHAIPY, KOMEKTECY J¢ MaHbi3Abl. Koram Oy MoceneaepalH MaHbI3AbLIBIFBIH KETC
TYCIHY1 KE€PEK, OCBIFAH COUKEC MOCENEIEePAiH HET13r KONJaphIH TYCIHY1 KaxeT. MeMIekeT MyHBI THIMI
eTin xkacaybiHa 00j1a16l. MyHIA YIKSH MATCPUAIABIK [IBIFBIHHBIH KAKETI KOK, HHTCILICKTYAIBIK KapPiKbl
JKYMCAY KasKeT.

A IMUHHCTPATUBTIK-YHBIMIACTHIPY IBIIBIK, ACHICHIIH mapagapel. ¥ HbIMAAPABIH aIMHHHCTPATOP-
Japel KAYINCI3AIK TOPTINTCPIH KONAAYAbIH KAKCTTLIINIH YFBIHYBI KQKCT JKOHEC OCBI MakcaTTapra cail Kop
Ooayl Kaxer. AIMHUHHUCTPATHBTIK-YUBIMIACTHIPYIIBIIBIK ACHICHIIH HETI3r KAyIMCI3AIK Iiapaaapbl
GOMBIIN, KAYIMCI3AIK CAsSCATHI XKOHE YHBIMAACTHIPY IAPATAPBIHBIH KEIICH] OOIBIN TaObLIAIbL.

¥#biMaacTeIpy IIapajgapelHBIH KCIICHIHE aJaMAapIblH JKY3ere acelpraH Kayinci3dik Imapaiapsl
JKATAbI.

¥ #ipiMaacTeIpy HIapagapbiH Keaeci Tonrapra deneai:

— KpI3METKEPaepAl Oackapy;

— (U3UKATBIK KOPFay;

— JKYMBIC KaOlICTTIIITIH KOIAQY;

— Kavinci3aik TopTibiHiH OY3bLTYBIH CE3IHY;

— KaiTa OpHBIHA KEJITIPIATCH MKYMBICTBI JK00aIay .

Opbip yisMaapaa, opbip TonTap YIIIH KBI3METKEPICPAIH 1C-OPEKETIH aHBIKTANTEIH PErIaMEHTTED
SKUBIHTBIFBI 00Ty bl KGKET [2].

BbaraapiaMaiblK-TeXHUKAIBIK JACHICHAIH IHapaxapbl MCH Kypaigapbl. AKMNAPATTHIK KayinCi3miK
TOPTIOIH KOIAAY YIIIH aKIapaTThIK-TCXHUKAJIBIK JCHICHAIH Iapanapbl MAHBI3AbI, OUTKCHI, KOMIBIOTCPIIK
JKYHEHIH HETI3r1 KayIli OJapAblH e3ACpIHCH OacTamasl, ocipece, KYPhUIFbLIAPIBIH )KYMbIC 1CTEMEH KATyHI,
OarJapiaaMaIblK KamMTaMagapAblH KATe/IeCyl, malmagaHyllbpuiap MCH aJAMHUHHUCTPATOPNAPABIH aFaTThIK-
Tapel koHE T.0. 3aMaHayd akmapaTtThIK JKyhWenep MeHOEpiHAC Kelecl KAayinci3Aik MeXaHu3MIepi Koo
JKETIMII OOTYBI KAJKET:

— UACHTU(DUKALINS JKOHE TAHIAIAHYIIBIHBIH JYPBICTBIFBIH TCKCEPY

— KOJT KeTIMILTIKTI Oackapy;

— Xarramasay *oHE ayuT,

— xpunrorpadus;

— firewall;

— JKOFaPBI KOJI KCTIMILTIKTI KAMTaMAaChI3 €TV,

Crangaprrapasl KoamaHy Kakerrtimiri. KommanwsuelH axmaparTeik oxyieaepl (AXK) opkaman ma
OpTYpINi eHIIPYLIiHIH OaFraapiaManblK KOHE anmnaparThiK eHIMACPiHIH HeTi3inae Kypbutrad. Kaszipri kesae
samanyd AXK kypy yiniH naigasaHymibiFa KypaamapAblH TOJBIK Ti3iMiH (amnmapaTThIKTaH Oacrtam
OarJapaaMaIbIKKa SHIH) YChIHATHIH O1pae-0ip sKacay bl KOMIIAHUS KOK. AKIApaTThl CCHIMIL KOPFay AbIH
opkenxi AXK kamramaceiz ety yunH AXK opbip KOMOOHEHTIHIH KaVIiNCI3AIriHE KayamnThl dKOFapsl OLTIKTI
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