ISSN 1991-3494 M 2. 2015

BULLETIN OF NATIONAL ACADEMY OF SCIENCES
OF THE REPUBLIC OF KAZAKHSTAN

ISSN 1991-3494
Volume 2, Number 354 (2015), 187 — 193

DISTRIBUTION OF ACCESS IN ORGANIZATION
OF NETWORK SYSTEM OF INFORMATION BASED ON FUZZY LOGIC

A. K. Shaikhanova', D. O. Kozhakhmetova®, M. P. Karpinski’

! Kazakh National Technical University after K. I. Satpayev, Almaty, Kazakhstan;
2Semey State University named after Shakarim, Kazakhstan;
? University of Bielsko-Biala, Poland.
E-mail: Igul7(@mail.ru, dinara kozhahmetova@mail.ru, mpkarpinski@gmail.com

Key words: time complexity, fuzzy system, information protection, modular exponentiation, RSA, Mamdani
method.

Abstract. For the safe operation of computer systems it is necessary to apply the firmware counter passive
types of attacks with the computing resources of the systems themselves. In addition, the information stored on the
server can have different levels of privacy, so it is necessary to access the distribution. Therefore, the development of
methods, algorithms, software and hardware distribution access, which allows to maintain the functionality and
stability of a given computer system by allocating resources in real time, is an urgent task.

The paper considers a method of protecting information transmitted via computer networks by means of se-
lecting a data encryption algorithm based on fuzzy logic. Proposed new method for optimal selection algorithm
modular exponentiation differs from the known fact that is based on the method of determining the normalized
stability of algorithms modular exponentiation to the analysis time and the mechanism of Mamdani fuzzy inference,
which provides response information protection system to replace the input parameters in real time. The suggested
fuzzy system allows to adequately protect data in real time taking into account the current state of the computer
system itself.
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AnnoTtammst. [ 6e30macHON 3KCIUTyaTaluH KOMITBEOTCPHBIX CHCTEM HEOOXOAMMO NPHUMEHSTH ITPOTPAMMHO-
ANnapaTHbIC CPEACTBA NPOTHBOJACHCTBHA MACCHBHBIM THIIAM aTAK C YYETOM BBIMHCIUTEIBHBIX PECYPCOB CAMHX CHC-
teM. Kpome Toro, mHpopManmsa, XpaHAMAsICS HA CEPBEPE, MOKET MMETh PA3HBIC YPOBHHM CEKPETHOCTH, CIEA0BA-
TEJIPHO, BO3HUKACT HEOOXOAMMOCTD pacmpenencHust AocTyna. [lo3roMy pa3paboTka METOJ0B, AJITOPHTMOB H IPO-
TPaMMHO-ANIAPATHBIX CPEJACTB PACIIPEACICHHUS JOCTYIIA, KOTOPBIC MO3BOJLIOT MOAACPKUBAT 3aJaHHYIO (yHKIHO-
HAJIBHOCTh U YCTOWYUBOCTh KOMIIBFOTCPHOM CHCTEMBI IyTEM PACIPEACTACHUSA PECYPCOB B PEANBHOM BPEMCHH,
SABJBICTCS AKTYaTBHOH 3amaucii. B cTaThe paccCMOTPCH METOM 3aIUTHl HHOOPMALNMH, TCPSIABACMON B KOMITBIOTC-
HBIX CETSX, IMyTEM BBIOOPA aNropuTMa IMH(POBAHUS JAHHBIX HA OCHOBE HEUETKOH JIOTHKH. [IpeutoskeHHBIN HOBBIH
METOJ ONTHMAIBGHOTO BRIOOpPA ANTOPUTMA MOIYJLSIPHOTO 3KCIIOHEHIMPOBAHHS OTIMYACTCS OT M3BECTHBIX TEM, UTO
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Becmnux HayuonanvHoti akademuu Hayk Pecnybnuxu Kasaxcman

0azupyeTcs Ha METOJC ONPEACICHUS HOPMHUPOBAHHOHM yCTOMYMBOCTH aATOPHTMOB MOJAYJAPHOTO 3KCIOHCHIUPO-
BaHWI K BPEMCHHOMY AHAIM3Y W MEXAHW3ME HEUCTKOTO BBIBOAA MamaaHH, UTO 0OCCIICUHBACT PEAKIMIO CHCTEMBI
3anmThl HHPOpMAIMKE HA CMEHY BXOJHBIX IAPAMETPOB B pealbHOM BpeMcHH. [locTpocHHAs HEYETKas CHCTEMa
MO3BOJIACT OCYIIECTBIIATh AACKBATHYIO 3AIIUTY JAHHBIX B PCATbHOM BPEMCHH, YUHMTBIBASA TEKYIIEE COCTOSHHE CAMOM
KOMIIBEOTEPHON CHCTEMBL.

Beeaenne. OCHOBHBIMU KPUTCPUAMHU PAOOTOCTIOCOOHOCTH KOMITBIOTCPHOM CHCTEMBI SIBJISICTCS BBICO-
Kasi MPOU3BOAUTCIBHOCTh, ONTHUMAJBHBIC 3aTPATHI MAMSITH YCTOMYHUBOCTh K ATAKAM 3JIOYMBIIICHHUKA.
JIrobast KOMIBIOTEPHAS CUCTEMA MOKET OBITh 3AIMIICHA OT AKTHBHBIX aTaK 3JI0YMBIIIJICHHUKOB, KOTOPBIC
MOKHO OOHAPYKUTh B MPOLIECCE IKCIUTyaTalny ONaroaaps U3BECTHBIM MEpaM TOIHUTHKH OC30MacHOCTH
[1]. OaHako CYIECTBYET TAaKKEe BO3MOXKHOCTh BO3HHMKHOBCHHSI MACCUBHBIX aTak (araka BPEMCHHOTO
aHaIM3a WM AHATH3a DHEPrOMOTPEOICHHS), KOTOPBIE MOTYT OCYIICCTBISTHCS YAAICHHO U MOYTOMY HX
TpyaHO oOHapyxuTh [2, 3]. Komnbrorepnas cucremMa mpu nepeaade HHGOPMALUHN HCHONIb3YET CETh IS
OCYIICCTBACHHUS MOCTYINAa KIHCHTOB. Takyr CeTh Mepeaavd JAHHBIX MOXHO YCIOBHO Pa3[C/iUTh Ha
3ALUINCHHYO U HE3AIMUIICHHY O YaCTH.

B HesamuineHHON 4YacTH CETH KJIMCHTBL MOTYT OBITh CIyYalHBIMH, MMO3TOMY OHH HE SIBJISIFOTCS
HAJCKHBIMU JJIsI CEPBEPA C TOUKH 3PCHHUST OC30MACHOCTH, TO €CTh OOJIINAS BEPOITHOCTD CYIIICCTBOBAHUS
3MOYMBILIICHHUKA. KpoMe TOTo, 3Ta 4acTh CETH, KAaK MPABHIO, HE 3AINUIICHA OT COOCB BCIICACTBUC BO3-
JEUCTBUN BHEIIHEH CpeAbl U ABIAETCS OTKPBITOM I/ MPOBEACHHUS BCEX BHUIOB COBPEMEHHBIX aTak Ha
peanuzanyo. B 3aiyineHHON 4acTh CETH KIIMCHTHI CUMTAIOTCS HAJACKHBIMU H, OJaroaaps MOJHUTHKS
0E30MaACHOCTH, MCKIIYACTCS CYIICCTBOBAHHE BHYTPCHHErO 37A0yMbIIICHHUKA. OJHAKO B 3TOW 4YacTH
CCTH BCC JKC OCTACTCS BO3MOXKHOCTH MPOBCIACHHS MACCHBHOM aTaku BpPeMCcHHOro aHammsa [2]. KmueHTs
CCTH U3BECTHBI cepBepy o IP-agpecy u, yuuThiBas «CTaxk» MONb30BAHUS CETHIO, UMCIOT CBOH YPOBCHB
JOBEpUS, TAC MOXHO 33JaTh BCPOSTHOCTh COOCB mpu mepeaaduc makeroB mHpopmammu. U tak, ecnu
KJITUCHT SIBJSICTCSL HOBBIM ISl JAHHOW CHUCTCMBI HJIH UMECT YPOBCHb JAOBSPHS OUCHb HU3KHH, TO HEOOXO-
JUMBIH YPOBEHb YCTOMIHUBOCTH K BPEMCHHOMY AHAM3A JAOJKCH OBITh MAKCHUMAJIBHBIM, TO €CTh PABHBIM,
Hanpumep, 1. Y HaoOopot, At KIUEHTA C OYCHBb BBHICOKHM YPOBHEM JOBCPHS 3HAYCHHUEC YCTOHYHBOCTH
MOKET CTpeMUThCS K 0, 4T0 00CCIeUnT MOBBIICHUE OBICTPOACHCTBHs cucTeMbl. KoManaHas noacuctemMa
cepBepa moaacT Ha 00K 00paboTku MHGOPMALIMKA AAHHBIC O CAMOW KOMIBIOTCPHOM CHCTEME, TO SCTh
JIOTTY CTUMBIC 3aTPaThl MAMSITH HCOOXOAUMBIN YPOBCHB MPOU3BOIUTCIBHOCTH.

Jtst samutel HHGOPMALIMK B CETH HEOOXOAUMO ONTHMAIBHO BHIOPATH METO/ BO3BCACHHUS B CTCIICHD
[0 MOJYJIFO [Tt OCYIECTBICHUS IIU(POBAHUS HH(MOPMALIUKA WK MPOBSACHUS Ay TCHTH(DHKALIMK KIUCHTA
¢ MOMOIIBI) PACIIPOCTPAHCHHOTO B HACTOSINES BpeMsi Kpunro aaropurma RSA. Oty 3agady pemaet 610k
o0OpaboTku HH(pOPMALIMK, TTOCTPOCHHBIH HA OCHOBE HCUYCTKOW JOTHKH, 4 UIMCHHO, HA MCXAHHU3ME HCUCT-
Koro BeiBoAa Mamaanu [4]. On oOpabareiBacT BXOAHBIC 3HAYCHHS MPOU3BOIUTEIBHOCTH, 3aTPaT MaMITH
YCTOWYUBOCTH K BPEMCHHOMY aHAIN3Y U MPEACTABIICT ONTUMAIBHBIN B KAXKAOM CIIy4ae METO MOIY JISIP-
HOTO 3KCHOHCHI[UPOBAHHUS HA KOMAHTHYIO MOACHUCTEMY CEPBEPA, KOTOpasi B CBOK OUCPEIb, MPUMCHSICT
ero mis mmbposanus uHpopmaruu, OCHOBHBIM MPEUMYIIECCTBOM 3TOr0 OJIOKA SBISCTCS TO, YTO OH
paboTacT B PEKUME PCATBHOTO BPEMCHH, YTO 00CCICUHBACT 00JICC BBICOKYH) YCTOHYHUBOCTh CHCTEMBI OT
aTaK 3J0YMBIIUICHHUKA, TIOCKOIbKY OH HE OYAST JOCTOBEPHO 3HATH ajropurMa mudposanus |3, 6]. biaok
o0OpaboTku HH(pOpPMALMKU HA OCHOBE HCUCTKOU JIOTHKH SIBISCTCS OCHOBOH CHCTEMBI 3AIMUTHI KOMITBIO-
TCPHOU cucTeMbl. Ha €ro BX0 MOCTYMAarT KPUTSPUH BHIOOPA METO1a MOIY/ISIPHOTO 3KCIIOHCHIIUPOBAHMS,
Cpeau KOTOPBIX HEOOXOIUMBIN YPOBECHb YCTOMIHUBOCTH K BPEMCHHOMY aHAIM3Y R, MpOM3BOAUTEIBHOCTH
KPUOTOCUCTEMBI U JOIYCTUMBIC 3aTPAThl MAMSITH CepBEpa. BXOAHBIC HEUCTKHE AAHHBIC 00PabaTHIBAIOTCS
MOJT CUCTEMOM ONTUMAJIBHOTO BBHIOOPA METOAA BO3BSACHHUS B CTCIICHb [0 MOAYJIFD HA OCHOBE MCXaHHU3Ma
HCUCTKOTO BBIBOJAA MO MexaHu3mMy Mamaanu. Beixomom Ooka oOpaboTku nHPOPMAITHHN SIBISCTCS METO
MOIYJIIPHOTO 3KCIIOHCHI[UPOBAHUS, YTO OOCCIICYMBACT ONTUMATBHY IO KOH(PHUTYPALHI CHCTEMBI 3aIIUThI
OTHOCHUTCJIFHO 3HAYCHUI BXOAHBIX KPUTCPUCB BRIOOPA.

1. Peanuzanus HeueTKoii cucTemMbl pacnpeaeneHusa aocryna. [Ipumens s cpeactso Fuzzy Logic
Toolbox cpensr MATLAB7.7.0 (R2008b) [7], MOXHO MOCTPOHUTH HEUCTKYH) CHCTEMY ONTHUMAJIBHOTO
BBIOOpA METOAA MOIYJSPHOrO 3KcnoHCHIUpoBanus (method) B 3aBUCHMOCTH OT 3HAUCHUH MPOU3BO-
gurenbHocTH (performance), YCTOHYMBOCTH K BPEMCHHOMY aHamm3y (resistance) M AOMYCTHMBIX 3aTpaT
namsti (memory) [8].
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