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Abstract. This article discusses the DoS/DDoS/DRDoS tasks of attacks on the client — services model of
communication. In the analysis results of classification of DoS/DDoS/DRDoS — attacks the formalized mathematical
models is offered. They allow to define a level of influence of indexes of attacks to a computer network. These
structured formalized mathematical models allow to consider structure of a network on the basis of big percent of a
measure of influence of each type of attack. It gives the chance to effectively protect an information system taking
into account information on threats. Based on classification of information threats, characteristic for attacks such as
DoS/DDoS/DRDoS, the formalized models of a linear type of attack for differentiation of attacks on the basis of the
weight factors method are offered. By these indexes and coefficients it is possible to define the main types of threats
in computer systems. This allows to efficiently design information protection system based on information threats.
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Kmouesnie ciioBa: (opMaTH30BAHHAS MATCMATHICCKAS MOICIb, KIIMCHT — CepBEepHAsT Moaeiab, DOS — arakw,
DDOS - ataku, DRDoS — aTakwu.

Annoramus. B manHO# ctaTthe paccMmarpmBarotrca 3amaun DoS / DDoS / DRDoS arak mo MOmeIn KIIHCHT —
yenyr ces3u. B pesynbrate anammsza kinaccugukanuu DoS / DDoS / DRDoS—-arak npeioskeHsl popManTn30BaHHbIC
MareMaTHueckue Moaead. OHH TO3BOLIOT ONMPESACTHTH CTCIICHb BIMSAHHSA TMOKA3aTENCH aTaKk HA KOMITBEOTCPHYHO
ceTh. JlaHHBIC CTPYKTYPHPOBAHHBIC (HOPMATH30BAHHBIC MATCMATHYCCKHE MOICIH MO3BOJAIOT YUHTBIBATE CTPYKTYPY
CETH HA OCHOBEC OOJBINOTO MPOIICHTA MEPHI BIMSAHHA KAKIOTO BHAA ATAKH. JTO JACT BO3MOXKHOCTH 3((ECKTUBHO
CIPOSKTUPOBATh 3aMIHUTY HHPOPMATHOHHYIO CHCTEMY C yueToM HH(popMmanuu 00 yrpo3ax. OCHOBBIBASICH HA KIACCH-
(uxanmn MHOOPMATHOHHBIX YTPO3, XapakTepHbIX [ur atak Tina DoS / DDoS / DRDoS mpeanoxens! Gpopmanmzo-
BAaHHBIC MOJCIH JMHEHHOTO BHAA M1 Au(epeHumanuy arak HA OCHOBE METOAA BECOBBIX Kod(dumuentoB. C
MOMOIIBEO JAHHBIX MOKA3aTeNicd U KO3(D()HIHECHTOB MOKHO OMPEICTHTh OCHOBHBIC BHIBI YTPO3 B KOMIBEOTCPHBIX
CHCTEMax. JTO MO3BOJLIET 3(PPEKTUBHO MPOEKTUPOBATh CHCTEMBI 3AIMUTHI HH()OPMAIMU C YYECTOM HH()OPMAIHOH-
HBIX YTPO3.







