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Abstract. Problems of implementation of a formal model of multi-criteria system of access control (MSAC) are
considered. This system allow the simultancous use of a number of security models of mandate type represented in a
unified manner, which provides a multi-aspect security access of subjects to objects.

The principle of multi-criteria access control is based on multiple categorization of the entities, implemented in
the form of their multiple polymorphic typing. As a result, entity acquires a sct of values corresponding to the
categories, each of which is mapped to the certain security model.

An algebraic definition of the security model in the form of a pair of the domain security — security policy is
given. Security domain corresponds to the category of the MSAC structured on several levels. Security policy is
represented as a set of parameterized computable functions for constructing the security domain and setting an access
relation on it. A set of such models forms a system of types of the MSAC, serving as a mechanism for restricting
access of subjects to information objects. The paper sets a task of constructing an access control mechanism as a set
of functions intended for calculations on each level of the structure of the security domains.
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MOJIMMOP®HASI TUITU3ALIMS CYIIITHOCTEM 1
3AJAYA KOHCTPYUPOBAHUA MEXAHU3MA
MHOI'OKPUTEPUAJIBHOI'O PASI'PAHUYEHUA JOCTVYIIA

P.I. busiiues, M. H. Kasmamosgaes, O. A. Por
WrCcTnTyT HHEGOpPMANMOHHBIX B BErMHCIHTENbHBIX TexHONOoTHi KH MOH PK, Anvatsr, Kazaxcran

KimoueBspie cioBa: wH(pOpMaLHOHHAS OS30MACHOCTD, MAHAATHBIC IIOJUTHKA OE30TIACHOCTH, MHOTOKPHTECPHAIIb-
HOE Pa3rpaHHHCHHE JOCTYTA, TOMEH OC30IIaCHOCTH, TEOPHSI THIIOB, BHIMUCIUMBIC ()Y HKIIHH.

AnnoTtamust. PaccMaTpuBaroTCs BOMPOCH! peanm3anuy (OPMATbHON MOJEIH CHCTEMbI MHOTOKPHTCPHAIBHOTO
pasrpanmucHua gocryma (MCPJI), momyckarmei OTHOBPSMCHHOC MPHMCHCHHC PsAda MOICHCH OC30MaCHOCTH
MaHJATHOTO THIIA, MPEACTABICHHBIX CAMHBIM 00pa30M, UTO 00ECIICYNBACT MHOTOACTIEKTHY IO OC30MACHOCTH TOCTYIIA
CYOBECKTOB K 0OBCKTAM.

IIpeanoxeH MPUHLMI MHOTOKPUTEPHAIBHOTO PAa3TPAHMUYCHUS JOCTYIIA, OCHOBAHHBIN HA MHOKECTBCHHOU KaTe-
TOPH3ALHH CYITHOCTCH, PCATM3yCMOH B BHIC HX MHOKCCTBCHHOHN mommMop(HOH THmm3ammu. B pesynerare cymi-
HOCTb TIIpHOOpETacT HA0Op 3HAYCHWI, COOTBETCTBYIOIIMX KATCTOPHSAM, KAKIOH M3 KOTOPBIX COIOCTABILICTCS
OTIPEACICHHAS MOJCTb OE30TIaCHOCTH.

Jaercsa anrcOpanmyecKoe ONMPEACICHHEC MOICTH OC30MACHOCTH B BHIAC MAPHI TOMCH OC30MACHOCTH — MOJIMTHKA
6c3omacHocTr. Jlomen OezomacHocTH coorBeTcTByeT Kareropunm MCPJI, CTPYKTYpHPOBAHHOW HAa HECKOJIBKHX
VPOBHAX, a MOJHUTHKA OE30MACHOCTH MPEACTABILICTCS B BHAC HA00PA MAPAMETPU30BAHHBIX BBIMHUCIUMBIX (DYHKIHH,
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H3zeecmua Hayuonanvroti akademuu Hayx Pecnybnuxu Kasaxcman

NpEeIHA3HAYCHHBIX A1 MOCTPOSHMA JOMEHA H 3aJaHUA Ha HEM OTHOIUCHHA mocTtyna. Habop Takux mozeneit oOpa-
syer cucremy TEnos MCP/I, ciyXanmyro MEXaHW3MOM Pa3TPaHHYMCHHSA JOCTYIA CyOBEKTOB K MH()OPMAITHOHHBIM
oObekram. CraBuTCs 337a4a KOHCTPYHPOBAHMS MEXAaHM3MA PA3TPAHMHCHUS TOCTYIIA B BHJAC MHOXCECTBA (DYHKITHH,
TIPETHAZHAYUCHHBIX JJIS1 BEIMHCICHHH HAa KKIOM H3 YPOBHEH CTPYKTYPH3AIHMHU JOMCHOB OC30TIaCHOCTH.

1. IlpuHIMN peann3anHi MHOTOKPHTEPHAJBHOTO PA3rPAHHYEHHS J0CTYIA

JaHHas cTaThs MOCBAIICHA BOMPOCAM PEATH3ALNH MHOTOKPHUTCPHUATIBHOW CHCTEMBI PA3rPaHUUCHUS U
KOHTpoJIst Aoctyna kK uadopmarmu (MCPJL), dopmansHas MoAes KOTOpoU npeacrasicHa B [1, 2].

BonpmnHCTBO MOZEenel Oe30MacHOCTH OCHOBAaHBI HAa PA3lCICHHHM MHOMKECTBA CYIIHOCTEH CHCTEM
pasrpaHuuCHUs 10CTyNa K MHOOPMAIIMH HA CYOBSKTHI U OOBEKTHI, U PACCMOTPCHUH HUX B3aUMOACHCTBUS
KaK DICMEHTOB € 33JaHHBIMH CBOWCTBAMH MO TMPABUIAaM OINPEACICHHOW MOMUTHKH OE30MaCHOCTH.
O6oznaunm E={e} — MHOXKECTBO CYIIHOCTCH CHCTEMBI, KOTOPOC BKJIFOUACT MOAMHOXKECTBA CYyOBCKTOB
S={s} u 06bexTOB O={0}.

MasjaTHEIC HOJIUTHKH OC30MACHOCTH, MPHUMCHACMBIC B HACTOAIICEC BPEMS AN PA3rPAHHUUCHUS O0-
CTyIa, OCHOBAHBI HAa MPHCBOCHUU CYIMHOCTAM METOK OC30MacHOCTH. B0O3MOXKHOCTH mpenocTaBICHHS
JOCTyIa CyOBEKTa K OOBEKTY MPOU3BOAMTCS MYTEM CPABHCHHS 3HAUCHUH WX METOK OC30MAaCHOCTH H
OTIPSACICHHUS TOMHUHHUPOBAHUS MCTKU OC30MACHOCTH CYOBEKTA HAJA METKOH Oe30macHOCTH oObekTta. [l
3TOr0 Ha MHOJKECTBE 3HAUCHHH METOK OC30MAaCHOCTH YCTAaHABIHBACTCS OTHOIICHHUC AOMHHUPOBAHUS B
BUJC OTHOUICHUS MOPSIIKA.

K coxanenuro, kaxkaas U3 M3BECTHBIX MOACICH OC30MaCHOCTH MaHJATHOTO THIIA, PETYIHPYS JOCTYID
CYOBEKTOB K 00BEKTaM, pacCMaTPHBACT OOHO CBOMCTBO CYIIHOCTH B Ka4YECTBE MapaMeTpa pasrpaHuuCHUS
nmocryna. Hanpumep, moaens 6e3onmacHoctu bemna u Jlallaaymel ocHOBaHA Ha MPEIOCTABICHUM AOCTYTIA
M0 3HAYCHMAM YPOBHS KOH(QHICHLMATBHOCTH CYOBEKTOB M 00BCKTOB. PoneBas Moaens pasrpaHuuCHUS
pocryna (RBAC) pasrpanmduBacT AOCTYN MO BUAAM Onepauuidl ¢ HHOOPMALMOHHBIMH OOBCKTAMHU.
Tematmueckas MOACTs MPEIOCTABIACT TOCTYN HA OCHOBE NMPHHAANICKHOCTH AOKYMCHTA TOH WM HHOU
TEMATHKE, OPTaHU3aIMOHHAs] — TOMY HJIM HHOMY OTAEITy opranusamwu [3-3].

Pasrpanmienns noctyna no OTAEIbHOMY NMPH3HAKY HEAOCTATOYHO IS OTPAXKECHHUS PEATBHBIX CHTYa-
LUH, IMCIOIUX MECTO B YCAOBUSX (DYHKIIHOHHUPOBAHUS HH(POPMAIIUOHHBIX CHCTEM, TJC AAHHBIC XapaKTC-
PH3VIOTCS PSOOM PA3HOTHIHEIX CBOUCTB, TPEOYIOIIMX YUYETa B KAYCCTBEC MApaMETPOB Pa3rPaHUUCHHUSI
JOCTyIA.

B nacrosiinee BpeMst MOJHUMACTCS BOIPOC 00CCIICUCHHS «MHOTOCTOPOHHEH Oe3omacHoCcTH («multila-
teral security») [6], yUUTBIBAIOLICH BCE ACHEKTHI 3alIUTHI OT HECAHKIIMOHHPOBAHHOTO NOCTYIA B HH(OP-
MAIFOHHBIX CHCTEMaxX. Ty HpoOIeMy MOXKHO PEIINTh, PasTPaHUYHBAi JOCTYI C OJHOBPCMCHHBIM
HCMONTb30BAHNCM MOJMTHK OC30MACHOCTH MO KKIOMY M3 KPHTCPHEB U COBMECTHO MPUMCHSS MPU 3TOM
COOTBETCTBYIOIINE MOACTH OC30MACHOCTH B paMKaxX OJHOH CHCTEMBI, YTO BBI3BIBACT TPYAHOCTH H3-3a
OTCYTCTBHS UX €AHHOOOPA3HOTO MPEACTABICHUS.

[MpoGreme eauHOOOPA3HOTO MPESACTABACHHUS MOJCICH OC30MACHOCTH, a TaKKE BOMPOCAM HMX CBOIU-
MOCTH K APYT K APYTY, MOCBSIICHB Takue paboTel kKak [7, 8] u psa apyrux. Creayer OTMETHTD, UTO 0
HACTOSIIETO BPEMEHH CAMHAS TOUKA 3PCHUS HA PELICHHE 3TOH MPOOIEMEI OTCYTCTBYET.

B dopmaneroit mogenu MCP/L, ¢ 1ensio ob6ecneucHnss MHOTQACTICKTHOM OS30MacHOCTH, MPEAIaracT-
€ MPHHLMIN ¢AUHOOOPA3HOTO MPEACTABICHMS MONMUTHK OC30MACHOCTH MaHJATHOTO THUIA U COOTBETCT-
BYIOIIUX MM MOJENCH, AAIOMMHA BO3MOMKHOCTh HX OJHOBPCMCHHOTO IMPUMEHCHHS B PaMKaxX OJHOU
CHCTEMBI ¥ OOCCTICYHBAIOLIMN PA3TPAHIUYCHNC JOCTYNA M0 HECKOIBKAM KPUTCPHSIM.

Eannoe npeacraBiieHHe MOJHTHK (e30MACHOCTH M COOTBETCTBYKINHX UM Moaenei. Exnmxoe
MPEACTABJICHUE TOIUTUK OC30MACHOCTH M COOTBETCTBYIOIUX UM Moseieh OezomacHoct B MCP/I ocy-
MICCTBILIETCS CICAVIOMNM 00pa3oM.

IIpocTpancTBO CYOBEKTOB M OOBEKTOB, OOPA3yrOIICE MPSAMCTHYIO 00JACTh MHOTOKPHUTCPHATBHON
CHCTEMBI Pa3rPaHUUCHUS AOCTYIA, KIACCHUIHMPYETCS MO Pa3NUYHBIM NPH3HAKAM, TAKUM KaK OTACIBI,
TCMATHKA, PONH, YPOBHU KOH(MUACHLMAJIBHOCTH, O0pasysl CTPYKTYPHBIC CAUHUIIBI, KOTOPBIC HMCHOT B
o0mmeM cryyae nepapxudaeckoe crpoeHue. CorinacHo CBOMM CBOWCTBAM, CYIIHOCTh MOKET OKa3aTbCsl NpH-
HAJICKAICH HECKOJIBKHM CTPYKTYPHBIM CAWHHIIAM H, CICIOBATEIBHO, HECKONBKUM KIACCH(PHLIUPYIO-
[IMM KaTeTOPHSIM, HA3BIBACMBIM KATCTOPISIMH Pa3rPAHUUCHUS JOCTYIIA HIH KATCTOPHAMHU OC30TIACHOCTH.
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