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A SYSTEM FOR IDENTIFYING ABNOPRMAL STATE
IN INFORMATIONAL SYSTEMS

Abstract. Computer systems are increasingly exposed to impacts of threats, new types of which give rise to
new cyber attacks on their resources. For increasing the security level it needs appropriate special counteraction that
can be effective in the emergence of new types of threats and allow in fuzzy terms to identify cyber attacks targeted
at a variety of resources of informational systems. There are a number of models, methods and approaches used for
solving protection tasks in fuzzy conditions. For their effective implementation it requires an appropriate system
implements technology to identify the abnormal condition. For this aim a system focused on the tasks detect cyber
attacks in the informational systems, which is based on mathematical models and methods of fuzzy logics and is
implemented through sub-systems: the formation of fuzzy standards, the formation of decision rules, primary
processing, as well as modules: fuzzy arithmetic, logical deduction, visualization and control module.
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CUCTEMA BbIABJIEHNA AHOMAJIBHOT'O COCTOSIHUA
B UTHOOPMAIIMOHHBIX CUCTEMAX

Annoramus., KoMIBIOTCPHBIC CHCTEMBI BCE OOJBINC TTOABCPTAIOTCS BO3ACHCTBHAM YTPO3, HOBBIC BHIBI KOTO-
PBIX TOPOKIAIOT HOBBIC KHOCPATAKH HA WX PECypchl. 11 HOBBIICHHA YPOBHA OC30MACHOCTH HCOOXOIHMBI
COOTBCTCTBYIOIIHC CIICIHABGHBIC CPEACTBA MPOTHBOACHCTBHUSA, KOTOPHIC CIOCOOHBI 0CTABATHCA 3(PPCKTHBHBIMH MPH
TOSIBJICHIH HOBBIX BHAOB YTPO3 U MO3BOJLIIONING B HCUCTKUX YCIOBHAX BRIIBUTH KHOCPATAKH, OPHCHTHPOBAHHBIC HA
MHOKECTBO PECYpPcOB HH(DOPMAIMOHHBIX cHCTeM. W3BECTHBI psa MOACHCH, METOIOB M MOAXOJ0B, HCHOIB3YCMBIC
JUIS PCIICHHA 3a7aY 3AIMUTHl B HCUCTKHX YCIOBHAX. Jmd ux 3()(CKTHBHOTO MPUMCHCHHUSA HCOOXOIHMA COOTBCT-
CTBYIOIIAS CHCTEMA PEANH3YIOMIAS TEXHOJIOTHIO BBUIBJICHHS AHOMAIBHOTO cocTosHuUA. C 3T0H mempio pazpadoraHa
CHCTCMA, OPHCHTHPOBAHHAS HA PCHICHUC 334044 BBIABJICHHSA KHOCPATak B HHOOPMAIMOHHBIX CHCTEMAaX, KOTOPAd
6azupyercss Ha MAaTEMATHYECKUX MOJACISIX M METOJAX HEHUCTKOH JIOTMKHM W PEAM3yETCS MOCPEACTBOM IOJCHCTEM:
(hOPMHUPOBAHMS HCUCTKHX 3TAJIOHOB, (DOPMHPOBAHMA PCINAIOIIMX MPABHJL, MCPBHYHOH OOPAOOTKH, a TAKKE MO-
JyJeH: HEYCTKOH apH(METHKH, JOTHUESCKOTO BHIBOAA, BHU3YAIM3AIMH W yHpasipmomero moxyma. Cumcrema maer
BO3MOKHOCTH 3(D()CKTHBHO BBIABILATH ONPCICIICHHBIC THITBI KHOCPATAK OTHOCHTCIIHHO KOHKPETHOHM CPEIBI OKpPYIKE-
HHUS B 3QJAHHBI BPCMCHHOH MPOMEKYTOK, 4 TAKKE MO3BOJHMT PACHIHPHTH (DY HKIHOHATIBHBIC BO3MOKHOCTH COBpE-
MCHHBIX CHCTCM OOHAPY KCHHUSA BTOPKCHHH 32 cueT 3(P(PeKTHBHOH HACHTH()MKAIIMH HOBBIX H HCCHTHATY PHBIX THIIOB
KuOCpaTaK.

KmoueBnie ¢j10BA: KHOCPATAKH, AHOMAIHH, CHCTEMBI 00HAPY KCHUS BTOPKCHHUH, CHCTCMBI 00HAPY KCHHA aHO-
MaJHH, CHCTCMBI OOHAPY KCHHS aTakK.
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HOMEHKJIATYPA

I, (i=1n) — upentuduxarop BTOp:KEHMH (intrusion); V, (7= I,_m ) — uAeHTU(UKATOP BEIUYUH
(value); NVC — Numbers of Virtual channels; VCA — Virtual Channel Age; NCC — Number of concurrent
connections to the server SPR — Speed of processing requests from the clients; SPR — Speed of processing
requests from the clients; DBR — The delay between requests from the single user; NPSA — Number of

packages with the same sender and receiver address, HY — neueTkoe umciio; T; — MHOXCCTBO TCPMOB
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I. AKTYAJIBHOCTDb

Hcrnonp30BaHue CHUCTEM BBISBICHHS BTOPKCHHEM HETIOCPSICTBCHHO CBS3aHO CO CTPEMHUTCIIbHBIM
pa3BUTHEM KUOCPIPOCTPAHCTBA, B KOTOPOM TMOSBIISIFOTCS HOBBIC BHABI Yrpo3 pecypcam uHpopma-
uuonnbix cucrem (PUC), mampumep, takme kaxk araku (-day ¥ HECHTHATYPHBIC THUIMbBI KHOCpaTak.
Pacimpenue BozaeiicTBuil kubeparak, HampaBICHHBIX Ha pasntuunbic PUC, HHHUIMUPYET CO3AAHNE TAKUX
CPEACTB TPOTHBOACHCTBUS, KOTOPBIC CIOCOOHBI OCTaBaThCH 3(PPEKTHUBHBIMU HPU TOSIBICHUH HOBBIX
BUIOB VyTPO3 ¢ HCYCTAHOBJACHHBIMH WM HEYCTKO ONPCACICHHBIMH CBOUCTBAMH W (haKTHUCCKH
¢$VHKUHOHUpOBaTE B crabodopMaIn30BaHHOM, HEUeTKOM cpeae okpyxkeHus [l]. HMcmome3osanue
MCTOAOB, MOJCCH M CHCTCM, OCHOBAHHBIX HA HCUCTKUX MHOKECTBAX [l-19] mis moctpocHms cpeacTs
OOHAPYKCHUS AHOMAJIMH, TOPOXKACHHBIX peaTu3anueii KUOCPYrpo3, MO3BOJIUT YCOBSPIICHCTBOBATH
CYIICCTBYIOIUC CHCTCMBI BBISBICHHSI BTOPKCHHI B KOMITBIOTCPHBIX CHCTEMaX M CETsX. B 3TOH cBszm,
pa3paboTKa COOTBETCTBYIOIIMX TCXHUYCCKHX PCIICHHH, (DYHKIIHOHUPYIOUIUX B HECUCTKUX YCIOBHSIX H
MO3BOJISOLIUX BBISBISATE HOBBIC U MOAU(DUIIMPOBAHHBIC THUITBI KHOCPATAK, SIBJSICTCS AKTYATbHOW HAYYHOM
3aJaueH.

II. AHAJIU3 CYUIECTBYIOIIUX UCCJEJTOBAHUI

UsBecTHBl OTACTBHBIC, AOCTaTOYHO 3(QEKTUBHEIC Pa3pabOTKH, HCIOMB3YEMBIC I PCLICHUSL
VKa3aHHBIX 33734 BBISABICHHS KUOEpaTak, HANPUMEP, TAKUE KaK: HEUCTKHUE MOAXOABI K OOHAPYIKCHHIO
BTOPKCHHH [2, 3] v ACTCKTUPOBAHHUIO aHOMAINH [4]; COOTBETCTBYIOIIKC HEUCTKUC Moaeu [ 1, 5], meToxer
[6, 7]; Texmomorms [6]; cucrembl oOHapyxeHuS BrOpxeHHH [8—15]; HaOophl HEUETKUX NpPaBUI
[2,3,7,9,10, 12-17]; mMecTompl TOCTPOCHHS IHHTBUCTHUCCKUX TIEPeMCHHBIX [16, 18] m HeueTkmx
3tanoHoB [16], a Taxke Apyrue pa3pabOTKH, UCTOIB3YCMBIC IS PCUICHHS 334a4 3aIUThl B HCUCTKUX
venosusx [19]. Ykazannele ucciaenoBaHus nokazand 3G ¢EeKTHBHOCTh COOTBETCTBYIOLICIO MPHUMEHEHHS
MaTEMaTHICCKOTO ammapaTa HeUSeTKHX MHOJKECTB, & €ro HUCMONb30BaHKE A (opMann3aliy Moaxona K
BBISBIICHHUIO KHOCpaTak, MO3BOIUT VCOBEPLICHCTBOBATH MPOLIECC CO3AAHUSA COOTBETCTBYIOIIHMX CHCTEM
oOHapyxkeHus BTopxkeHHH. OQIHAKO B VYKa3aHHBIX padOTax HET CTPYKTYPUPOBAHHOTO MOAXOJA U
0000IIEHHOTO PELICHHS OTHOCHUTEIBHO MOCTPOCHUS COOTBETCTBYIOIIUX CPEACTB BBIABICHHUS BTOPIKCHHI.

II1. OCHOBHASA HEJIb UCCIEAOBAHUSA

Hcxons 3 aHamuza CYIMECTBYIOMIMX HCCIACAOBAHHN U aKTyaIbHOCTH MOCTABICHHOM 32a4H, a TAKKE
st 3¢ (HEKTUBHOTO MPUMECHCHUST U3BECTHBIX MOJACIACH, METOA0B, TexHoJoruu [1, 5, 6] uenpro xaHHOM
pabOTEHI ABISACTCS Pa3paboTKa CHCTEMBI, PCATTH3VIOIICH TEXHOIOTHIO BEISBICHNA aHOMATBHOTO COCTOSHHUS
JUTSL CUCTEM OOHAPYKCHHS BTOPXKCHUH, KOTOPYIO MOKHO HUCIIONIB30BATh AJISl COBEPIICHCTBOBAHMS CPCACTB
ceTeBOM OE30MACHOCTH, OPUCHTUPOBAHHEIX HA KOHTPOIb AKTUBHOCTH B CPEAC OKPYKCHUSL.

C moMoIIBIO TaKOW CHCTEMBI (IIPH PEIICHHM 3aa4 BBIABICHHS KHOepatak) MOXKHO 3QEKTHBHO
BBISBIIATh OINPCICICHHBIC THIBI KHOCPATaK OTHOCUTEIBHO KOHKPETHOH CPEAbl OKPY>KCHHS B 33TaHHBIN
BPEMCHHOH MPOMEKYTOK, a TAKXKC PACIIHPHTE (PYHKLIMOHATIBHBIC BO3MOXKHOCTH COBPEMECHHBIX CHCTEM
oOHapy KeHHsl BTOPXCHHH 3a cueT d¢dexTnBHor uacHTH(uKkamuu HOBHIX (0-day) M HeCHrHATYPHBIX
TUTIOB KHOEpaTaK.







