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DIGITAL SOCIETY RISKS

Abstract. Intensive development of information and communication technologies, as a technical basis, led to
the creation and development of information society (digital society). Attention is drawn to the risks and threats of
new technologies that threaten to the humanistic functioning of the information society: virtualization, cloud
computing, Internct-to-Things (IoT), machine-to-machine (M2M), cyberphysical systems, etc. These new
technologies improve the quality of life and economic efficiency of business; serve the development of a digital
society. But these new technologies are fraught with new risks and threats to the security of citizens, enterprises and
the state. The most difficult problems of risks are the problems associated with the human factor: moral, ethical,
sociological, psychological problems. A decisive role in solving these problems belongs to digital sociology. One of
the main, promising and effective methods, which create a threat to the electronic society, is social engineering.
Social engineering is based on unpredictable human factor. The reasons for successful social engineering are
indicated. There are different signs of classification of social engineering methods. A classification based on the
manipulation of human traits is given. In the digital society the application of social engineering methods is
facilitated by the fact that social networks, e-mail, online services are relatively anonymous. It is difficult to define a
lie, since there is no direct contact with a person. The results of digital sociology researchers should be a platform for
developing effective methods to combat cybercrime.
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PUCKHN HU®POBOI'O OBHIECTBA

Annoramusa., WHTCHCHBHOC pa3BuTHC HH()OPMATHOHHO-KOMMYHHKAHOHHBIX TCXHOJOTHH, KAK TCXHHUCCKOH
OCHOBBI, MMPHUBCIO K CO3JAHHIO H PA3BHTHIO HHOOPMAIMOHHOTO oOmiecTBa (mmdpoBoro obmecTra). OOpamactcs
BHUMAHHC HA HOBBIC ICPCICKTHBHELIC I/IH(I)OpMaI.[I/IOHHO-KOMMyHI/IKaI.[I/IOHHI)Ie TCXHOJOTHH, KOTOPBIC HCCYT HOBBIC
PHCKH | yTPO3bI, IPSACTABISIONIHNE OMACHOCTh TS TYMAHHUCTHYSCKOTO (DY HKIHOHUPOBAHUS HH(PPOBOTO 00IIECCTBA.
Cpeau mpoOiieM PUCKOB JJACKTPOHHOTO OOIMIECTBA, HAMOOICE CIOKHBIC CBA3AHBI C UCIOBEUCCKHM (DAKTOPOM: MO-
PaATBHO-ITHYCCKUE, COLMOIOTHUCCKIE U MICHXOIOTHYCCKUE MPOOIeMbl. PeIiaromast posib B PSHICHHH 3THX MPOOIeM
MPUHAAICKAT IH(ppoBoH conmomorun. OTHEM W3 TJIABHBIX, MCPCICKTHBHBIX W PE3YIBTATHBHBIX METOIOB, MPC-
CTABJLIIOIAM YTPO3Y I 3JCKTPOHHOTO OOINECTBA, ABILICTCA COLHATBHBIN HHKHHHPHHT. YKA3BIBAIOTCS MPHIHHBI
yCnemrHOTO COHAIBHOTO WHXKHHUPHHIA. HpI/IBOI[I/ITC}I K.]'IaCCI/I(I)I/IKaI.[I/I}I MCTOA0B COIUAJIBHOTO MHXHHHPHHTA IIO
MPU3HAKY MAHHITY THPOBAHUS YCPTAMH YCJIOBSUCCKOTO Xapakrepa. Jms pa3paboTKu ACHCTBCHHBIX METOA0B OOPHObI
¢ KHOCPIPECTY MHOCTBIO HEOOXOTUMBI HCCIICAOBAHKA IH(DPOBON COIMMOIOTHH.
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